FITPED | A

Artificial Intelligence
in Cyber Security

Cyril Klime$
Jan Skalka
Peter Svec
Tomas Sochor
Jifi Balej

Jan Francisti

www.fitped.eu [ 2024 ]

e Erasmus+ FITPED-AI
: : FhuncEiEd by Uni Future IT Professionals Education in Artificial Intelligence
"y the European Union | | (piqiect 2021-1-SK01-KA220-HED-000032095)




FITPED | A

Artificial Intelligence in Cyber
Security

Published on

November 2024

Authors

Cyril Klimes | Mendel University in Brno, Czech Republic

Jan Skalka | Constantine the Philosopher University in Nitra, Slovakia
Peter Svec | Teacher.sk, Slovakia

Tomas Sochor | Mendel University in Brno, Czech Republic

Jifi Balej | Mendel University in Brno, Czech Republic

Jan Francisti | Constantine the Philosopher University in Nitra, Slovakia

Reviewers
Piet Kommers | Helix5, Netherland

Matgorzata Przybyta-Kasperek | University of Silesia in Katowice, Poland

Vladimiras Dolgopolovas | Vilnius University, Lithuania



Erasmus+ FITPED-AI
Future IT Professionals Education in Artificial Intelligence
Project 2021-1-SK01-KA220-HED-000032095

:***a: Funded by
S the European Union

Funded by the European Union. Views and opinions expressed are however those of
the author(s) only and do not necessarily reflect those of the European Union or Slovak
Academic Association for International Cooperation. Neither the European Union nor
the granting authority can be held responsible for them.

@080

Licence (licence type: Attribution-Non-commercial-No Derivative Works) and may be
used by third parties as long as licensing conditions are observed. Any materials
published under the terms of a CC Licence are clearly identified as such.

All trademarks and brand names mentioned in this publication and all trademarks and
brand names mentioned that may be the intellectual property of third parties are
unconditionally subject to the provisions contained within the relevant law governing
trademarks and other related signs. The mere mention of a trademark or brand name
does not imply that such a trademark or brand name is not protected by the rights of
third parties.

© 2024 Constantine the Philosopher University in Nitra

ISBN 978-80-558-2233-4



TABLE OF CONTENTS

1 Cybersecurity definition ...........ooooiii e 6
T T INIFOAUCTION ...ttt et sae bt ebeeneeeneens 7
2 Key aspects Of CYDEr SECUNTY ........c.ocviiieeiieiecieeeeeeee et 11
2.1 KEY @SPECTS L. .ttt et e e e e e e 12
2.2 KeY @SPECTS . ...t e e e 15
S YD tNIrEALS ... 19
3.T MOSt cOmMMON threatS.......ccooiiiiiiie e 20
3.2 COMMON thIEATS .....eiiiieiiieie ettt et 23
3.3 AdVanCed thre@tS......c.ooiieieeee e 27
3.4 HIgh leVel Threats ......ccooociieeeeceee e 30
4 Protection against cyberthreats ............cooooiiii i 35
S I o {0 (=T o 1 o] SO PRUPRRRPRRRPO 36
A2 FIFEWALIS ..ottt et eneas 40
4.3 DAta ProtECHION ....oooeeiii ettt e e tre e e taeeenaeeeeareeeas 43
4.4 OTNEr MEASSUIES ....oeieniieiiieiieeeeeeete ettt ettt ettt e st seeaaeenaesaeesseeseenseennes 46
5 Roles of Alin CYDersecuUrity | .........covoouiiiiiieeeeee e 50
5.1 Threat detection and reSPONSE..........oooueiiiiiiiieieeeeee e 51
5.2 Behavioral analysis and anomaly detection............cccooiiiiiiiiiciccec 55
6 Roles of Alin CyberseCurity Il .........cc.ooiioiiiiiiieeeeeeee e 58
6.1 Enhanced security and vulnerability management..............cccooovieiiiiiecciecneae 59
6.2 Fraud detection and adaptive models ...........c..ooovieoiiiiiiiiiccee e 62
7 Benefits of Alin CYDEIrSECUNITY .......c.coioviiiiiiie e 65
7.1 Advantages of teChnology ..........ocviiiiiiiiee e 66
7.2 Advantages of the organization ............c.cccoeeoiiiiiece e 68
8 LOW laYBIS MEASUIES........eiieiieiieeeeeeee et ettt et e et e e eae e e aeeeaaeeeaeeeneas 72
8.1 ISO/OSI MOAEl = FECAP ..ottt ettt eneens 73
8.2 Physical and data-link [ayers ...........cc.oooiiioiioiieeeeee e 75
O NetWOrk layer MEASSUIES .......cc.oeeiieiie ettt ettt e et e e e teeeaeeeneas 78
0.1 Network layer SECUNITY .......ccuiieiieeieee e e 79
0.2 IMBASSUIES ...ttt ettt ettt e et e e et e e ettt e et eeeneeeenaeeenbeeennneeennseeas 82
TO TranSPOrt layer MEASSUIES .......cc.eeivieiieiieeieetteeie ettt ettt et e e eaeeaeensesseesssesseenseensas 84
TO.T TraNSPOIT LAY ... ..ottt ettt es e e e s e seese e 85
10.2 TransSpOort [ayer SECUNITY .....cccvieiiiieciieiieie ettt 87

10.3 Transport layer SECUIY [l .......coooiiiiiiiieieeeceeeee e 90



TO.4 TS VOISIONS. .o et e e e et e e e e e e e e e e e e e e e e aae e e e e aeeeaeaaaaaaees 92

TO.5 TLS IMPOITANCE ..ottt ettt e et eeeae e e eeenaeeenneeennsaeas 95
T0.6 COMMUNICATION ..ot ettt et e e e e eeenaeeennseeas 97
TO.7 MEASSUIES......eeiiiiieiteeee ettt ettt ettt s e et e bt e st e e bt e et e e eabeenaeeeneeas 99
TT SeSSION [aYer MEASUIES ......ooviieeiieeeee ettt et ae e e e e ees 101
TT1.7 SeSSION [@YEr SECUNILY ....cvvieeiiiiiieie et 102
TT.2 MEASSUIES...c.ueiientiieieeeie ettt et sttt et st e st et e st e sateebeeeaseeeaee 105
12 Presentation [ayer MEASSUIES........c.cocviiuiieiieceeeee et 109
T2.7 Presentation [QYer..........coouveiiiiiiiee et e 110
T2.2 MEASUIEIMENT ...ttt ettt ettt et et e et e s e bt e saseeeaee 113
T3 Application [ayer MEASUIES ..........cccueiiiieiieeeeeeeee et 119
13.71 Software application TYPES ......covievieeiieieeeeee e 120
13.2 Application layer SECUNItY.........cc.ooouiiiiiieeie e 124
T3.3 SECUIME PraCliCOS ...oocueiieeiiie ettt et e e et e e e e e easeeesaeeenns 128
13.4 Protection MethOdS.........cooiiiiiiieieeee e 130
T3.5MEASSUIEMENT L. ..ottt e 134
T3.6 MEaSSUIEemMENT Hl.......coouiiiiiiie et e 137
14 Security measures characteristiCs..........cooooveiiiioiiicieccc e 141
14.1 Applications of cybersecurity classification ............cccoooveeieiieiiciicieeece. 142
14.2 Strategies for threat detection ............c.ooveoiiiieiceeeeeeeee 143

T4.3 ClasSifiCAtION EITOT .....eeeeeeeeeeeeeeeee e e e e e e e e et eeeeeeeaeaeas 146



Cybersecurity Definition

Chapter 1



Cybersecurity Definition | FITPED Al

1.1 Introduction

£ 1.1.1

There are many different definitions of cybersecurity, but this document follows the
approach of the International Organization for Standardization (ISO). ISO has
developed a set of standards for cybersecurity, with the ISO 27000 family being
especially important. This family includes many standards, but two key concepts are
central to defining cybersecurity:

« Information security is the "preservation of confidentiality, integrity, and
availability of information." In simple terms, this means keeping data safe,
accurate, and accessible only to those who should have access.

o Network security refers to the "design, implementation, and operation of
networks to ensure information security on networks within organizations,
between organizations, and between organizations and users." Network
security policies outline an organization's rules and practices for using and
protecting its network infrastructure and services.

Building on these ideas, cybersecurity is defined as the "protection of an IT system
from attacks or damage to its hardware, software, or information, as well as from
disruption or misdirection of the services it provides." In other words, the focus of
cybersecurity is to protect digital assets—like devices, data, and services—from any
potential risks.

To effectively defend against the constant threat of cyberattacks, automated
systems are needed that can respond quickly, without needing human intervention.
For these systems to work, they must continuously classify incoming events and
data, identifying which are risky and which are risk-free. This allows for a rapid,
automated response to threats as they occur.

B 1.1.2

Which of the following best describes information security?

o The preservation of confidentiality, integrity, and availability of information.
o The design of network systems to prevent unauthorized access.

o The prevention of malware attacks on IT systems.

e The physical protection of hardware and equipment.



Cybersecurity Definition | FITPED Al

B 1.13

What is the primary focus of network security according to ISO standards?

o Ensuring the design and operation of networks to protect information within
and between organizations.

o Stopping phishing attacks on users within an organization.

« Managing data storage and backup systems.

o Developing antivirus software to secure individual computers.

B7 114

Why are automated systems crucial for defending against cyberattacks?

They can respond to threats instantly without human intervention.
They prevent human errors during system operations.

They require no maintenance once set up.

They eliminate the need for network security policies.

[ 1.1.5

Let's start by considering how automated systems can recognize objects or events
of interest. In cybersecurity, this often involves identifying something risky, like
malicious software code, or risky behavior, such as receiving a suspicious sequence
of data packets. To achieve this, cybersecurity systems typically use a method called
dichotomous (or binary) classification.

In dichotomous classification, everything is divided into one of two categories:
"malicious” (risky) or "safe" (non-risky). This means that each object or behavior is
classified as either harmful or harmless, with no overlap between the two categories.
This clear separation is a basic rule for any kind of binary classification.

Even in more complex cybersecurity systems, this approach is often used, with
multiple stages of binary classification to gradually sort through potential risks.

B 1.1.6

Which of the following statements are true about dichotomous (binary) classification
in cybersecurity?

« It divides objects or behaviors into two categories: malicious and safe.

o Each object or behavior can be classified as both risky and non-risky at the
same time.

o Dichotomous classification is frequently used to identify risks in
cybersecurity systems.

o It allows for some overlap between harmful and harmless categories.
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o More complex cybersecurity systems often use multiple stages of binary
classification to filter risks.

L 1.1.7

Vague categories

In many situations, dichotomous (or other) classifications face a certain level of
vagueness. This is often seen in cybersecurity applications. Vagueness occurs when
it is difficult to specify exact conditions for a particular feature, such as whether
something is "malicious” or "risk-free."

Two main types of vagueness are commonly identified:

1. Inaccuracy of measurement occurs when the input data is unclear or
imprecise.

2. Vagueness in inference rules happens when the rules used to make
decisions are not clearly defined.

Both of these lead to uncertainty when classifying something into a specific
category. Although there are methods like fuzzy logic to deal with this vagueness,
they are beyond the scope of this discussion.

B 1.1.8

What are the two main types of vagueness that affect dichotomous classification in
cybersecurity?

o Vagueness in input measurement and vague decision-making rules.
o Overlap between categories and inaccurate results.

e Inaccuracy in software coding and network security failures.

o Lack of training data and insufficient computing power.

£ 1.1.9

Multicriterial classification

In many cybersecurity classification problems, meeting just one condition is not
enough to classify something into a specific category. For example, to classify an
incoming email message as spam, multiple conditions usually need to be met, such
as:

» Specific suspicious words (e.g. "Viagra") appearing in the subject or body.

o Alow text-to-image ratio in the email body, indicating an excessive number
of images.

e The subject line being written entirely in uppercase.

e The inclusion of small images (1-2 kB in size).
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However, it's possible to find messages that meet one or more of these criteria and
are still not spam. On the other hand, messages that meet all these conditions are
usually spam.

In addition to this, the importance of each criterion can vary - instead of relying on a
simple yes/no decision, the classification is often based on a score, such as a
weighted average, where some conditions carry more weight than others.

B 1.1.10

In multicriterial classification for detecting spam, how are multiple conditions
typically handled?

« Several conditions need to be met, and their importance may differ,
influencing the classification.

o Meeting just one condition is enough to classify an email as spam.

« All conditions must be equally important to classify something as spam.

e A message can only be spam if it has more images than text.

10
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2.1 Key aspects I.

[ 2.1.1

Cyber security involves protecting systems, networks and data from digital attacks,
unauthorized access, damage or theft. With increasing reliance on digital
technologies, the role of cyber security is becoming increasingly important. It
includes various practices, technologies and processes aimed at protecting
computers, servers, mobile devices, networks and data from cyber threats. For
individuals, businesses, and governments, cybersecurity is critical to protecting
sensitive information, preserving privacy, and ensuring the integrity and availability
of critical systems.

The key aspects are:

« Confidentiality

e Integrity

o Availability

e Authentication

e Non-repudiation

B 2.1.2

Why is cybersecurity considered essential in today's digital world?

To protect systems, networks, and data from cyber threats.
To ensure the integrity and availability of critical systems.
To enhance the speed of internet connectivity.

To increase the lifespan of digital devices.

213
Confidentiality

Confidentiality is a fundamental concept in cybersecurity, ensuring that sensitive
information is accessible only to authorized individuals. This aspect is crucial for
protecting personal data, financial information, intellectual property, and other
confidential materials from unauthorized access.

Several key aspects help maintain confidentiality in digital systems:

1. Encryption involves converting data into a coded format, making it
unreadable to anyone who doesn’t have the correct decryption key. For
example, financial transactions and personal communications often use
encryption to ensure that even if data is intercepted, it cannot be understood
by unauthorized parties.

12
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2. Access Controls offer mechanisms designed to restrict who can view or use
specific data. Access controls may involve usernames, passwords, biometric
identification (like fingerprints or facial recognition), and multi-factor
authentication (MFA), ensuring that only authorized users gain access to
sensitive information.

3. Data Masking hides or obfuscates data so that unauthorized users cannot
view the actual content. Data masking is commonly used in databases,
where sensitive information (such as credit card numbers) is replaced with
random characters or symbols when displayed to unauthorized personnel.

B1 214

Which of the following aspects help ensure confidentiality in cybersecurity?

« Encrypting sensitive data to prevent unauthorized access.

o Limiting data access using usernames, passwords, and biometric
authentication.

« Sharing sensitive information freely to promote transparency.

« Storing confidential data in plain text for easy access.

B 215

Encryption ensures that even if unauthorized users access the data, they cannot
understand or use it.

e True
o False

B 2.1.6

Match the following cybersecurity techniques to their definitions:
_ limits who can view or use data based on permissions
_converts data into a coded format to prevent unauthorized access

obscures data so it cannot be viewed by unauthorized individuals

o Data Masking
e Access Controls
e Encryption

2.1.7
Integrity

Integrity refers to the protection of data from alteration, manipulation or damage,
whether intentional or accidental. It ensures that information stored, transmitted or

13
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processed remains consistent, accurate and reliable throughout its life cycle. In the
context of cybersecurity, data integrity ensures that data cannot be modified or
manipulated by unauthorized parties, thereby maintaining its trustworthiness.

Integrity is essential for a variety of reasons. First, it ensures that data-driven decision
making is sound. For example, if data used in financial transactions were to become
corrupted, it could lead to incorrect results such as financial losses or erroneous
reporting. Second, in critical systems such as healthcare, altered or falsified data can
lead to life-threatening decisions if acted upon based on incorrect information.

Various mechanisms such as cryptographic hashing functions, checksums, digital
signatures, and access control policies are used to maintain integrity. For example,
a cryptographic hash generates a unique fingerprint for a piece of data. If even one
bit of data changes, the hash value will differ, signaling a potential integrity violation.
Digital signatures and certificates also play a key role by verifying that data comes
from a trusted source and has not been altered in transit.

In addition, many systems use redundancy, backups, and version control to ensure
that even in the event of data corruption, the original, unaltered data can be
recovered. These precautions are critical to maintaining the integrity of sensitive data
in sectors such as finance, healthcare, military operations and government services.

Example scenario: Imagine a situation where an attacker manages to intercept
communication between two systems in a financial institution and change the
amount of a transaction. Without strict integrity controls, this altered data could be
processed, leading to significant financial irregularities and fraud. However, integrity
checks would detect the unauthorized change and prevent the changed transaction.

Integrity is vital to maintaining the authenticity, reliability and accuracy of data,
ensuring that there are no unauthorized or accidental changes that could
compromise the credibility of the data.

B 2.1.8

What cryptographic mechanism generates a unique "fingerprint" for a piece of data
to ensure integrity?

o Cryptographic Hash Function
e Encryption

« Digital Signature

« Public Key Infrastructure (PKI)

B 2.1.9

Integrity ensures that data remains

and _____ throughout its lifecycle.

o reliable
e corrupted

14
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e inconsistent

e accurate
o altered

« modified
e rewritten
o tampered

2.2 Key aspects Il.

0221
Availability

Availability refers to ensuring that systems, services and data are accessible and
functional for authorized users whenever they are needed. It is one of the basic
principles of information security, along with integrity and confidentiality. In the
context of computer networks, availability means that legitimate users should be
able to access resources (such as servers, websites, or databases) without
interruption. This is especially important for critical systems that must operate 24/7,
such as banking platforms, healthcare systems or public services. Ensuring
availability includes protection against a wide range of potential disruptions,
including cyber attacks (such as distributed denial of service or DDoS attacks),
natural disasters (floods, earthquakes, etc.) or hardware/software failure. Measures
such as redundant systems, backups, load balancing and disaster recovery plans are
often put in place to maintain high availability and minimize downtime in the event
of any incident.

In practice, availability ensures that an organization's operations can continue
without interruption, providing reliable access to data and systems while maintaining
aresilient infrastructure that can withstand both internal and external threats. Failure
in availability can result in financial loss, reputational damage and potentially harmful
consequences for users or customers.

B 222

Which of the following is primarily concerned with ensuring that services and
systems remain operational for legitimate users?

o Availability
o Confidentiality
e Integrity

e Authenticity

15
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B 2.23

Availability is maintained by protecting systems against disruptions caused by _____ )
natural disasters, or system failures.

« load balancing
e backups

o cyberattacks

o redundancy

1224
Authentication

Authentication is the process of verifying the identity of a user, device, or system to
ensure that they really are who they are or say they are. This step is crucial in securing
systems and data as it prevents unauthorized access. In any digital interaction,
whether accessing a computer, logging into a website or connecting to a network,
authentication serves as the first line of defense in protecting sensitive information.

There are several authentication methods, each with a different level of security. The
most common and well-known method is the use of passwords. However,
passwords themselves are often vulnerable to attacks such as guessing, brute force,
or phishing. Other authentication techniques are used to increase security, such as
biometrics, which involves verifying physical characteristics such as fingerprints,
facial recognition, or iris scanning. These are considered more secure because they
are unique to the individual. In addition, two-factor authentication (2FA) is becoming
more common. This method combines something the user knows (such as a
password) with something they have (such as a mobile device) or something they
are (biometrics), adding another layer of security.

Authentication is a fundamental part of overall security, as it ensures that only
authorized users gain access to systems and data. In environments such as banking,
healthcare, or even social media, authentication plays a key role in protecting user
accounts, sensitive information, and the integrity of operations.

B 225

Which of the following is a method of verifying a user's identity based on their unique
physical characteristics?

o Biometrics
o Passwords
e« Tokens

[ ] PlN

16
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Br 226

Two-factor authentication combines something the user with something the

user , like a password and a mobile device, for increased security.
e has
e imagines
e knows
e sees
o feels
e ignores
227

Non-repudiation

Non-repudiation is a key concept in cybersecurity and digital communications,
ensuring that an individual or entity cannot deny the authenticity of their actions. In
practice, this means that when a user signs a document or sends a message, they
cannot later claim that they did not do so. This principle is vital for maintaining trust
and accountability in various transactions, especially in legal, financial and business
contexts.

The mechanism most often used to achieve irrevocability is the use of digital
signatures. A digital signature is a cryptographic technique that provides a means to
verify the identity of the signer and the integrity of the signed document or message.
When a user digitally signs a document, a unique hash (a fixed-length character
string) is generated from the contents of the document. This hash is then encrypted
using the signer's private key to create a digital signature. The recipient of the signed
document can use the signer's public key to decrypt the signature and obtain the
original hash. By comparing the decrypted hash with the newly generated hash of the
received document, the recipient can confirm that the document has not been
tampered with and verify the identity of the signer.

Non-repudiation is essential for several reasons. It supports the transparency of
digital transactions, thereby increasing the trustworthiness of communication. It also
provides legal certainty in disputes, as proof of the original signer and the integrity of
the signed content can be reliably demonstrated.

Non-repudiation safeguards against the ability of individuals or organizations to deny

their participation in a communication or transaction, thereby strengthening trust in
digital interactions.

17



Key Aspects of Cyber Security | FITPED Al

B 228

What technology is commonly used to achieve non-repudiation in digital
communications?

« Digital Signatures
o Passwords
« Biometrics
« Biometrics

B1 229

Non-repudiation ensures that a party cannot deny the _____ of their signature on a
document or the of a message that they originated.

o color

e Size

e writing

o delivering
e sending

e reading

o authenticity

18
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3.1 Most common threats

3 3.1.1

Cyber threats refer to malicious actions that aim to undermine the security of
systems, networks and data. These threats can come from a variety of sources, such
as hackers, cybercriminals, nation states, or even insiders within an organization.

= 3.1.2

Which of the following can be sources of cyber threats?

o All of them

e Hackers

e Cybercriminals

o Nation-states

« Insiders within an organization

3 3.1.3
Malware

Malware, a term derived from "malicious software," encompasses a wide variety of
malicious programs specifically designed to infiltrate, damage, or disrupt computer
systems and networks. Malware's primary goal is often to gain unauthorized access
to sensitive information, steal credentials, or cause operational disruptions within an
organization. Understanding the different types of malware is crucial for
cybersecurity students and professionals to develop effective prevention and
mitigation strategies. Below are some of the most common types of malware:

o Viruses are self-replicating programs that attach to legitimate files and
spread to other files on the same computer or across networks. When a user
inadvertently runs an infected file, the virus activates, leading to potential
data loss or system failure.

« Worms are, unlike viruses, standalone malware that can independently
replicate and spread to other computers without attaching to a host file.
They often exploit network vulnerabilities, leading to widespread infection
across connected devices.

o Trojans are named after the infamous Trojan horse from Greek mythology,
Trojans masquerade as legitimate software to trick users into installing
them. Once launched, they can perform a variety of malicious activities, such
as creating backdoors for unauthorized access or stealing sensitive data.

« Ransomware encrypts the victim's files and makes them inaccessible until a
ransom is paid to the attacker for the decryption key. Ransomware attacks
can have devastating consequences for individuals and organizations, often
resulting in financial losses and reputational damage.

20
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Bf 3.14

Which of the following statements about malware is true?

o Malware includes various types, such as viruses, worms, Trojans, and
ransomware.

o All forms of malware are designed to self-replicate.

o Malware is always detectable by antivirus software.

e Malware can only infect computers connected to the internet.

B4 3.15

Which of the following are characteristics of malware?

e It can disrupt system operations.

e It can gain unauthorized access to systems.

e It can spread across networks without user intervention.
o ltis always detected by security software.

B 3.1.6

Malware, short for
damage, disrupt, or gain

, is a broad category of harmful software designed to
access to systems.

o legitimate software
e limited

o authorized

« malicious software
e unauthorized

e secure software

B 3.1.7

What type of malware encrypts a victim's data and demands payment for the
decryption key?

« Ransomware
o Viruses

e Worms
e Trojans

3.1.8
Phishing
Phishing is a deceptive practice that involves sending fraudulent emails or messages

that appear to come from a trusted source, such as a reputable company, financial

21
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institution, or even a colleague. The primary goal of phishing is to trick the recipient
into revealing sensitive information, which may include usernames, passwords,
credit card numbers, or other personal information.

Phishing attacks can take many forms, including emails, instant messages or social
media communications. These messages often create a sense of urgency and
encourage recipients to act quickly without careful consideration. For example, a
common phishing tactic involves an email claiming to be from a bank and alerting
the recipient of suspicious activity on their account. The email may contain a link that
leads to a fraudulent website resembling the bank's official website. When a victim
enters their credentials on this fake site, the attackers capture that information for
malicious purposes.

In addition to obtaining sensitive information, phishing can also lead to the
installation of malware if the victim clicks on a malicious link or downloads an
attachment. This malware can then compromise the victim's system, potentially
allowing attackers to gain unauthorized access to sensitive data or control over the
victim's device.

Example of phishing

Imagine receiving an email that appears to be from your email service provider,
claiming that your account will be suspended due to unusual activity. The email will
tell you to click on a link to verify your account details. However, the link will redirect
you to a fake website designed to look exactly like your provider's login page. If you
enter your username and password, attackers can intercept this information and
potentially gain access to your real account.

BT 3.1.9

Which of the following statements accurately describes phishing?

o Phishing is a method used to obtain sensitive information by pretending to
be a trustworthy source.

o Phishing attempts can only occur through email.

o Phishing is only effective against corporate accounts, not personal accounts.

o Phishing attacks may include links to malicious websites.

BT 3.1.10

Which of the following are common tactics used in phishing attacks?

« Sending urgent messages to prompt quick action.

« Using familiar branding and logos to appear legitimate.
o Including offers that seem too good to be true.

o Directly calling the victim to obtain their information.

22
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Bt 3.1.11

Phishing involves sending fraudulent emails or messages that appear to come from
a_____source. The goal is to trick the recipient into revealing sensitive , such
as passwords or credit card numbers.

e trusted

e unknown

e hardware

e information
« malicious

o software

3.2 Common threats

1 3.2.1
Social engineering

Social engineering refers to a range of deceptive techniques used by attackers to
manipulate individuals into disclosing confidential information or engaging in
actions that compromise security. Rather than focusing on technical vulnerabilities
in systems, social engineering takes advantage of human psychology and social
interactions, making it a unique and often more effective form of attack.

One common tactic used in social engineering is impersonation, where the attacker
pretends to be someone else, such as a trusted colleague, an IT support worker, or
even a representative of a legitimate organization. By creating a sense of trust, an
attacker can convince a target to reveal sensitive information such as login
credentials or financial data.

Another technique is pretexting, where the attacker creates a fictional scenario (how
to ask and react to answers, the attacker is using a fabricated identity and scenario
(a security check) to gain the employee's trust) to get information from the victim.
For example, an attacker might call an employee claiming to be from the company's
security department and ask them to verify credentials as part of a routine security
check. A victim who believes they are following company protocol may unwittingly
give away their credentials.

Baiting is another form of social engineering that involves luring victims with the
promise of something attractive. An example of bait is leaving a USB flash drive
labeled "Salary Increase" in a public area where employees often pass. Nosy
individuals can take the drive and plug it into their computers, inadvertently installing
malware that compromises their system and gives an attacker unauthorized access.

Social engineering attacks can be particularly dangerous because they often rely on
trust and familiarity of environment, making it difficult for individuals to recognize

23
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when they are being manipulated. Awareness and training are essential for
organizations to help employees identify potential social engineering threats and
respond appropriately.

B 3.2.2

What is the primary goal of phishing attacks?

To trick the recipient into revealing sensitive information.
To install malware on the victim's device.

To spread self-replicating programs.

« To impersonate a trusted source.

B 3.23

What does pretexting involve in the context of social engineering?

« Creating a false scenario to manipulate a target into providing confidential
information.

« Sending fraudulent emails to acquire sensitive information.

o Disguising malware as legitimate software.

o Using deception to trick a victim into clicking a malicious link.

4324
DoS and DDoS attacks

DoS (Denial of Service) and DDoS (Distributed Denial of Service) attacks are
malicious attempts to disrupt the normal functioning of a target server, service or
network by overwhelming it with excessive traffic. The primary goal of these attacks
is to make a system or service unavailable to legitimate users, causing inconvenience
and potentially significant financial losses to businesses and organizations.

In a typical DoS attack, one source floods the target with an overwhelming volume of
traffic, such as connection requests or malformed packets, in order to exhaust the
server's resources and prevent it from responding to legitimate requests. The DDoS
attack amplifies this effect by using multiple compromised devices — often part of a
botnet — to generate traffic from different locations. This makes DDoS attacks
particularly difficult to mitigate because incoming traffic appears to come from many
different sources, making it difficult for security systems to distinguish between
legitimate and malicious requests.

A classic example of a DDoS attack occurred in 2016 when the Dyn DNS service was
targeted, causing widespread disruption to major websites such as Twitter, Netflix
and Airbnb. The attackers used a botnet created from IoT devices that were infected
with malware to launch the attack. This incident highlighted vulnerabilities in the
Internet infrastructure and the potential for large-scale consequences when multiple
devices were abused.
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Both DoS and DDoS attacks are serious threats to service availability, highlighting the
need for robust security measures including traffic monitoring, rate limiting, and the
use of DDoS protection services to effectively mitigate such attacks.

B 3.2.5

Which of the following best describes the main goal of DoS and DDoS attacks?

To overwhelm a system, making it unavailable to legitimate users.
To steal sensitive information from users.

To install malware on the target's devices.

o Toimpersonate a trusted entity.

BX 3.2.6

In a Distributed Denial of Service (DDoS) attack, traffic originates from ____ sources,
making it more challenging to block the attack. This is in contrast to a Denial of
Service (DoS) attack, where the traffic typically comes froma ___ source.

e remote

e local

e single

e single

o multiple

o multiple
L 3.2.7

Man-in-the-middle attacks

A Man-in-the-Middle (MitM) attack is a form of cyber threat in which an attacker
secretly intercepts and potentially alters communications between two parties
without their knowledge. This type of attack can take place in a variety of scenarios,
often exploiting vulnerabilities in unsecured communication channels. For example,
an attacker can eavesdrop on conversations over public Wi-Fi networks, where users
can unknowingly connect to rogue access points that mimic legitimate ones.

In a MitM scenario, an attacker can capture sensitive information such as
usernames, passwords, credit card numbers, and other confidential data. In addition,
they can inject malicious content or redirect communications to malicious servers,
further compromising the security and integrity of the exchanged data.

One common method of performing a MitM attack is session hijacking, where an
attacker takes over a user's active session with a web application. For example, if a
user is logged into their online bank account, an attacker can capture the session
token and impersonate the user to perform unauthorized transactions.
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Another method is SSL stripping, where an attacker degrades a secure HTTPS
connection to an unencrypted HTTP connection, allowing them to read and modify
the data being transmitted. This is especially dangerous because users often trust
the integrity of their communications when they see "HTTPS" in their browser's
address bar and don't know that the connection has been compromised.

MitM attacks can have serious consequences, including identity theft, financial loss,
and unauthorized access to sensitive information. Therefore, it is important that
individuals and organizations implement robust security measures such as using
end-to-end encryption, ensuring secure connections, and being vigilant when using
public networks to mitigate the risk of such attacks.

B4 3.2.8

Which of the following describes a key characteristic of Man-in-the-Middle (MitM)
attacks?

o The attacker secretly intercepts and possibly alters the communication
between two parties.

o The attacker directly infects the victim's device with malware.

e The attacker sends phishing emails to trick users into revealing sensitive
information.

o The attacker disrupts a service by overwhelming it with traffic.

Br 3.29

Man-in-the-Middle attacks can occur through methods such as _____ on unsecured
Wi-Fi networks or _____ traffic to a malicious server.

o eavesdropping
e Securing

o redirecting

e authenticating
e analyzing

e monitoring

e blocking

e encrypting

Bt 3.2.10

Select all the methods that can be used in a Man-in-the-Middle attack:

» Session hijacking

e SSL stripping

o Eavesdropping on unsecured networks
o Distributed Denial of Service
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3.3 Advanced threats
Br 3.3.1

SQL injection

SQL Injection (SQLi) is a widespread and dangerous attack vector that specifically
targets web applications by exploiting vulnerabilities in the application's database
layer. This attack occurs when an attacker injects malicious SQL code into an input
field within a web application, typically in a query string or form submission. The goal
of SQL injection is to manipulate an application's database in order to gain
unauthorized access, obtain sensitive information, or perform administrative
operations that should not be allowed.

SQL injection mechanics rely on the failure of the application to properly validate and
sanitize user input. For example, imagine a web application that allows users to log
in by entering a username and password. If an application constructs its SQL query
in a way that directly involves user input without sufficient authentication, an attacker
can exploit this by entering a specially crafted SQL statement instead of a legitimate
username.

A typical SQL injection example might involve an attacker entering the following into
the username field:

TOR T1T=71

This works by manipulating the SQL query in a way that makes the password condition
always evaluate to true, regardless of the actual password.

Assume the login system checks both the username and password with the following
query:

SELECT * FROM users WHERE username = 'user_ input' AND password
= 'user_password';

If the attacker enters:

e username = 'admin'
' OR '1'="'1

e password
Then the SQL query becomes:

SELECT * FROM users WHERE username = 'admin' AND password = ''
OR '1'="'1";

Why this works:

o password =": This condition checks if the password is empty, which is false.
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o OR'1'="1": This part makes the second condition always true (since 1 is
always equal to 1), effectively bypassing the password check.

Thus, the query becomes:

SELECT * FROM users WHERE username = 'admin' AND (password =
L ] OR 11 l=11 1 ) ’.

As aresult, the query returns all users instead of validating a specific username and
password combination, compromising system security.

The consequences of SQL injection can be severe, leading to unauthorized data
access, data loss, or even complete database corruption. Attackers can access
sensitive data such as personal user information or financial records, modify or
delete data, or run administrative commands that compromise the integrity of the
database.

To mitigate the risk of SQL injection attacks, developers must adopt best practices
such as using parameterized queries or prepared statements that separate SQL logic
from user input. This approach ensures that user input is treated as data and not as
executable code. In addition, the use of rigorous input validation, output encoding,
and a Web Application Firewall (WAF) implementation can provide layers of
protection against such vulnerabilities.

Bf 332

Which of the following best describes SQL injection?

o An attack that exploits vulnerabilities in a web application by injecting
malicious SQL code.

e An attack that uses malware to infect a server.

o An attack that disrupts services by overwhelming a server with traffic.

o An attack that involves impersonating a trusted source to gather information.

B 333

SQL injection attacks can result in unauthorized
database.

, data loss, or _ of the

« modification

e insertion

e analysis

e corruption
e recovery

e access

e encryption
o deletion
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Bf 334

Select all techniques that can help mitigate SQL injection vulnerabilities:

o Using parameterized queries

o Implementing input validation

o Utilizing a Web Application Firewall
« Sending sensitive data over HTTP

0335
Zero-day exploits

A zero-day exploit is a sophisticated and highly worrisome type of cyber attack that
targets a previously unknown vulnerability in software or hardware. The term "zero-
day" refers to the fact that a vulnerability is exploited on the same day it is discovered,
before the software vendor has had an opportunity to develop and release a fix or
patch. This makes zero-day exploits particularly dangerous because attackers can
use them to compromise systems, steal sensitive information, or cause damage
without any immediate defenses to mitigate the threat.

Once a zero-day vulnerability is discovered, it remains unknown to the software
vendor and subsequently to the general public. Since there is no patch, users and
organizations are defenseless against these attacks. Attackers often exploit such
vulnerabilities in a variety of ways, such as creating malware that targets specific
software applications, infiltrating systems to gain unauthorized access, or running
malicious code that can lead to data breaches, system crashes, or other
compromises.

The consequences of zero-day exploits can be severe and far-reaching. For example,
when an attacker uses a zero-day exploit to infiltrate a network, they can collect
sensitive data, install backdoors for future access, or deploy ransomware to encrypt
files and demand payment for decryption. Additionally, because the exploit is
unknown, traditional security measures such as antivirus software may fail to detect
and stop the attack, increasing the potential for damage.

A zero-day vulnerability can be discovered in a variety of ways, including research by
security researchers, hackers looking to exploit systems, or even accidentally during
the normal use of software. Once a zero-day exploit is identified, it usually becomes
a race against time for the vendor to develop a patch and for security teams to
implement defenses before attackers can exploit the vulnerability.

To protect against zero-day exploits, organizations must adopt a proactive security
posture that includes keeping software up-to-date, using advanced threat detection
systems, and using robust monitoring solutions. In addition, establishing a strong
incident response plan can help organizations respond quickly to potential exploits,
even when specific vulnerabilities are not yet known.
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Bf 336

What distinguishes a zero-day exploit from other types of exploits?

o It takes advantage of a previously unknown vulnerability that has not been
fixed.

o Itis based on a known vulnerability that has been patched.

o It only affects hardware, not software.

o It can be detected by antivirus software.

B4 337

Zero-day exploits are particularly dangerous because they can lead to and
of sensitive information before a patch is available.

e« removal

o detection

e corruption
o exfiltration

e access
e loss
o theft

e manipulation

3.4 High level threats

1 3.4.1
Advanced persistent threats

Advanced Persistent Threats (APT) refers to a category of cyber attacks that are
characterized by a long-lasting and targeted nature. Unlike typical cyber threats,
which may involve a one-off breach or a quick attempt to steal data, APTs are carried
out by sophisticated attackers who infiltrate a network and establish a persistent
presence, often remaining undetected for months or even years. The primary goal of
an APT is to gain unauthorized access to sensitive data or critical infrastructure while
preventing detection using established security measures.

APTs are often highly organized threats at the level of state organizations, state-
sponsored groups, and sophisticated criminal organizations. These attackers
typically have significant resources and advanced technical capabilities that allow
them to use complex tactics, techniques, and procedures (TTPs) to achieve their
goals. For example, an APT may begin with a spear-phishing email targeting specific
individuals within an organization. Once an employee inadvertently clicks on a
malicious link or opens a compromised attachment, the attacker gains access to the
network.
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Once access is established, APT actors often move laterally within the network using
a variety of methods to elevate their privileges and gain access to high-value assets.
They may use techniques such as credential dumping, which involves collecting
usernames and passwords from compromised systems, or using tools to exploit
unpatched vulnerabilities within the network. Their goal is usually to obtain valuable
information, such as intellectual property, trade secrets, or sensitive government
data.

A hallmark of APTs is their stealthy nature; attackers are trained to avoid detection
by traditional security solutions. They often use tactics such as exfiltrating data
through encrypted channels to hide their activities and may implement techniques to
erase their tracks or create false tracks. This level of sophistication makes APTs
particularly difficult to defend against and detect.

Organizations targeted by APTs can suffer significant consequences, including
financial losses, reputational damage, and loss of sensitive information. Therefore,
it is imperative that organizations adopt a robust cybersecurity posture that includes
threat intelligence, continuous monitoring, and incident response strategies tailored
to detect and mitigate APTs. This may include implementing advanced security
measures such as intrusion detection systems, network segmentation, and training
employees to recognize and respond to potential threats.

APTs represent a serious and evolving threat to organizations worldwide. Their
persistent and sophisticated nature requires a proactive and multi-layered defense
strategy to effectively protect against potential intrusions and protect valuable
assets.

B 3.4.2

What is a primary characteristic that differentiates Advanced Persistent Threats from
other types of cyberattacks?

o They focus on high-value assets and remain undetected for extended
periods.

o They are short-lived and sporadic attacks.

o They are primarily conducted by amateur hackers.

o They only target individual users rather than organizations.

B 343

APTs often target _ assets and _____ information, employing sophisticated

techniques to remain undetected for long periods.

o outdated

e java

o high-value
e sensitive

e social media
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e public
« database
e vulnerable

4344
Insider threats

Insider threats present a unique and significant cybersecurity challenge. Unlike
external threats, which originate from outside the organization, insider threats arise
from individuals who have legitimate access to the organization's systems, networks,
and data. This category of threats can involve a wide variety of individuals, including
current employees, former employees, suppliers, and business partners. The
motivations behind insider threats can vary greatly and can include malicious intent,
such as stealing sensitive data or sabotaging systems, as well as inadvertent actions
that lead to security breaches.

Insider threats are of particular concern because they exploit the privileges of trust
and access that organizations provide to their employees and partners. For example,
a disgruntled employee may intentionally leak sensitive company information to
competitors or engage in sabotage, damaging critical systems or processes.
Alternatively, an employee may inadvertently cause a security breach by falling victim
to a phishing attack or mishandling sensitive data, resulting in exposure to
unauthorized parties. This duality of intent makes it difficult to detect and mitigate
insider threats.

The potential consequences of insider threats can be severe, including financial loss,
reputational damage and compromise of sensitive information. According to various
studies, organizations often underestimate the risk posed by insider threats, focusing
primarily on external threats while neglecting vulnerabilities that may arise from
within.

To combat threats, organizations must adopt a proactive and comprehensive
approach to security that includes employee training, monitoring and access control.
Regular security training can help employees recognize the signs of phishing
attempts and understand the importance of protecting sensitive information. In
addition, implementing robust monitoring systems can help detect unusual behavior,
such as accessing files that are not necessary for an employee's job role.

Access controls should be enforced based on the principle of least privilege, meaning
that individuals should only have access to the data and systems necessary for their
specific roles. This minimizes the risk of insider threats by limiting the number of
people who have access to sensitive information. In addition, organizations should
have clear policies in place for reporting suspicious behavior and procedures for
responding to potential insider threats.
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Bf 3.4.5

Which of the following can be classified as insider threats?

o Current employees
o Former employees
o Contractors

e Business partners
e Hackers

e Cybercriminals

B4 3.4.6

Insider threats can result from _____ actions, where individuals unintentionally
compromise security, or from ____ actions, where individuals deliberately misuse
their access.

« malicious

o destructive
e negligent

e constructive
e unintended
e informed

e uniformed

1 347
Cryptojacking

Cryptojacking is a specific form of cyber attack where an unauthorized person uses
another person's computing resources to mine cryptocurrency without their
knowledge or consent. Cryptocurrency mining is a resource-intensive process that
requires significant computing power and energy to solve complex mathematical
problems, thereby verifying transactions on the blockchain. In cryptojacking,
attackers typically use the computing power of a victim's computer, smartphone, or
other devices to perform these mining operations, effectively draining valuable
resources for their own gain.

The mechanics of cryptojacking often involve the use of malware or scripts that can
be introduced into a device in a variety of ways. For example, attackers can use
phishing tactics to trick users into downloading malicious apps, or they can embed
cryptojacking scripts into websites that are automatically executed when a visitor
accesses the website. In some cases, cryptojacking can happen silently in the
background, making it difficult for users to detect that their devices are being abused.

The consequences of cryptojacking can be significant for affected individuals and

organizations. First and foremost, unauthorized mining activities can lead to a
significant decrease in system performance. Users may notice that their devices run
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slower, overheat, or suffer from frequent crashes. For organizations, this could
disrupt business operations, reduce productivity and lead to additional costs related
to hardware maintenance and energy consumption.

Cryptojacking can lead to increased electricity bills for users, as the mining process
requires a significant amount of energy. This may seem trivial for a single device, but
if multiple devices are involved or if the attack persists for a long time, the cumulative
cost can be quite alarming.

To mitigate the risks associated with cryptojacking, it is imperative that individuals
and organizations implement robust cybersecurity measures. These can include
deploying reputable antivirus software that can detect and block cryptojacking
scripts, regularly updating software and operating systems to patch vulnerabilities,
and educating users about cryptojacking symptoms and safe browsing practices.
Implementing browser extensions that block cryptocurrency mining scripts can also
be an effective preventative measure.

In addition, organizations should consider monitoring network traffic for unusual
patterns that may indicate cryptojacking activity, such as spikes in CPU usage or
connections to known mining pools.

B 3.4.8

Which of the following are potential consequences of cryptojacking?

o Decreased system performance

e Increased electricity costs

o Overheating of devices

« Unauthorized access to sensitive data
o Device malfunction due to malware

o System upgrades

BT 349

Cryptojacking involves the unauthorized use of computing resources for ____,
leadingto _____ performance and higher electricity costs.

e cloud computing

e upgraded

o stable

e social media

« data storage

e cryptocurrency mining

e improved

o degraded
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4.1 Protection

[ 4.1.1

Protecting against cyber threats is a critical aspect of maintaining the security and
integrity of systems, networks and data. Effective protection involves implementing
a combination of technical tools, best practices, and policies that can detect, prevent,
and mitigate various types of cyberattacks. These methods include the use of
firewalls, anti-virus software, intrusion detection systems (IDS) and encryption to
protect data and systems from unauthorized access. Multi-factor authentication
(MFA) is also commonly used to ensure that only authorized users have access to
sensitive resources by requiring multiple forms of authentication.

In addition to technological measures, the human factor plays an important role in
cyber defense. Regular cybersecurity training for employees helps reduce the risk of
social engineering attacks, such as phishing, where attackers manipulate individuals
into revealing confidential information.

Establishing clear policies and protocols for managing user access and reporting
suspicious activity also increases security. Network monitoring and patch
management are key to ensuring vulnerabilities are quickly identified and resolved.

Regularly backing up data and developing incident response plans are vital
components of a robust cybersecurity strategy. They ensure that organizations can
quickly recover from attacks such as ransomware and minimize downtime. By
combining technological protection with organizational practices, companies can
significantly reduce the risk of cyber threats and maintain the confidentiality, integrity
and availability of their information systems.

BT 412

Which of the following are effective methods for protecting against cyber threats?

e Multi-factor authentication

« Regular cybersecurity training for employees
o Using firewalls and antivirus software

o Backing up data regularly

« Ignoring software updates to avoid disruption

3413

Strong password policies

Creating and maintaining a strong password policy is a critical step in protecting
against unauthorized access to systems and sensitive information. Passwords

should be complex, including a combination of upper and lower case letters,
numbers, and special characters to make them difficult for attackers to guess or
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crack. It's also important to avoid common words or easy-to-guess information such
as birth dates or pet names. Strong password policies help reduce the risk of brute
force attacks, where an attacker systematically tries to guess passwords.

To further increase security, users should be encouraged to update their passwords
regularly. Setting password change reminders every few months can help limit the
effectiveness of old passwords that may have been leaked without the user's
knowledge. In addition to using strong, regularly updated passwords, organizations
should implement multi-factor authentication (MFA). MFA adds another layer of
protection by requiring not only a password, but also another form of authentication,
such as a fingerprint scan, a code sent to a mobile device, or a hardware token. That
way, even if an attacker manages to obtain the password, they would still need a
second factor to gain access.

Password security plays a significant role in the overall cybersecurity posture of any
organization and is one of the simplest yet most effective ways to prevent
unauthorized access.

B 414

Which of the following is a characteristic of a strong password?

o Contains a combination of upper and lower case letters, numbers, and
special characters

o Short, easy to remember, using simple words

o Includes personal information such as a birthdate

o Uses only numbers

Bt 415

Which of the following passwords are considered strong?

o« P@55w0rd!2024
o Qw3rty#2024*

o GdT#7v&IB8@3
e 12345678

e password

1416
Updated software and systems

Regularly updating software and systems is a key aspect of cyber security that
cannot be understated. Software developers are constantly discovering
vulnerabilities in their products that hackers can exploit to gain unauthorized access
or control over systems. By promptly applying security patches and updates,
organizations can mitigate these risks and protect their sensitive information. This
process is not limited to operating systems; it also includes applications, network
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devices and firmware. Keeping everything up-to-date ensures that the latest security
enhancements are available to provide a strengthened defense against evolving
cyber threats.

Updating software isn't just about fixing security vulnerabilities; it often brings new
features and improvements that improve overall performance and user experience.
Outdated software can become a significant disadvantage as it may lack essential
features and security measures that are standard in newer versions. Additionally, the
longer a system remains unpatched, the more attractive it becomes to
cybercriminals, who often use automated tools to scan vulnerable systems.
Therefore, establishing a routine for checking and applying updates is vital for any
organization aiming to maintain strong security.

Implementing automated update systems can help streamline this process and
ensure that critical fixes are applied without the need for manual intervention.
However, organizations should also maintain a schedule for regular reviews of their
systems and software, as not all updates are automatic. Training employees on the
importance of updates and how to recognize when they are needed can further
strengthen an organization's defenses against potential cyber attacks.

B 417

Which of the following are benefits of keeping software and systems updated?

o Improved performance and user experience
o Protection against known vulnerabilities

e Introduction of new features

e Increased risk of data breaches

B 418

Choose correct option:

Keeping software and systems updated involves applying ___and updates to
operating systems, applications, and hardware to protect against known _____
Regular updates help mitigate these risks and ensure that the latest security
are in place.

o Security patches, vulnerabilities, defenses
o Security patches, breaches, features

o Updates, vulnerabilities, enhancements

o Updates, breaches, measures

38



Protection Against Cyber Threats | FITPED Al

3419
Anti-malware and firewalls use

In a cybersecurity environment, the use of anti-malware software and firewalls is
essential to protect systems and networks from malicious activity. Anti-malware
software acts as a critical line of defense by scanning, detecting and removing
various types of malware, including viruses, Trojans, worms and ransomware.
Regularly updating this software is crucial, as new variants of malware appear all the
time. By keeping antimalware definitions up to date, organizations ensure that their
defenses can effectively detect and neutralize the latest threats.

Firewalls serve as another basic security measure, acting as a barrier between
trusted internal networks and untrusted external networks. They monitor incoming
and outgoing traffic based on predefined security rules, allowing or blocking data
packets based on their legitimacy. This is especially important for preventing
unauthorized access and protecting sensitive information from possible intrusion.
Firewalls can be hardware-based, software-based, or a combination of both, and
configuring them correctly is vital to ensure optimal protection.

To maximize the effectiveness of these tools, organizations should adopt a multi-
layered security approach. This includes not only relying on anti-malware and
firewalls, but also implementing additional security measures such as intrusion
detection systems, regular security audits, and employee training on cybersecurity
best practices.

BT 4.1.10

Which of the following are functions of anti-malware software?

o Detecting and removing malware
e Scanning for vulnerabilities

o Blocking unauthorized access

o Monitoring network traffic

B 4.1.11

Firewalls help protect systems by controlling _____ traffic based on established _____

rules. They play a crucial role in preventing _____ access to sensitive information
while allowing legitimate traffic through.

e outgoing

e usage

e automated
e security

e incoming

e monitoring
o legitimate
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e unauthorized
« configuration

4.2 Firewalls

[ 4.2.1

A firewall is a security tool that checks network traffic and decides whether to allow
or block data transmission. It can be implemented as hardware or software. Its main
task is to protect the network from unauthorized access and malicious activities.

The firewall works on the principle of rules that define which communication is
allowed and which is prohibited. These rules apply to individual packets, which are
the basic units of network communication.

B 422

Which of the following statements about firewalls are true?

« Firewalls protect the network from unauthorized access and malicious
activities.

o Firewalls work based on rules that define allowed and prohibited
communications.

o A firewall can only be implemented as hardware.

» Firewalls operate only at the application layer of the OSI model.

3423
There are several types of firewall types that vary in complexity and functionality:

« Stateless Packet Filtering: This type of firewall analyzes each packet
individually, regardless of previous communication. Decisions are made
based on simple criteria such as source and destination IP address, protocol,
and port number. Stateless firewalls are generally faster but may be less
secure as they do not consider the state of a connection.

« Stateful Packet Filtering: Unlike stateless firewalls, stateful firewalls keep
track of the state of active connections. They remember information about
previous communication, allowing them to make more informed decisions
about packet acceptance. For example, if a client sends a requestto a
server, the stateful firewall allows the corresponding response from that
server even if it would normally block unsolicited incoming packets.

« Filtering at the Application Layer: This type of firewall inspects not just the
packet headers but also the content of the data being transmitted at the
application layer. It can block malicious code such as viruses and control
access to specific applications and services. This level of filtering provides
enhanced security, but it can introduce latency due to the additional
processing required.
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» Next Generation Firewall (NGFW): NGFWs integrate advanced features into
traditional firewall functionality. They perform deep packet inspection,
application setup and control, intrusion detection and prevention, user and
identity awareness, content filtering, and SSL/TLS decryption and inspection.
These capabilities allow NGFWs to offer comprehensive protection against
sophisticated threats and attacks.

= 4.24

The type of firewall that analyzes each packet individually without considering
previous communication is called _____.

A _____ firewall keeps track of active connections and remembers the state of
communication to make informed decisions about packet acceptance.

« stateful packet filtering
o stateless packet filtering

B 4.25

Which of the following features are typically associated with Next Generation
Firewalls (NGFW)?

o Deep packet inspection

e Intrusion detection and prevention systems
e SSL/TLS decryption and inspection

o Stateless packet filtering

o Basic IP address filtering

1 4.2.6

In addition to the basic function of blocking or allowing network traffic, firewalls often
provide several additional functions that enhance network security and monitoring
capabilities. These additional features play a key role in providing more
comprehensive security.

Logging is one of the most valuable features of a firewall is its ability to log network
traffic. This feature records information about each packet that passes through the
firewall, including timestamps, source and destination IP addresses, protocols, port
numbers, and whether the traffic was allowed or blocked. Logging is necessary for
several reasons:

« Traffic analysis: By analyzing logs, network administrators can gain insight
into network usage patterns, identify unusual traffic fluctuations, and
monitor application and user behavior.

« Incident Response: In the event of a security incident, logs provide critical
information that helps security teams understand the nature of the attack,
identify compromised systems, and take appropriate corrective action.
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o Compliance and auditing: Many regulatory frameworks require organizations
to keep logs for audit purposes. Firewall logging features help ensure
compliance with these regulations.

Redirection is another important feature of modern firewalls is the ability to redirect
network traffic. This feature allows the firewall to redirect certain traffic to other
security tools, such as intrusion detection and prevention systems (IDPS). This
capability improves the overall security architecture:

« Threat Mitigation: By redirecting suspicious or malicious traffic to IDPS,
organizations can analyze and respond to potential threats in real-time,
preventing data breaches or system compromises.

« Centralized security management: Redirection facilitates centralized
monitoring and management of security alerts, allowing security teams to
quickly address and mitigate threats without having to manually analyze
individual packets.

o Improved detection: Combining firewalls with IDPS can improve the
detection of sophisticated attacks, as IDPS systems are specifically
designed to recognize and respond to known attack patterns and behaviors.

In addition to logging and forwarding, modern firewalls can provide other valuable
features including:

o VPN support: Many firewalls include support for virtual private network
(VPN) connections, allowing secure remote network access.

« Content filtering: Firewalls can block access to specific websites or content
types, helping organizations enforce acceptable use policies.

o User and group management: Some firewalls allow the creation of user
profiles and groups, allowing detailed control over access rights and
permissions based on user roles.

B 427

The function of a firewall that records information about passing network traffic,
which is crucial for analyzing security incidents and compliance, is knownas _____ )
When a firewall forwards network communications to another security tool, such as
an Intrusion Detection and Prevention System, this function is referredtoas _____ .

« logging

o redirection
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B 4238

Which of the following additional functionalities can modern firewalls provide?

e Logging of network traffic

o Redirecting traffic to an IDPS

« VPN support for secure remote access

« Content filtering to block specific websites
o Full packet capture for forensics

B1 429

A firewall that logs network traffic helps security teams in _____ , which allows them
to understand the nature of an attack and identify compromised systems.

In addition to logging and redirection, a modern firewall may provide features such
as _____, which helps enforce acceptable use policies by blocking access to specific
websites.

e incident response
« content filtering

B 4.2.10

Which of the following are advantages of using a firewall that redirects traffic to an
Intrusion Detection and Prevention System (IDPS)?

o Threat mitigation by analyzing suspicious traffic

o Centralized security management for quicker responses

o Enhanced detection of sophisticated attacks

« Increased network latency due to excessive traffic routing

4.3 Data protection

1 4.3.1
Regular data backups

In today's digital age, protecting critical data is essential for both individuals and
organizations. With sensitive information being generated and stored on a daily basis
- such as financial records, personal documents and business data - regular
backups of this information are essential to protect against unexpected incidents.
Ransomware attacks and data breaches are increasingly common, where
cybercriminals can encrypt or steal sensitive data, making it inaccessible or leading
to significant data loss. Implementing a systematic backup strategy ensures that
essential information can be recovered, minimizing the potential impact of such
cyber threats.

43



Protection Against Cyber Threats | FITPED Al

To back up data effectively, individuals and organizations should adopt a
comprehensive strategy that includes both on-site and off-site storage solutions. On-
premises backup allows for quick recovery, while off-site or cloud-based solutions
provide redundancy that ensures data remains secure even if the primary location is
compromised. For example, a person can back up important files to an external hard
drive daily and store additional copies in a cloud service. This dual approach not only
secures data, but also increases recovery speed in the event of an attack. Regular
testing of backup systems is also important; ensures that data can be recovered
efficiently and without damage. Testing can help identify any potential problems in
the backup process before actual data loss occurs.

Raising awareness about the importance of data backup is crucial for everyone.
Training, whether formal or informal, can provide individuals with information on data
management best practices, including how to determine which files need to be
backed up and procedures to follow to maintain storage secure.

B 432

What is a critical reason for regularly backing up data?

To ensure compliance with data retention policies

To facilitate collaboration on group projects

To prevent unauthorized access to sensitive information

o To ensure that important data can be restored after a cyber incident

Br 433

Which of the following practices contribute to effective data backup strategies?

Regularly testing backup systems
Implementing both on-site and off-site backups
Educating individuals about data management
Relying solely on physical backups

1434
Sensitive data encryption

Encryption is a vital security measure that transforms sensitive information into a
coded format, making it unreadable by anyone without the right decryption key. This
procedure is necessary to protect sensitive data both when stored (at rest) and when
transmitted over networks (in transit). For example, when sensitive documents are
stored on a server, encryption ensures that even if unauthorized persons gain access
to the server, they will not be able to read the information without the decryption key.
Similarly, when data is sent over the Internet, such as financial transactions or
personal communications, encryption protects it from being intercepted and
misused by cybercriminals.
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Furthermore, the use of encryption is not limited to data storage or transmission.
Organizations are increasingly required to comply with regulations that mandate the
encryption of sensitive information to protect the privacy and integrity of user data.
By implementing strong encryption protocols, organizations can significantly reduce
the risk of data breaches and improve their overall security.

Encryption is a key part of modern data security strategies. It protects sensitive
information from unauthorized access and ensures that even if the data is
compromised, it remains protected and unusable by malicious actors. All individuals
and organizations that handle sensitive information should prioritize encryption as a
basic security practice.

B4 435

Which of the following best describes encryption?

« Transforming data into a coded format unreadable without the correct key.
e Making data readable to authorized users.

o Storing data in a secured location.

e Backing up data to an external drive.

B 436

Which of the following are benefits of using encryption?

» Protecting sensitive information from unauthorized access.

o Ensuring compliance with regulations.

« Safeguarding data during transmission and storage.

o Allowing people from organisation to access sensitive information.

Bt 437

Encryption transforms sensitive information into a
unreadable to users who do not have the correct :

format, making it

o readable

o decryption key
o authorized

e coded

e encryption key
e unauthorized
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4.4 Other measures

1 4.4.1
Educating and training employees

Employee education and training is a fundamental aspect of an effective cyber
security strategy. Regular training equips employees with the knowledge and skills
needed to recognize potential threats such as phishing attempts and social
engineering tactics. Phishing, for example, is a widespread cyberattack method in
which attackers trick individuals into providing sensitive information through
seemingly legitimate emails or messages. By understanding how to identify these
threats, employees can act as the first line of defense against cyber attacks, reducing
the risk of security breaches within the organization.

In addition to recognizing phishing attempts, training should also include safe
internet practices. Employees should be educated on how to safely use company
resources, including secure browsing habits, password management, and the
importance of avoiding unsecured networks. In addition, instilling a culture of
vigilance encourages employees to immediately report any suspicious activity or
potential security incidents. Proactive approach fosters an environment where
everyone contributes to the organization's overall cybersecurity, significantly
mitigating the risks associated with insider threats and accidental breaches.

Cyber security training should not be a one-time event, but an ongoing process.
Regular updates and refresher courses help keep employees informed of the latest
cyber threats and best practices. Using a variety of training methods, such as
interactive workshops, online courses, and simulated phishing exercises, can
increase engagement and retention.

Bt 442

Which of the following topics should be covered in cybersecurity training for
employees?

e Recognizing phishing attempts

« Safe internet practices

o Creating strong passwords

o Company social events rules

o Development of own internet environment

B 443

Employees should be trained to report suspicious activities to ensure
prevent potential

_____ and help
. This promotes a culture of _ within the organization

« vigilance
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e security

e incidents

o compliance
e breaches

e vulnerabilities

D444
Monitoring and auditing systems

Monitoring and control systems are key components of an effective cyber security
strategy. Continuous monitoring involves close monitoring of networks, servers and
applications to detect unusual or suspicious activity in real time. This proactive
approach enables organizations to identify potential threats before they escalate into
significant security incidents. For example, monitoring tools can monitor network
traffic patterns and alert administrators if they detect an unusually high volume of
requests or unauthorized access attempts. By recognizing these symptoms early,
organizations can react quickly to mitigate potential damage and protect sensitive
data.

Regular security audits are essential to assess the effectiveness of security
measures and identify potential vulnerabilities within systems. These audits involve
a systematic review of an organization's security policies, procedures, and
configurations to ensure compliance with established standards. By conducting
thorough audits, organizations can uncover weaknesses such as outdated software,
misconfigured firewalls, or inadequate access controls that could be exploited by
cybercriminals. Regular audits also help organizations stay up-to-date on the latest
threats and cybersecurity best practices, allowing them to adjust their security
posture accordingly.

Br 445

What is the primary purpose of continuous monitoring in cybersecurity?

e To detect unusual activities in real time.
o Toregularly back up data.

o To encrypt sensitive information.

o Toinstall software updates.

B 446

Which of the following activities are involved in monitoring and auditing systems?

« Identifying potential vulnerabilities through regular audits.
o Continuously monitoring networks for unusual activity.

e Conducting security awareness training for employees.

o Regularly update the software.
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B 447

Continuous monitoring allows organizations to detect ____ activities in real time,
while regular audits help identify _____ within systems to improve security.

e authorized

e« normal

e weaknesses
e suspicious

o compliance

14438
Incident response plan development

Creating a comprehensive incident response plan is essential for organizations to
effectively manage cyber attacks. This plan serves as a structured framework that
outlines the procedures to be followed when a security incident occurs, ensuring a
timely and effective response. The first step in developing this plan is to create a
response team of individuals with defined roles and responsibilities. This team
should include members from various departments such as IT, legal, human
resources and public relations to ensure a holistic approach to incident
management.

Once the team is in place, the plan should outline the specific steps to be taken during
the incident, including detection, threat removal (eradication), recovery and
experience recording. For example, the plan should detail how to identify a security
breach, who to notify, and how to contain the incident to prevent further damage. In
addition, the plan should include communication strategies to inform stakeholders,
customers, and the public while managing the organization's reputation. Regular
review and updating of the incident response plan is essential to adapt to evolving
threats and incorporate lessons learned from past incidents.

Conducting training and simulations based on an incident response plan can
significantly improve an organization's preparedness. By practicing response
scenarios, team members can familiarize themselves with their roles and hone their
coordination efforts, ultimately increasing the organization's resilience to cyber
threats. A well-developed incident response plan not only minimizes the impact of a
cyberattack, but also reinforces an organization's commitment to cybersecurity,
protecting its assets, and maintaining trust with stakeholders.

B 449

What is a key component of an effective incident response plan?
o Establishing a response team with defined roles.

e Focusing primarily on technical aspects.
o Conducting regular software updates.
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Bt 4.4.10

Which of the following steps are typically included in an incident response plan?

Detection and identification of the incident.

Eradicating the threat and recovering systems.

« Communication with stakeholders and the public.

Allowing all employees unrestricted access to data after incident.

= 4.4.11

A well-structured incident response plan outlines steps for _____
and recovery, ensuring a coordinated response to cyber threats.

, containment, _____ ,

o detection

e backup

« eradication
e prevention
« compliance
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5.1 Threat detection and response

[ 5.1.1

Artificial intelligence in cyber security

Artificial intelligence (Al) is becoming a cornerstone of cybersecurity, significantly
improving the ability to detect, prevent, and respond to ever-growing and increasingly
complex cyber threats. Traditional security methods, while still important, often
struggle to keep up with the sheer volume and sophistication of modern
cyberattacks. Al enhances these traditional approaches by automating threat
detection processes, analyzing large data sets in real time, and identifying patterns
that may be invisible to human analysts. Al-based systems can detect anomalies in
network traffic and warn of potential threats much earlier than conventional systems.

Al's ability to learn and adapt through machine learning techniques means it can
evolve to recognize new forms of attack that cybersecurity experts may not yet fully
understand. For example, artificial intelligence can help identify zero-day
vulnerabilities, where attackers exploit unknown bugs in software. Al-based
cybersecurity tools, such as intrusion detection systems, can automatically respond
to suspicious activity and limit damage without the need for constant human
supervision. This not only strengthens the overall security infrastructure, but also
reduces the burden on cybersecurity teams.

In today's digital environment, where cyber attacks are becoming more frequent and
sophisticated, integrating Al into cybersecurity strategies is no longer optional, but
necessary. Combining human expertise with Al computing power creates a more
robust defense system that can adapt to and counter the rapidly changing nature of
cyber threats.

BT 5.1.2

Which of the following is a key advantage of Al in cybersecurity?

o | automates threat detection and can identify patterns not visible to humans.
o Al can detect previously known threats.

o Al works independently without human oversight.

o Al decreases the need for software updates.

B 5.13

Which of the following statements are true about the role of Al in cybersecurity?

o Al helps detect cyber threats by analyzing data in real time.
e Al can reduce the workload on cybersecurity teams.

e Alisincapable of learning from new data and threats.

o Al always requires human intervention to respond to threats.
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Bf 514

Al can detect

in network traffic, flagging potential threats earlier.

Al enhances traditional security by automating detection processes.

Al can help in identifying vulnerabilities, which are previously unknown software

flaws.
e error
e critical
« vulnerabilities
e attacks
e patterns
e zero-day
e intrusion
e system
e« anomalies
e minor
« data
3 5.1.5

In the area of threat detection and prevention, Al offers functionality to cover
standard situations

Advanced threat detection

Al plays a key role in enhancing cyber security by enabling advanced threat detection.
Artificial intelligence can analyze huge amounts of data from various sources in real
time, identifying patterns, anomalies and potential threats that would otherwise go
unnoticed. Al-based systems can learn from historical data to detect both known and
emerging threats, including zero-day vulnerabilities. Predictive ability makes Al
essential for organizations that need to stay ahead of sophisticated cyber attacks.

Intrusion Detection Systems

Al-powered intrusion detection systems (IDS) provide a significant advantage in
identifying suspicious network activity. Unlike traditional systems that rely on preset
rules, an Al-driven IDS can automatically detect abnormal behavior such as
unauthorized access attempts and respond quickly to mitigate risks. This leads to a
faster and more efficient way of responding to potential breaches, minimizing
damage and reducing the time needed to neutralize a threat.
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Phishing detection

Phishing remains one of the most common and effective cyber attacks, often
targeting individuals through deceptive emails. Artificial intelligence improves
phishing detection by analyzing email content, URLs and attachments in real time.
Unlike conventional rule-based systems that rely on predefined filters, Al can adapt
and improve over time by learning from new phishing attempts, resulting in higher
accuracy and fewer false positives.

B 5.1.6

Which of the following are benefits of using Al-powered Intrusion Detection Systems?

o Detecting zero-day vulnerabilities

« Automatically responding to unusual network activity
o Slowing down network traffic

e Increasing the complexity of network configurations

B 5.1.7

Al helps in detecting cyber threats by analyzing _____, predicting
recognizing phishing attempts by examining

threats, and

e« email content

e basic

e unknown

e known

e patterns

o system logs
e networks

e viruses

o hardware systems

Bt 5.1.8

Which of the following best describes the advantage of Al in threat detection?

e Al can detect both known and unknown threats.
o Al can analyze small data sets faster.

o Alis slower than traditional security methods.

e Al cannot predict future threats.
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15.1.9
Automated response and incident management

With the increasing complexity of cybersecurity threats, manual processes alone are
not enough to ensure robust protection. Automated response systems powered by
Al are becoming an essential part of modern cyber security strategies. These
systems enable real-time analysis and faster responses to potential threats, reducing
the likelihood of human error and significantly improving the effectiveness of
security operations. Al can process vast amounts of data, automate routine security
tasks and streamline incident management processes, enabling organizations to
respond quickly and effectively when an attack occurs.

Automation of routine security tasks

One of the key benefits of Al in cybersecurity is its ability to automate repetitive and
time-consuming tasks. These include scanning for vulnerabilities across systems,
applying security patches, and updating logs. By automating these routine tasks, Al
reduces the burden on cybersecurity professionals, allowing them to focus on higher
priority issues.

Response to the incident

In the event of a security breach, speed is critical. Artificial intelligence can quickly
assess the extent of an attack, isolate compromised systems and initiate measures
to prevent the spread of the threat. Al-powered systems not only detect threats in
real-time, but also take immediate measures to mitigate risks. This may include
quarantining infected systems, blocking suspicious traffic, or closing compromised
accounts. Additionally, Al helps with post-incident analysis, identifies the root cause
of an attack and suggests corrective actions to prevent future breaches.

Bt 5.1.10

Al can automate _____ tasks such as scanning for vulnerabilities, applying _____ , and
quickly isolating affected systems during a breach, which helpsto_____ the threat.

e contain

e avoid

o complex

e unimportant

e routine

o threats

e errors

e prevent

e patches

54



Roles of Al in Cybersecurity I. | FITPED Al

Bf 5.1.11

Which of the following are benefits of automating routine security tasks with Al?

e Reduces human workload

o Improves system performance

o Slows down threat detection

« Complicates security management

B 5.1.12

What is one of the main advantages of Al in incident response?

o It automates repetitive tasks, allowing faster response times.
o It canincrease the complexity of human decision-making.

o It eliminates the need for human oversight.

o It cannot detect advanced threats.

5.2 Behavioral analysis and anomaly detection

[ 5.2.1

Behavioral analysis and anomaly detection

Behavioral analysis and anomaly detection focus on identifying unusual patterns or
behavior in network activity, user interactions, or system processes that may signal
a cyber threat. Unlike traditional rule-based systems that rely on predefined attack
signatures, behavioral analytics uses Al and machine learning to detect deviations
from normal behavior, enabling the identification of potential threats that were not
there before. This makes behavioral analysis highly effective at detecting advanced
persistent threats (APTs) and insider threats that conventional security systems may
not detect.

Behavioral analysis

In cybersecurity, behavioral analysis involves monitoring the activities of users,
devices, and networks to establish a baseline for normal activity. After establishing
this baseline, Al-driven systems constantly compare real-time activity against this
benchmark. If an anomaly is detected, such as a user accessing files they don't
normally have, or a device communicating with an unknown server, it can trigger an
alert. Proactive approach helps identify threats earlier and respond more quickly,
reducing the potential damage caused by attacks.

Anomaly detection

Anomaly detection focuses on recognizing deviations from expected behavior within
systems. For example, it can detect unusual login times, abnormally high data
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transfer speeds, or unusual access to sensitive data. Artificial intelligence improves
anomaly detection by processing vast amounts of data and learning what constitutes
normal behavior. This allows Al to spot subtle and sophisticated threats that
traditional systems may miss. Anomaly detection is especially valuable in identifying
zero-day attacks or insider threats that do not follow typical attack patterns.

B 5.2.2

What is a key advantage of behavioral analysis in cybersecurity?

o It can detect unknown threats by analyzing deviations from normal behavior.
o ltidentifies threats based on predefined signatures.

« It only works for detecting malware.

o It eliminates the need for human oversight in cybersecurity.

B4 5.23

In cybersecurity, behavioral analysis involves monitoring the (1) _____ of users,
devices, and networks. It uses Al to compare real-time activity against a baseline and
identify (2) ____. This process is highly effective in detecting advanced threats and
(3) _____ attacks.

o automated
e« anomalies

e insider

e actions

e results

e errors

e threats

o external
£ 5.24

Threat intelligence and predictive analytics

Threat intelligence and predictive analytics use the power of Al not only to respond
to cyber attacks, but also to predict and prevent them. By analyzing data from a
variety of sources, including internal systems and external threat sources, Al can help
organizations identify emerging risks and patterns that traditional methods may
miss.

Integration of threat intelligence

Threat intelligence involves gathering information from various sources about
potential threats and vulnerabilities. Al plays a key role in collecting and analyzing
this data, helping organizations stay one step ahead of cyber attackers. By constantly
monitoring the cyber environment, Al can detect new trends and adjust security
protocols accordingly. For example, if a certain type of malware is becoming more
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prevalent in a certain region, Al-driven systems can use that intelligence to
strengthen defenses in areas where malware is likely to hit the hardest.

Predictive analytics

Al also enables the use of predictive analytics, which involves analyzing historical
data and current threat patterns to predict future vulnerabilities. By studying the
behavior of past cyberattacks and identifying patterns, Al can predict potential attack
vectors. This allows organizations to focus their security resources on the areas
most likely to be targeted. For example, if predictive analytics indicates that certain
types of systems are vulnerable to a certain type of attack, security teams can take
preventative measures before an attack even occurs.

B 5.2.5

What is a primary benefit of integrating Al with threat intelligence?

o Al allows faster identification of potential threats based on trends.

o Al automatically patches all vulnerabilities without human intervention.
o Al eliminates the need for any manual security updates.

o Alreplaces human cybersecurity teams entirely.

Bf 5.2.6

Al-driven predictive analytics analyzes _____ data to forecast potential _____. By
integrating_____ from multiple sources, organizations can proactively defend against
emerging risks.

« threat intelligence
e network scans
e incident reports

e real-time

o weaknesses
e outdated

o targets

o historical

e vulnerabilities

B 5.27

Which of the following are advantages of using Al in predictive analytics for
cybersecurity?

o Identifies future vulnerabilities based on historical data.

o Helps prioritize security resources for likely attack targets.

o Automates the complete removal of malware from all devices.
o Can fully prevent all zero-day attacks
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6.1 Enhanced security and vulnerability management

[ 6.1.1

Enhanced security operations

With the increasing frequency and complexity of cyber attacks, traditional manual
methods of monitoring and responding to threats are often insufficient. Artificial
intelligence plays a key role in enhancing the capabilities of security operations
centers (SOCs), offering advanced tools to more effectively detect, prioritize and
respond to threats. Al's ability to analyze vast amounts of data and generate
actionable insights allows security teams to focus on high-risk areas, making
defenses more proactive and effective.

SOC support

SOCs are responsible for continuously monitoring an organization's networks for any
signs of cyber threats. However, SOC teams are often overwhelmed by a large
number of alerts, many of which turn out to be false positives. Al can greatly improve
this process by filtering out irrelevant or low-risk alerts, ensuring that analysts only
focus on real threats. Additionally, Al can provide detailed information about these
threats and help analysts understand their nature and origin, leading to a faster and
more effective response. As a result, SOCs are more efficient, reducing the time
needed to mitigate risks.

Prioritizing incidents

Not all security incidents are equally important, and treating them as such can lead
to wasted resources and slower response times. Al-driven systems can assess the
severity of an incident based on factors such as the potential damage, the sensitivity
of the data at risk, and the likelihood of the attack spreading. By prioritizing critical
incidents, organizations can ensure their security teams focus on the most
significant threats first, optimize resource allocation, and prevent the most damaging
attacks.

Bt 6.1.2

How does Al help Security Operations Centers improve their response to cyber
threats?

« By filtering out false positives and irrelevant alerts.

o By automatically fixing all security vulnerabilities.

o By eliminating the need for human analysts.

o By preventing all forms of cyberattacks before they occur.
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Er 6.13

Which of the following are benefits of using Al in incident prioritization?

o Al can assess the severity of an incident based on the potential damage.
o Al ensures security teams focus on the most critical threats.

o Al removes the need for any manual threat responses.

o Al guarantees no data breaches will occur.

= 6.1.4

Al helps Security Operations Centers by reducing _____ and providing that help
analysts focus on real threats. Additionally, Al improves _____, ensuring responses
are directed at the most critical issues.

e actionable insights

e incident prioritization
o automated fixes

e correct responses

e basic reports

o resource allocation

o real threats

» false positives

[ 6.1.5

Vulnerability management

Vulnerability management involves identifying, assessing, and mitigating security
weaknesses within an organization's systems and networks. With the increasing
complexity of modern infrastructures, manual methods of vulnerability detection and
management are no longer sufficient. Al has become an essential tool for
automating vulnerability management processes, enabling organizations to maintain
continuous protection against potential threats.

Automatic vulnerability scanning

Al-powered vulnerability scanning tools can automatically monitor systems for
potential weaknesses such as outdated software, misconfigurations, or missing
security patches. These tools run continuously and scan large and complex
environments without the need for manual input. Al doesn't just identify these
vulnerabilities; it can also design or even implement the necessary patches to secure
the systems.

Risk assessment

Not all vulnerabilities present the same level of risk, and one of the challenges in
vulnerability management is determining which issues require immediate attention.
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Al can help with this by assessing the potential impact of each vulnerability on the
organization. It evaluates factors such as the criticality of the affected systems, the
sensitivity of the compromised data, and the likelihood of exploiting the vulnerability.

= 6.1.6

Which of the following are benefits of Al-powered vulnerability management?

o Al can continuously scan systems for unpatched software.

o Al assesses the potential impact of vulnerabilities on an organization.

o Al prevents all types of malware infections.

« Al makes manual vulnerability assessments unnecessary for every system.

B4 6.1.7

What is a key advantage of using Al for vulnerability management?

Al can automatically scan systems for vulnerabilities and suggest fixes.
Al guarantees that no cyberattacks will occur.

Al replaces the need for human oversight in all cybersecurity processes.
Al eliminates the need for risk assessments.

B1 6.1.8

Al helps organizations by conducting _____ of their systems to identify vulnerabilities.
Additionally, Al provides to help prioritize which vulnerabilities require
immediate attention. This ensures that the organization can address the most critical
_____efficiently.

« performance issues
e manual reviews

e automated scans

e network speeds

« malware detections
o security weaknesses
e risk assessments

o system upgrades

o automated fixes
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6.2 Fraud detection and adaptive models

[ 6.2.1
Fraud detection

Fraud detection is a critical application in the financial sector, where preventing
unauthorized activity is paramount. With the growing volume of digital transactions,
traditional fraud detection methods are no longer sufficient to protect against
sophisticated threats. Al improves fraud detection by analyzing vast amounts of
transaction data in real time, identifying unusual patterns and flagging suspicious
activity that could indicate fraudulent behavior.

Financial and transaction security

Al has revolutionized the way financial institutions monitor transactions. By
analyzing customer behavior and transaction history, Al can quickly identify irregular
activity that deviates from a user's normal spending patterns. For example, if a
customer's account suddenly shows purchases in an unusual location or for
unusually high amounts, Al systems can flag those transactions as potentially
fraudulent. The system can automatically freeze an account or send alerts for further
investigation, minimizing the damage caused by fraudulent activities.

Credit card fraud detection

One of the most common types of fraud occurs through credit card transactions. Al
models are particularly effective at detecting anomalies in these transactions, such
as purchases from unknown locations. By constantly learning from previous data, Al
can distinguish between legitimate and suspicious activity, allowing for real-time
fraud prevention. This not only protects consumers, but also helps financial
institutions reduce their risk of fraud losses.

BT 6.2.2

What is a key feature of Al in credit card fraud detection?

o Al analyzes spending patterns to detect anomalies.
o Al guarantees that no fraudulent transactions occur.
o Alreplaces human customer service entirely.

o Al prevents online shopping scams from occurring.

Bt 6.23

Al helps financial institutions by transaction data to detect irregular patterns.
This allows for faster and a more effective response to fraudulent activities. By
using Al, banks can suspicious transactions before they cause significant
financial losses.
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o fraud detection

« allow

e report

e customer service
e ignoring

e analyzing

« block

« financial planning
e predicting

B4 6.24

Which of the following are benefits of Al in fraud detection?

e Al can analyze transaction patterns to detect fraud.

e Al can identify suspicious credit card transactions in real time.
o Al guarantees 100% accuracy in detecting fraud.

« Al eliminates the need for cybersecurity experts.

1 6.2.5
Adaptive security models

Adaptive security models are increasingly important in modern cybersecurity,
especially as the threat landscape evolves and new vulnerabilities emerge.
Traditional security systems often operate with static rules, making them less
effective against sophisticated cyber attacks. However, Al-powered adaptive security
models offer a dynamic and self-learning approach that enables continuous
improvement and real-time threat response.

Self-learning systems

Al-driven security systems can continuously learn from new data and experience.
These systems analyze patterns of normal behavior and adapt to changes, allowing
them to more effectively detect anomalies and potential threats. Using machine
learning algorithms, these self-learning systems improve over time, making them
more robust and resistant to evolving cyber threats.

Dynamic defense mechanisms

Al can also increase cybersecurity agility. By analyzing the current threat
environment in real time, Al-powered systems can dynamically adjust security
protocols. For example, if the system detects an increase in malicious activity, it can
automatically increase security measures, such as increasing monitoring or
restricting access to certain areas of the network. Dynamic defense mechanism
shortens the time window in which attackers can exploit vulnerabilities and offers a
more flexible and effective security strategy.
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EX 6.2.6

What is a key advantage of self-learning Al systems in cybersecurity?

They can adapt to new threats in real-time.
They eliminate the need for human oversight.
They never require updates.

They operate solely on historical data.

= 6.2.7

Which of the following are benefits of adaptive security models powered by Al?

e Al can adjust defense strategies in real-time.
o Al continuously learns from new data.

o Al eliminates all cyber threats permanently.
o Al removes the need for network monitoring.

B 6.2.8

Al-driven systems are capable of _____ to evolving threats. By using real-time data,
they can implement _____ to mitigate risks. These systems also _____ from previous
incidents to improve future responses.

e manual updates

e ignoring
o adapting
e removing
o delete

e learn

e dynamic defense mechanisms
o static rules
e block
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7.1 Advantages of technology

[ 7.1.1

Al has revolutionized cyber security by providing faster, more accurate and more
cost-effective solutions to detect and respond to cyber threats. Al-powered systems
have the ability to analyze vast amounts of data in real-time and identify potential
vulnerabilities and threats that might otherwise go unnoticed. One of the key
advantages of Al in cybersecurity is its high data processing capacity, which enables
continuous monitoring and automation of security tasks. This capability not only
helps in threat detection, but also minimizes the risk of human error in data analysis
and response processes.

Another critical advantage of Al is its ability to learn. Machine learning and deep
learning algorithms allow Al systems to improve over time by learning from past
experiences. This enables a more adaptive and proactive approach to cybersecurity,
where Al can predict potential attack patterns or vulnerabilities based on historical
data and trends. Al-powered systems can automate routine tasks such as
vulnerability scanning, patch management and incident response, freeing human
experts to focus on more complex strategic decisions.

B 7.1.2

Al improves cybersecurity by from past incidents and analyzing data in real
time. This helps detect threats faster and reduces the risk of _____.

e human error
« teaching

e learning

e automation

713
High data capacity in Al-powered cybersecurity

Al's high data capacity is one of its most significant advantages in cybersecurity.
Traditional systems struggle to manually monitor the growing volume of network
traffic, making them less effective at detecting potential threats. However, Al
systems can process vast amounts of data in real time, ensuring continuous security
monitoring without the need for constant human intervention. This not only improves
threat detection, but also reduces the likelihood of human error in data analysis.

B 7.14

Which benefit does Al's high data capacity provide to cybersecurity?

o Reduces data analysis errors
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o Eliminates all cyber threats
o Automates software installation
e Increases system downtime

= 715

Alcananalyze _____ in real-time, making it more efficient than systems that rely

« large amounts of data
e manual monitoring
« automated monitoring

« traditional
e modern
37.1.6

Al learning over time

Machine learning and deep learning algorithms allow Al systems to continuously
improve their ability to detect cyber threats. Al can learn from past incidents and
recognize patterns in network traffic, allowing it to predict potential vulnerabilities.
With this ability to learn over time, Al adapts to evolving threats and improves overall
security performance.

B 717

What enables Al to adapt and improve its cybersecurity capabilities over time?

e Machine and deep learning algorithms
e Manual updates

o Reduced data processing

o Stable software

B 718

Which of the following are advantages of Al’'s learning over time?

« Predicting potential vulnerabilities

o Recognizing patterns in network traffic

o Eliminating the need for advanced data analysis
e Increasing manual intervention
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719

Automation of processes

Artificial intelligence enables the automation of critical cybersecurity processes such
as vulnerability scanning, patch management, and incident response. This
automation helps organizations maintain 24/7 security monitoring, ensuring early
detection and resolution of potential issues without the need for constant human
supervision.

B4 7.1.10

Which process is commonly automated by Al in cybersecurity?

Vulnerability scanning
Software installation
Marketing updates
Financial transactions

£ 7.1.11

Improved threat detection

Al enhances cyber security through real-time threat detection. Al-powered systems
can continuously monitor network activities and detect abnormal behavior that could
signal a cyber attack. This rapid detection enables organizations to immediately
block malicious traffic or isolate affected devices, minimizing the damage caused by
potential breaches.

B 7.1.12

Alenhances_____ by analyzing____ inreal-time, allowing organizations to take _
to prevent damage.

e immediate action

o network traffic
o threat detection

7.2 Advantages of the organization

7.2.1
Reduction of human errors
Al helps reduce human error by automating tedious and repetitive security tasks.

Processes such as data entry, vulnerability scanning, and incident analysis are often
prone to human error. Al systems can handle these tasks more accurately, ensuring
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that even subtle anomalies are detected and resolved, thereby reducing the risk of
security breaches.

B 722

How does Al help in reducing human error in cybersecurity?

By automating repetitive tasks

By replacing all human analysts

By simplifying data entry

By reducing the need for security protocols

B1 7.23

Which tasks are typically automated by Al to reduce human error?

o Dataentry

e Vulnerability scanning
e Customer support

o System design

724
Scalability

One of the key advantages of Al in cybersecurity is its ability to process massive
amounts of data and effectively monitor large and complex networks. Traditional
methods often struggle to keep up with the growing data volume and complexity of
modern networks, leading to security gaps. However, Al systems can process and
analyze vast amounts of information in real time, enabling continuous and thorough
monitoring without overburdening human operators.

The scalability ensures that as organizations grow, their cybersecurity measures can
keep pace. Al systems can adapt to larger network size and complexity, ensuring
they don't miss any threats, even as data loads increase.

B 7.25

Which of the following are benefits of Al scalability in cybersecurity?
o Adapting to increased network complexity

o Automatic slowing down security responses
o Automatic limiting data analysis capabilities
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0726
A better user experience

Al not only enhances security, but also improves the overall user experience by
automating key processes such as troubleshooting, monitoring and incident
response. This automation leads to faster problem resolution and more efficient
network management, helping companies deliver smoother and more reliable
services. The result is higher customer satisfaction because problems are detected
and resolved immediately without the need for manual intervention.

Generative Al is also becoming a key part of customer support. Features like
interactive chatbots allow companies to more effectively collect customer feedback
and respond to questions in real time.

B1 7.27

Which process does Al automate to enhance the user experience in cybersecurity?

Troubleshooting
Marketing updates
Software development
Product pricing

B 7.2.8

Which of the following are benefits of using Al in customer support?

Faster problem identification

Collecting customer feedback more efficiently
Increasing manual intervention

Delaying incident responses

729
Cost effectiveness

Al significantly increases the cost-effectiveness of cybersecurity operations by
automating routine tasks and improving threat detection capabilities. Traditional
cybersecurity methods often require large teams of analysts to monitor networks,
respond to incidents, and update security protocols. With Al, many of these tasks -
such as vulnerability scanning, patch management, and threat detection - can be
automated, reducing the need for constant human intervention.

By streamlining these processes, organizations can not only improve efficiency, but
also reduce operating costs. Al's ability to detect and respond to threats more quickly
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minimizes the financial impact of breaches and reduces the resources needed to
manage cybersecurity risks.

Bt 7.2.10

Which of the following contribute to Al's cost-effectiveness in cybersecurity?

« Faster threat detection

e Automating vulnerability scans

« Automatic hiring additional personnel
o Slower response to incidents
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8.1 ISO/0SI model - recap

3 8.1.1

Despite of its numerous weaknesses, the Open Systems Interconnection model
(1S0/0SI model) as defined by ISO/IEC 7498 standard, represents a fundament both
for terminology and for assignment of functions across individual layers in a
networked device. Therefore, the ISO/0SI model has been applied here to classify
various security measures as they have been developed so far.

Protocol data i
Layer . Function
unit (PDU)

High-level protocols such as for resource sharing or remote file access,

7  Application
op e.g. HTTP.

) Translation of data between a networking service and an application;
6 Presentation

Data including character encoding, data compression and encryption/decryption
Host
layers Managing communication sessions, i.e., continuous exchange of
5  Session information in the form of multiple back-and-forth transmissions between
two nodes
a2l T " Segment, Reliable transmission of data segments between points on a network,
ranspo
x Datagram including segmentation, acknowledgement and multiplexing
Structuring and managing a multi-node network, including addressing,
3 | Network Packet . )
routing and traffic control
Media o .
; Transmission of data frames between two nodes connected by a physical
layers | 2 Data link Frame
layer
1 Physical Bit, Symbol Transmission and reception of raw bit streams over a physical medium

Structure of ISO/0SI model (source: https://en.wikipedia.org/wiki/OSI_model)

BT 8.1.2

Which of the following OSI model layers is responsible for routing and logical
addressing?

o Network layer

o Application layer
o Transport layer

o Datalink layer

Bt 8.1.3

Which of the following are functions of the Transport layer in the OSI model?

o Ensuring reliable data transmission

e Flow control and error correction

« Establishing, maintaining, and terminating connections
e Managing logical addressing
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Er 814

Fill in the correct layers of the OSI model in the appropriate order, from Layer 1 to
Layer 7:

e Application
e Session

e Physical

o Network

e Transport
e Presentation
o DataLink

B4 8.1.5

At which OSI layer does encryption and decryption of data typically occur?

o Presentation layer
o Network layer

o Data Link layer

o Transport layer

B4 8.1.6

Match the OSI model layers to their correct descriptions by choosing the appropriate
layer from the following list:

_____:Ensures datais in a usable format and performs encryption, compression, and
data translation.

_: Handles error detection and correction, and controls data flow between
devices on the same network.

_: Interfaces with end-user applications and provides network services like email,
file transfer, and Network: Manages logical addressing and routing of data between
networks, ensuring packets reach their web browsing.

_: Manages sessions between applications, establishing, maintaining, and
terminating connections.

Ensures reliable transmission of data by providing error correction,
segmentation, and flow control.

_____: This layer is responsible for physically transmitting raw bits over a medium
(like cables, wireless signals).

o DataLink
e Session
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Presentation
Physical
Transport
Application

8.2 Physical and data-link layers

[ 8.2.1

The physical layer (L1) of the OSI model deals with the transmission of raw data over
amedium, such as cables or wireless signals. Security measures specific to this layer
are relatively rare and often proprietary. An example of a physical-layer security
technology is quantum encryption, where data transmitted along an optical fiber is
secured using quantum key distribution. While these measures are uncommon, they
demonstrate the potential for securing physical communication channels.

The data-link layer (L2), on the other hand, focuses on controlling access to the
physical transmission medium and ensuring that data packets are delivered error-
free. Most security techniques address both the physical and data-link layers
together, as they often work in tandem.

B 8.2.2

Which of the following is an example of a security measure specific to the physical
layer?

e Quantum encryption
o |EEE 802.1x
e RADIUS authentication
o« EAPOL
33823

The IEEE 802.1x standard is a widely used security mechanism that applies to both
the physical (L1) and data-link (L2) layers. It ensures that devices attempting to
connect to a network are authenticated before being granted access. This method is
essential in securing both wired and wireless networks, including Ethernet and WiFi.

In the IEEE 802.1x process, a device (referred to as the Supplicant) sends a request
to authenticate through a network switch (known as the Authenticator). The actual
authentication process, however, is performed by an Authentication server (such as
RADIUS). This server determines whether the device is allowed onto the network.
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Er 8.24

Which of the following are components involved in the IEEE 802.1x authentication
process?

e Supplicant

e Authenticator

o Authentication server
o Captive portal

[ 825

The Extensible Authentication Protocol over LAN (EAPOL) is the protocol used by the
IEEE 802.1x standard to facilitate communication between the Supplicant (the device
seeking network access) and the Authenticator (a switch or WiFi access point). When
a device is connected to the network, EAPOL packets initiate the authentication
process. This data is forwarded by the Authenticator to the Authentication server,
which verifies the identity of the device.

EAPOL is critical for secure network access because it allows a switch or access
point to challenge a device’s credentials before allowing full access to the network,
thus protecting against unauthorized devices.

B1 8.2.6

Match the following components of the IEEE 802.1x authentication process to their
descriptions by choosing the appropriate term:

_: The device that requests access to the network.
_: The switch or access point that relays authentication requests.

_: The system that verifies the authentication and decides whether access is
granted.

o Authenticator
o Authentication server
o Supplicant

827

The IEEE 802.1x standard provides robust security for both wired and wireless
networks by controlling which devices are allowed to connect. This prevents
unauthorized access by ensuring that only authenticated devices can access the
network, limiting the risk of breaches. However, in the case of initial non-
authenticated states, access can still be restricted to specific servers (e.g., a captive
portal for web-based authentication).
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IEEE 802.1x is particularly important for enterprise networks, where numerous
devices need to be managed and secured. With the increasing number of IoT devices,
ensuring that each device is properly authenticated has become crucial in
maintaining network integrity.

B 8.2.8

In an IEEE 802.1x-secured network, what typically happens to a device in the initial
non-authenticated state?

« ltis limited to accessing certain servers, such as an authentication server.
o Itis granted full access to the network.

e Itis disconnected from the network.

« It can only send data but cannot receive data.

829

When evaluating security at the physical (L1) and data-link (L2) layers, it's important
to measure the effectiveness of implemented security measures. For instance, one
can assess how well IEEE 802.1x controls access to the network by examining the
number of unauthorized access attempts that are blocked versus those that manage
to penetrate the system.

Another key metric is the latency introduced by security mechanisms. For example,
the authentication process involving IEEE 802.1x, EAPOL, and an authentication
server might slightly delay access to the network. Measuring this latency helps in
balancing security with network performance. Additionally, the error rate in the
authentication process (e.g., how many legitimate devices are incorrectly denied
access) is another important measurement for fine-tuning security policies at these
layers.

Finally, real-time monitoring of packet traffic and packet loss can be useful to detect
any unusual patterns that might indicate a security breach or inefficiency in the
security system, helping administrators take timely action.

Bt 8.2.10

Which of the following is an important measurement to assess the effectiveness of
security at the physical and data-link layers?

o Number of blocked unauthorized access attempts
e Number of devices connected to the network

o Average speed of the connected devices

o Number of wireless access points in the network
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9.1 Network layer security

[ 9.1.1

The network layer performs key operations in data transmission over interconnected
networks. Also in L3, there is a prevailing security measure focusing on both
authentication and encryption of the transmitted data. Both authentication and
(optional) encryption are performed using a security protocol called IP Secure
(abbreviated as IPSec). In fact, IPSec is a framework allowing both authentication
and encryption of data, rather than a protocol.

IPSec achieves this in the following manner:

Authentication: IPsec performs mutual authentication between
communicating parties. This means that not only the party initiating the
connection/data transmission (client) authenticates the server, but the other
party (server) also authenticates the client. This ensures that both parties
can trust the identity of its peer. IPSec authentication can be achieved
through various methods, including pre-shared keys, digital certificates, or
more advanced methods like EAP (Extensible Authentication Protocol). The
specific authentication method is negotiated as a part of Security
Association establishment.

Encryption: IPsec provides encryption mechanisms to secure the data being
transmitted between two devices or networks. Encryption makes the data
unreadable to anyone who intercepts it without the appropriate decryption
key.

Two encryption modes can be used in IPsec:

In Transport Mode, only the payload (actual data) of the IP packet is
encrypted while the header (containing routing information) remains intact.
This mode is typically used for end-to-end communication between
individual devices. This mode is much simpler for packet processing on both
sides.

Tunnel Mode where the entire IP packet, including both the header and the
payload, is encrypted and encapsulated within another IP packet. It is
obvious that in this mode, new virtual IP addresses of both peers are
required. This mode is often used to secure communication between
networks, such as connecting branch offices to a corporate network or
creating Virtual Private Networks (VPNs).

B 9.1.2

Which mode of IPSec encrypts both the IP header and the payload, and is commonly
used in VPNs?

Tunnel Mode
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e Transport Mode
« Packet Mode
« Header Mode

0913

IPSec uses Security Associations (SAs) to manage the security parameters (such as
encryption keys and algorithms) between communicating parties. Each SA defines
how the data should be secured and authenticated.

Security Associations are established through a process known as negotiation,
where two communicating parties agree on the security settings. Each Security
Association (SA) specifies how data will be encrypted and authenticated. This
negotiation process, called Internet Key Exchange (IKE), helps the parties agree on
crucial parameters such as encryption keys, algorithms, and other settings needed
to secure their communication.

Some key elements of Security Associations include:

« SPI (Security Parameters Index): is a unique identifier associated with each
SA. It helps distinguish between multiple SAs that may exist between the
same two endpoints. The SPI is used by the receiving entity to determine
which SA to use when processing incoming packets.

» Security Protocol: The SA should specify the encryption algorithm
(symmetric) and the authentication method to be used. For example, it may
define the use of AES-256 encryption and HMAC-SHA512 for data
authentication (hashing).

» Lifetime: Each SA has limited time validity given by its lifetime. After the
lifetime expiry, the SA must be renegotiated if it is still required, or at least
the encryption keys must be regenerated.

B 9.14

Which of the following statements about IPSec Security Associations (SAs) are
correct?

» Security Associations (SAs) define how data is encrypted and authenticated
between communicating parties.

» Internet Key Exchange (IKE) is used to negotiate the parameters of Security
Associations (SAs).

» Security Associations (SAs) specify only encryption keys but not
authentication methods.

o The SPI (Security Parameters Index) is used to negotiate new SAs between
communicating parties.
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1 9.1.5

Authentication and encryption are two core security services parameters provided by
IPSec. Authentication ensures that both communicating parties trust each other's
identity, while encryption protects the data from unauthorized access.

o Authentication parameters specify how data integrity and authenticity are
achieved. This includes the authentication algorithm (e.g., HMAC-SHAT1 or
HMAC-SHA256), and the authentication key.

« Not only encryption algorithm is enough for successful encryption. Also
encryption parameters, namely the encryption key, possibly the initialization
vector (IV) or nonce used for the encryption process must be agreed.

B4 9.1.6

Match the following descriptions with the correct terms from the list:
- Protects the data from unauthorized access: [_____ ]
- Ensures both communicating parties trust each other’s identity: [_____ ]

e Encryption
o Authentication

1 9.1.7

The Traffic Selector is a set of rules within the Security Association that specifies
which network traffic should be protected by IPSec. It defines the source and
destination IP addresses, port numbers, and protocols that are included in the scope
of protection.

IPSec defines whether it is for inbound traffic (from the remote entity to the local
entity) or outbound traffic (from the local entity to the remote entity). Directionality
is important for applying the appropriate security policies.

B 9.1.8

What is the function of the Traffic Selector in IPSec?

« It specifies which traffic should be protected by IPSec
o It selects the best route for data transmission

o It blocks all traffic from unknown IP addresses

e Itencrypts all data packets on the network
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9.2 Measures

1 9.2.1
Measuring Security at the Network Layer
When evaluating the effectiveness of IPSec in the network layer, key metrics include:

« Throughput and latency: The performance impact of encryption and
authentication on network traffic.

« Error rate: How often legitimate traffic is misclassified or blocked.

« Success rate of mutual authentication: How reliably IPSec establishes trust
between communicating parties.

Security measurement at this level ensures that IPSec functions correctly without
severely impacting network performance or causing unnecessary blocks of
legitimate traffic.

B 9.2.2

Which of the following is a key metric for evaluating the security effectiveness of
IPSec at the network layer?

Network throughput and latency
Number of active IP addresses
Number of switches in the network
Total amount of transmitted data

0923

IPSec can include advanced features such as the use of Diffie-Hellman groups for
secure key exchange. The Diffie-Hellman key exchange is a cryptographic method
that allows two parties to securely share a secret key over an insecure
communication channel. It enables both parties to generate a common secret key
without actually transmitting the key itself.

The process involves:

1. Both parties agree on a large prime number (p) and a base (g).

2. Each party selects a private key (a for Alice, b for Bob) and computes a
public key (A = g*a mod p for Alice, B = g*"b mod p for Bob).

3. They exchange their public keys.

4. Each party then computes the shared secret key using their private key and
the other party's public key (Alice computes K = B*a mod p, and Bob
computes K = A*b mod p). Both will arrive at the same shared secret key (K)
independently.
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The security of this method relies on the difficulty of solving the discrete logarithm
problem, making it difficult for an attacker to derive the shared key from the
exchanged public keys.

The SA may also define additional security parameters like encryption keys and
initialization vectors (IVs), which provide added protection against data interception
and replay attacks.

An Initialization Vector (IV) is a random or pseudo-random value used in conjunction
with a secret key to ensure that the same plaintext encrypted multiple times will yield
different ciphertexts. This is crucial for maintaining the confidentiality of the data.
The IV serves several purposes:

1. Randomness: It adds randomness to the encryption process, preventing
attackers from identifying patterns in the ciphertext.

2. Uniqueness: Each encryption session should use a different IV, even if the
same key is used. This uniqueness prevents identical plaintext blocks from
producing identical ciphertext blocks.

3. Input to Encryption Algorithm: The IV is typically combined with the key
before the encryption process begins.

While the IV does not need to be kept secret, it must be unpredictable and unique for
each encryption session to maintain security. It is often transmitted alongside the
ciphertext so that the receiving party can use it for decryption.

B 9.24

Which of the following are advanced security features used in IPSec to enhance
encryption?

« Diffie-Hellman group for key exchange
« Initialization Vector (IV)

o Use of pre-shared passwords

e Secure routing algorithms

B 9.25

Which of the following statements about IPSec Security Associations (SAs) are
correct?

o Each SA defines how data will be encrypted and authenticated.

o SPI (Security Parameters Index) helps distinguish between multiple SAs that
may exist between the same endpoints.

« Security Associations do not expire and remain valid indefinitely once
established.

o Security Associations are negotiated using the Diffie-Hellman protocol
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10.1 Transport layer

3 10.1.1

In cybersecurity, layers such as Layer 3 (Network) and Layer 4 (Transport) are
particularly important, as they deal with data routing and secure transmission
between networks. Knowing how each layer operates helps in designing robust
security systems that protect against attacks targeting these layers, such as IP
spoofing or denial-of-service (DoS) attacks.

The OSI model provides a structured approach to understanding where
vulnerabilities might exist and what security mechanisms (like firewalls or
encryption) should be implemented at each layer to mitigate these risks.

B4 10.1.2

Which of the following layers in the OSI model is responsible for ensuring error-free
data transmission between hosts?

e Transport Layer

e Physical Layer

e Application Layer
o Data Link Layer

B 10.1.3

Which layers of the OSI model are crucial for data routing and secure transmission
in network communications?

o Network Layer

e Transport Layer

e Presentation Layer
o Physical Layer

Q10.1.4

Layers 3 (Network Layer) and 4 (Transport Layer) of the OSI model play a pivotal role
in securing data as it travels across networks. The Network Layer is responsible for
packet forwarding, including routing through intermediate routers, while the
Transport Layer ensures reliable data transfer between systems. Together, they form
the backbone of secure communications.

In cybersecurity, protecting these layers involves ensuring that data is transmitted
securely and that no malicious actors can intercept or tamper with it. Protocols such
as IPSec (Internet Protocol Security) at Layer 3 and TLS (Transport Layer Security)
at Layer 4 add encryption and authentication to make sure that data is protected in
transit.
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Before implementing security mechanisms like packet-filtering firewalls, it's
essential to understand how these two layers work to manage and secure the flow
of data across networks.

B 10.1.5

Which OSI layer is primarily responsible for packet forwarding and routing?

Network Layer
Data Link Layer
Application Layer
Presentation Layer

B4 10.1.6

_____ Layer is responsible for routing packets, while the _____ Layer manages
reliable data transfer. Both layers are crucial for cybersecurity, and protocols like
_____ensure secure data transmission.

Application
Network
IPSec

TLS
Transport

[ 10.1.7

Packet-filtering firewalls are one of the earliest types of firewalls used in network
security. They operate at both the Network (L3) and Transport (L4) layers of the OSI
model. The basic idea behind these firewalls is to inspect incoming (or sometimes
outgoing) data packets and determine whether they meet pre-set criteria for
passage. For example, a firewall might block any packet from an untrusted or known
malicious IP address or allow packets only from trusted internal IP addresses.

Packet-filtering firewalls use rules to decide which packets are allowed or blocked.
These rules might focus on packet header information, such as the sender or
recipient’s IP address, or flags within TCP headers. Some firewalls even block TCP
packets with a SYN flag set, preventing unauthorized connection requests from
entering the network.

B 10.1.8

What layer(s) of the OSI model does a packet-filtering firewall typically operate in?
e L3andL4

o Application (L7)
o Transport (L4)
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o Network (L3)

B 10.1.9

Packet-filtering firewalls inspect packets based on criteria such as _____ addresses,
header information, and connection flags.

« MAC

o destination
o« |P

e Sender

10.2 Transport layer security

[ 10.2.1

The Transport Layer (Layer 4) is essential for reliable communication across a
network. It manages data transfer between systems, ensuring that data packets
arrive in the correct sequence and are free from errors. Protocols like TCP offer
connection-oriented communication, making sure data reaches its destination
reliably, while UDP provides a faster but less reliable connectionless service.

In terms of security, the Transport Layer plays a critical role. It is responsible for
implementing encryption protocols like TLS, which safeguard data during
transmission. By protecting data from interception, tampering, or forgery, the
Transport Layer enhances the overall cybersecurity of a network.

BT 10.2.2

Which services are provided by the Transport Layer?

o Connection-oriented communication
e Error correction

o Data presentation

o Network routing

B 1023

Which protocol in the Transport Layer ensures reliable, error-free data transmission?

« TCP
e HTTP
« DNS
- UDP
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[ 10.24

The two main protocols used in the Transport Layer are TCP (Transmission Control
Protocol) and UDP (User Datagram Protocol). TCP provides a reliable, error-checked
transmission of data, ensuring that packets arrive in the correct order and without
loss. This protocol is ideal for applications that require accuracy, such as file
transfers.

UDP, on the other hand, is faster but does not guarantee delivery, making it suitable
for time-sensitive applications like video streaming or online gaming. Although less
reliable, UDP's speed and efficiency make it a critical protocol in certain use cases.

B4 10.2.5

Which Transport Layer protocol is most suitable for applications that require fast
data transmission but can tolerate occasional errors?

« UDP
e DNS
e« TCP
e HTTP

Br 1026

The primary difference between TCP and UDP is that TCP provides _____
communication, while UDP focuses on , __transmission.

e connection-oriented

o fast
e connectionless
o reliable

4 10.2.7

At the Transport Layer, encryption protocols such as Transport Layer Security (TLS)
are crucial for protecting data in transit. These protocols ensure that sensitive
information, such as login credentials and financial data, is protected from
eavesdropping or tampering by encrypting the communication between client and
server.

TLS operates by securing a connection, making it much harder for attackers to

intercept or alter the data being transmitted. Without this layer of encryption, data
transferred over the network would be vulnerable to a wide range of cyber threats.
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Er 10.2.8

Which protocol is used in the Transport Layer to encrypt data in transit?

. TLS
. SSL
« HTTP
« FTP

B 10.2.9

Which of the following are key features of the TLS protocol?

o Data encryption

o Authentication

o Packet filtering

o Data compression

1 10.2.10

Monitoring data at the Transport Layer is crucial for detecting unauthorized
transmissions and preventing cyber attacks. Systems that track data flow and
network traffic can flag suspicious behavior, such as attempts to establish
unauthorized connections or bypass security controls.

Regular assessments of encryption standards and monitoring for anomalies in
network traffic help maintain a secure Transport Layer. In environments like
Operational Technology (OT), where legacy systems might use outdated protocols,
this kind of monitoring becomes even more critical.

B 10.2.11
What are some critical tasks involved in monitoring the Transport Layer?

Monitoring for unauthorized connections
Assessing encryption standards
Encrypting data at rest

Managing application updates

B 10.2.12

Regular monitoring of the Transport Layer helps identify
_____standards are maintained.

attempts and ensure

e unauthorized
o decryption
e encryption
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o authorized
o authentification

10.3 Transport layer security Il.

[ 10.3.1

Transport Layer Security (TLS) is a vital cryptographic protocol that secures
communication between a client (such as a web browser) and a server (such as a
website). By establishing an encrypted channel, TLS ensures that all data exchanged
between the two is private and cannot be accessed by unauthorized entities. The
protocol uses both asymmetric encryption and symmetric encryption to safeguard
information during transmission.

TLS begins with asymmetric encryption, where a public key encrypts data, and a
private key decrypts it. This method secures the initial connection. Afterward,
symmetric encryption takes over, using the same key for both encryption and
decryption to maintain efficiency while keeping communications secure. Together,
these encryption methods ensure both speed and security in online transactions.

Bf 10.3.2

At the start of a connection, TLSuses _____ to encrypt data.

e symmetric encryption
e asymmetric encryption
« hashing algorithm

e plain text

J10.3.3

TLS employs two different encryption methods during a communication session.
Initially, it uses asymmetric encryption, which relies on two keys—a public key for
encryption and a private key for decryption. This method ensures that the client and
the server can securely exchange initial data without risking exposure. Once the
connection is established and the session keys are exchanged, TLS shifts to
symmetric encryption.

Symmetric encryption is faster because it uses a single key for both encrypting and
decrypting data, making it more efficient for ongoing data transmission. This
combination of encryption methods ensures that sensitive data remains protected
throughout the communication session, balancing security and speed.
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Ef 1034

TLS starts with
—_keys.

encryption and switches to encryption after exchanging

e session
e sSymmetric
e asymmetric

[ 10.3.5

TLS plays an essential role in maintaining secure online communications. For
example, when using a chat app or email to have a confidential conversation with
your boss about a raise, TLS ensures that the conversation is not intercepted by
anyone else. It achieves this by providing authentication, privacy, and data integrity
throughout the communication.

TLS guarantees that:

» You're talking to the right person (authenticity).
» The conversation is private (confidentiality).
« The information has not been tampered with (integrity).

These attributes are key to securing sensitive data, whether for financial transactions
or private conversations over the internet.

B 103.6

Which of the following are benefits provided by TLS?

o Authentication

o Confidentiality

o Faster data transmission
e Reduced server load

£ 10.3.7

TLS, SSL, and HTTPS are related but distinct concepts. TLS is the successor to SSL
and is a more secure cryptographic protocol, designed to protect data transmission
over the internet. While SSL was initially popular, it has since been replaced by the
more robust and secure TLS. Despite these differences, they both aim to protect data
in transit by encrypting it.

HTTPS, on the other hand, stands for Hypertext Transfer Protocol Secure and is a

secure version of HTTP. It uses TLS (previously SSL) to encrypt the communication
between a client and a server. HTTPS is recognizable by the padlock icon in the
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browser’'s address bar, indicating that the website uses TLS to secure data
transmission.

Er 10.3.8

What is the main difference between HTTPS and HTTP?

e« HTTPS encrypts data using TLS

e HTTPS is faster than HTTP

e HTTP uses SSL

e HTTPS allows more data to be transmitted
10.4 TLS versions
1 10.4.1

Transport Layer Security (TLS) has evolved through four distinct versions, each
designed to achieve a secure internet connection while employing different
cryptographic functions. TLS 1.0 and TLS 1.1 were the initial versions of this protocol
but were officially declared obsolete by the U.S. National Security Agency (NSA) in
2021 due to their reliance on outdated and insecure algorithms such as MD5 and
SHA-1. Despite their vulnerabilities, they are still supported by approximately 32-35%
of websites, making it critical for users to understand the associated risks.

These versions are susceptible to various attacks, including POODLE and BEAST,
which exploit weaknesses in encryption methods. The POODLE attack allows a
downgrade of the connection to the even less secure SSL 3.0, while BEAST targets
vulnerabilities in block cipher suites. Furthermore, the man-in-the-middle attack is
facilitated by weak cryptographic algorithms, enabling attackers to impersonate the
server and intercept communications. It is advisable to avoid using these deprecated
versions to ensure data security.

B 104.2

Which version of TLS was declared obsolete by the NSA in 2021?

« TLS1.0
o TLS1.2
o TLS1.3
e SSL3.0

3 1043

TLS 1.2 was introduced as a significant upgrade to its predecessors, providing
enhanced security features essential for modern internet communications. Released
in 2008, it supports more secure cryptographic algorithms, including SHA-256, and
allows servers to select from ciphers supported by both the client and the server.
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Additionally, TLS 1.2 can work with advanced cipher suites that utilize elliptic curve
cryptography, which offers a robust alternative to the older Rivest-Shamir-Adleman
(RSA) algorithm.

Despite its strengths, TLS 1.2 is not without its flaws. The complexity of the
handshake process can lead to slower connection times, and there remains a risk
that web servers may still opt to use outdated algorithms like MD5 and SHA-1.
However, TLS 1.2 effectively mitigates many common attacks, such as man-in-the-
middle and RC4-based attacks, by enhancing the security of the handshake process
and promoting the use of more secure cipher suites.

B4 10.4.4
TLS 1.2 supports algorithms like _____ , and it can work with advanced cipher suites
that utilize _____ cryptography.
e SHA-512
e SHA-128
« elliptic curve
e SHA-256
1 10.4.5

TLS 1.3, published in 2018, marks a substantial leap forward in securing online
communications. With approximately 66% of websites now supporting this version,
it offers significant improvements in performance and security. One of the most
notable enhancements is the simplification of the handshake process, reducing it to
a single round trip, which expedites the establishment of encrypted connections.

Moreover, TLS 1.3 eliminates the use of obsolete and insecure algorithms that were
still present in TLS 1.2, such as SHA-1, MD5, and RC4. This upgrade not only removes
vulnerabilities like LUCKY 13 and ROBOT but also enhances overall connection
security. By mandating the use of perfect forward secrecy through the Diffie-Hellman
ephemeral (DHE) algorithm, TLS 1.3 ensures that each session has a unique
symmetric key, which enhances the security of past sessions even if the server's
private key is compromised later.

B 10.4.6
Which of the following are benefits of TLS 1.3?

Improved handshake performance
Enhanced overall security

Ability to work with deprecated algorithms
Use of SHA-1
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[ 104.7

The four versions of TLS share a common goal: to secure internet connections, but
they achieve this through different methods and levels of security. TLS 1.0 and 1.1
have been deprecated due to their vulnerabilities, while TLS 1.2 introduced stronger
algorithms and features that made it the recommended version for securing
connections. However, the arrival of TLS 1.3 has set a new standard by removing
obsolete algorithms and streamlining the connection process.

Understanding these differences is critical for organizations aiming to protect their
data. While TLS 1.2 offers improved security over its predecessors, it still has
limitations that TLS 1.3 effectively addresses. For example, TLS 1.3’s mandatory use
of perfect forward secrecy significantly enhances security by ensuring that session
keys are unique and not reused, thus preventing the decryption of past
communications if a private key is compromised.

B 10.4.8
What is a key feature of TLS 1.3 that enhances security?

o Perfect forward secrecy
e Multiple round-trip handshake
o Support for RC4

1 104.9

The real-world implications of using different versions of TLS can have profound
effects on online security. Organizations still utilizing TLS 1.0 and 1.1 expose
themselves to significant risks, including data breaches and man-in-the-middle
attacks. On the other hand, adopting TLS 1.2 or TLS 1.3 can protect sensitive data
and ensure compliance with modern security standards.

Many security experts recommend transitioning to TLS 1.3 as soon as possible to
take advantage of its enhanced features. As more websites and organizations adopt
this protocol, the overall security landscape of the internet improves, reducing
vulnerabilities and increasing user trust. The transition also encourages the phasing
out of insecure algorithms, making the web a safer place for everyone.

Br 10.4.10

Organizations using TLS 1.0 and 1.1 expose themselves to risks such as
attacks and breaches.

man-in-the-middle
DNS

DDoS

o data
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10.5 TLS importance

[ 10.5.1

In today's digital age, cyber security is essential for protecting data, networks, and
devices from unauthorized access. Cyber threats are ever-evolving, targeting both
individuals and organizations. Two notable incidents occurred in March 2023:
ChatGPT experienced a data breach that exposed payment details and personal
information due to a flaw in an open-source library, and AT&T notified 9 million
customers that an unauthorized party accessed their customer property network
information (CPNI).

These examples highlight the growing risk we all face in the digital world. Cyber
security plays a crucial role in safeguarding sensitive data by ensuring confidentiality,

integrity, and availability, protecting users and businesses from data breaches,
financial losses, and reputational damage.

B 10.5.2

What are the three main goals of cyber security?

o Confidentiality

e Integrity

o Availability
e Speed

o Scalability
o Usability

e Detection
e Response
e Monitoring

1 10.5.3

Protect data in transit from eavesdropping attacks

When sensitive data, such as credit card information or login credentials, is
transmitted between a client and a server, it becomes vulnerable to interception by
unauthorized entities. TLS addresses this by establishing an encrypted
communication channel, which ensures that any data exchanged remains private.
Even if a cybercriminal manages to intercept the data during transmission, they will
be unable to read or manipulate it without the appropriate decryption keys. This
encryption provides a secure layer of protection, safeguarding the integrity and
confidentiality of the transmitted information.

In addition to encryption, TLS authenticates the communicating parties during the

initial handshake process, ensuring that both the client and the server are who they
claim to be. This authentication prevents attackers from impersonating legitimate
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parties to intercept sensitive data. The protection provided by TLS is particularly
important for online transactions and communications, where the privacy of financial
or personal information is paramount. With TLS in place, businesses and individuals
can securely exchange data, reducing the risk of eavesdropping and data theft.

B 10.5.4
How does TLS protect data in transit from eavesdropping attacks?

« By encrypting the communication channel between the client and server
o By speeding up data transmission
e By using firewalls to block attackers

[ 10.5.5

Guarantee data integrity

Transport Layer Security (TLS) not only encrypts data to ensure privacy but also
guarantees data integrity. This is achieved through the use of a Message
Authentication Code (MAC), which is a digital signature attached to each transmitted
message. The MAC is generated by applying a hash function to the message,
creating a unique value that represents the content. Upon receiving the message, the
recipient can compute the MAC value using the same hash function and compare it
with the MAC attached to the message. If the values match, it confirms that the
message has not been altered during transmission. This process ensures that no
unauthorized tampering or message forgery has occurred.

The ability to verify data integrity is vital in preventing cyberattacks that involve
altering data in transit, such as man-in-the-middle attacks. Without a mechanism like
the MAC, an attacker could intercept a message, change its content, and send it to
the recipient without detection. TLS eliminates this risk by providing a way to confirm
that the message received is exactly the same as the one sent. By securing both the
confidentiality and integrity of data, TLS ensures that the information exchanged is
trustworthy and protected against unauthorized changes.

Br 10.5.6

How does TLS guarantee data integrity?

o By signing each transmitted message with a MAC

« By using hash functions to check message integrity
o By compressing the data to prevent tampering

e By encrypting the entire data stream
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1 10.5.7

Transport Layer Security (TLS) plays a crucial role in safeguarding against data
breaches by providing robust authentication during the initial handshake process.
When two parties - such as a client and a server - initiate a connection, they undergo
a series of steps to authenticate each other’s identity. This involves exchanging
digital certificates and cryptographic keys that confirm the legitimacy of the
communicating parties. The client verifies that the server's certificate has been
issued by a trusted Certificate Authority (CA), ensuring that the server is not an
impostor. By authenticating both sides, TLS prevents unauthorized entities from
masquerading as legitimate parties, keeping sensitive data safe from malicious
actors.

This authentication process is critical for preventing data breaches that could occur
if sensitive information, like passwords or payment details, were to be exchanged
with a fraudulent party. Even if an attacker manages to intercept the data during
transmission, without the correct cryptographic keys and certificates, they would be
unable to decrypt the information or pose as a legitimate server. TLS ensures that
only trusted entities can communicate, significantly reducing the risk of data
breaches and preventing sensitive data from ending up in the wrong hands.

B 10.5.8

What is a key mechanism TLS uses to safeguard against data breaches during
communication?

o Digital authentication during the handshake
o Data compression

e Message signing with a MAC

o Using deprecated algorithms

10.6 Communication

2 10.6.1

Transport Layer Security (TLS) serves a vital function in establishing secure
connections over the internet. Similar to how we greet others with a handshake in
person, TLS begins with a "handshake" to verify the authenticity of the parties
involved and ensure an encrypted communication channel. Before the TLS
handshake can occur, the website or email server must have an SSL/TLS certificate,
which is issued by a trusted certificate authority (CA).

There are three main types of SSL/TLS certificates, each requiring different levels of
validation:
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1. Domain validation (DV) certificate — This is the easiest to obtain, as it only
requires proof of domain control. However, it can be obtained by malicious
actors.

2. Organization validation (OV) certificate — Requires business identity
verification and is suitable for sites collecting sensitive information.

3. Extended validation (EV) certificate — The most stringent in validation,
ensuring the highest level of trust, typically used for financial transactions
and e-commerce.

An SSL/TLS certificate enables encrypted communication via public key
infrastructure (PKI) and authenticates the identity of the certificate holder. Even
though these certificates are often called SSL certificates, they use the more secure
TLS protocols.

B 10.6.2

Which type of SSL/TLS certificate requires the highest level of identity validation?

o Extended validation
o Domain validation
o Organization validation

J 10.6.3

The TLS handshake is a fundamental process that ensures secure communication
between a client (like your browser) and a server (like the website you're visiting). For
this explanation, we'll focus on the most recent and secure version of TLS, which is
TLS 1.3. When you open a website that supports TLS, your client and the web server
initiate the handshake, establishing an encrypted connection.

The process starts with the "Client Hello," where the client sends a list of supported
cipher suites and guesses the key agreement protocol. The server responds with the
"Server Hello," selecting the key agreement protocol and sending its SSL/TLS
certificate. Afterward, the client checks the server's certificate, creates symmetric
encryption keys based on the agreed-upon protocol, and sends the "Client Finished"
message. Once completed, both the client and the server begin securely exchanging
data using symmetric encryption, ensuring confidentiality and data integrity.

This entire process happens in the background and usually takes only a fraction of a
second!
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Ef 10.6.4

The TLS handshake involves a from the client and a from the server.

e Server Hello
e Client Hello

[ 10.6.5

Once the TLS handshake is complete, the client and server use the established
session key for symmetric encryption. This means that both parties use the same
key to encrypt and decrypt the data they exchange, ensuring that no unauthorized
party can read the communication. Additionally, TLS includes a message
authentication code (MAC), which ensures data integrity by verifying that the
transmitted data has not been altered.

The TLS protocol not only provides confidentiality and data integrity but also builds
user trust by displaying a padlock symbol in the browser's address bar, indicating
that the connection is secure. This visual cue is particularly important for websites
handling sensitive information, such as banking or e-commerce sites.

Despite the background complexity, this secure connection is established within
milliseconds, protecting your data from the moment you visit a website.

B 10.6.6

What does the message authentication code (MAC) in TLS guarantee?

o Data integrity
o Encryption strength
o Faster connections

10.7 Measures

£ 10.7.1

The Transport Layer (L4) is responsible for managing data transfer between devices
in a network, ensuring that data is reliably transmitted. Measuring performance at
this layer involves evaluating parameters like data throughput, packet loss, and
latency. These measurements are crucial for determining the quality and efficiency
of data transmission.

For example, TCP uses acknowledgment packets to confirm that data has been
successfully received. If acknowledgments are delayed or lost, this can indicate
network congestion or other issues. Measuring these factors helps network
administrators optimize performance and troubleshoot problems at the Transport
Layer.
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Br 10.7.2

Which metric is most critical for measuring data transmission reliability in the
Transport Layer?

o Packetloss

o Throughput

e Latency

e Data compression

B4 10.7.3

TCP uses
indicate

_____ packets to data receipt, and if these packets are delayed, it might
_____ in the network.

e congestion

e acknowledgment

1 10.7.4

Latency and jitter are two critical measurements when evaluating the performance
of the Transport Layer. Latency refers to the delay between sending and receiving
data, while jitter is the variation in packet arrival times. Both are essential for real-
time applications like video conferencing or online gaming, where low latency and
minimal jitter ensure smooth performance.

To optimize network performance, measuring and minimizing both latency and jitter
is important. Tools that track these metrics can help administrators identify
slowdowns and adjust network configurations to improve performance.

B 10.7.5

What does "jitter" measure in the context of network performance?

o The variation in packet arrival times
o The size of data packets

e The total amount of data transmitted
e The number of lost packets
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11.1 Session layer security

L 11.1.1

The session layer plays a vital role in establishing, maintaining, and terminating
communication channels between two endpoints on separate network hosts. It
functions much like a switchboard operator in earlier telecommunication systems,
but in the digital era, it efficiently manages data exchanges between applications on
different devices. This layer ensures that communication between devices is not only
reliable but also secure, ensuring data is properly organized and delivered without
errors.

One of the session layer's most critical tasks is managing secure, seamless
exchanges between users and servers, especially when accessing web applications.
For example, when you visit a website, the session layer establishes a session
between your computer and the server. It maintains that session, allowing data to
flow between both parties, such as web pages or files. Once the interaction is
complete, the session layer terminates the connection, ensuring all communication
is properly finalized.

B 11.1.2

What is the primary function of the session layer in a network?

e Managing communication between applications
o Encrypting data

o Ensuring data integrity

o Setting IP addresses

£ 11.1.3

Although the session layer helps secure communications, it is also a target for
attacks, such as session hijacking. Session hijacking occurs when an attacker gains
unauthorized access to a legitimate user's session, often by stealing or guessing a
session ID - a unique identifier that helps users stay logged in to an application or
website. Once they have control over the session ID, attackers can impersonate the
user and access sensitive data.

There are several ways attackers can hijack sessions. In a man-in-the-middle (MITM)
attack, they intercept traffic between a user and a server to steal the session ID. In a
session fixation attack, the attacker assigns a predetermined session ID to the victim,
usually by tricking them into clicking a malicious link. Both methods allow the
attacker to take control of the session, leading to compromised accounts and stolen
information.
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B 1114

Which of the following are session hijacking techniques?

e Man-in-the-middle attack
o Session fixation

e Phishing

o Denial of Service attack

[ 11.1.5

Preventing session hijacking and other session layer attacks requires implementing
strong session management techniques. One of the most critical steps is to ensure
that all communications between a client and server are encrypted using protocols
like SSL/TLS. Encryption helps prevent attackers from intercepting session traffic
and stealing sensitive data like passwords or session IDs. Additionally, unpredictable
and complex session IDs should be used to make it harder for attackers to guess or
brute-force them.

Another preventive measure is implementing session timeouts. These timeouts log
users out automatically after a period of inactivity, reducing the risk of attackers
hijacking inactive sessions. Multi-factor authentication (MFA) is also a strong
defense, as it requires an additional form of verification beyond just a session ID,
making it much more difficult for attackers to gain access to user accounts.

B 11.16

Session hijacking can be prevented by using to encrypt communications,

ensuring session IDs are , and setting _____ to log out inactive users.
e SSL/TLS
o complex

e« session timeouts

0 11.1.7

One of the primary defenses against session layer attacks is encryption. Encryption
converts data into a secure format that can only be decrypted by authorized parties.
This prevents unauthorized users from reading or modifying sensitive information
exchanged between clients and servers. SSL (Secure Socket Layer) and TLS
(Transport Layer Security) are the most common encryption protocols used to
protect data in transit across networks. They create secure communication channels
that help ensure the confidentiality and integrity of data.

In addition to encrypting data, it's essential to prevent access to cookies (which store

session IDs) from client-side scripts. This adds another layer of protection, as
cookies could be exploited by attackers to hijack sessions. Encrypting session
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cookies and ensuring they are only accessible through secure connections can
greatly reduce the chances of successful attacks.

Br 11.1.8

Which protocol is commonly used to encrypt session communications?

« FTP
« SSL/TLS
« HTTP
« SSH

311.1.9

OAuth and OpenlID Connect are popular session management protocols used for
secure authentication and authorization in web applications. OAuth allows users to
authorize third-party applications to access their information without revealing login
credentials. OpenlD Connect, built on top of OAuth, provides a standardized method
for verifying user identities, making the authentication process both secure and
convenient.

These protocols help ensure that user data is protected and that attackers cannot
easily compromise session information. By implementing OAuth and OpenlID
Connect, organizations can securely manage user sessions while maintaining strong
user authentication processes, reducing the risks associated with session hijacking.

B 11.1.10

Which of the following are secure session management protocols?

e OAuth

e OpenID Connect
e« HTTP Basic Auth
e FTP

£ 11.1.11

Session timeout policies are another crucial layer of defense in session
management. These policies automatically terminate a session after a specified
period of inactivity, which helps prevent attackers from exploiting abandoned or
inactive sessions. When a session times out, users are forced to log in again,
reducing the risk of session hijacking.

Multi-factor authentication (MFA) adds even more security by requiring users to

provide additional verification methods, such as a one-time password or biometric
scan, along with their session credentials. Even if an attacker manages to steal a
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session ID, MFA can prevent unauthorized access to the user's account. Together,
session timeout policies and MFA greatly enhance the security of the session layer.

B 11.1.12

To improve session security, organizations should implement
_ for an extra layer of authentication.

policies and use

e session timeout

e password expiration

o multi-factor authentication
e password

11.2 Measures

£ 11.2.1
Session duration and timeouts

The session layer is responsible for maintaining active communication sessions
between a user and a server. One key metric to measure at this layer is session
duration and the use of timeouts. Monitoring the length of time a session remains
open without activity is essential because suspiciously long or idle sessions can
signal security risks, such as a potential session hijacking attempt.

Session timeouts are security controls that automatically close inactive sessions,
preventing attackers from hijacking idle sessions. By enforcing short timeout
windows, organizations reduce the risk of unauthorized users exploiting active but
unattended sessions.

B 11.2.2

What does monitoring session duration help detect?
o Session hijacking attempts
e Encryption errors

o Hardware failures
o Buffer overflows

11.2.3
Number of active sessions per user
Another important measure is the number of active sessions a single user has at any

given time. A legitimate user typically maintains a predictable number of active
sessions. However, an unusual spike in active sessions could indicate that an

105



Session Layer Measures | FITPED Al

attacker is attempting to hijack the user’'s account across multiple devices or
locations.

Monitoring the number of simultaneous active sessions per user helps detect
unauthorized access attempts. It allows administrators to flag abnormal behavior
early and terminate suspicious sessions before any damage is done.

= 11.24

Which are signs of possible session hijacking related to session activity?

o Sudden increase in active sessions per user
o Session reauthentication requests

o Repeated session termination failures

o Excessive packet loss

3 11.2.5
Session establishment and termination

Tracking how sessions are initiated and terminated is crucial in detecting anomalies.
Failed session termination or repeated attempts to establish sessions could signal a
security threat, such as a session fixation attack. In these cases, an attacker may be
trying to exploit vulnerabilities in the session management process to gain
unauthorized access.

By monitoring session start and stop patterns, security teams can identify potential
attacks and take corrective actions, such as blocking malicious session attempts or
enforcing stricter authentication.

B 1126

Monitoring session and can help detect potential session fixation attacks.
Abnormal patterns in might indicate an attacker attempting to exploit
vulnerabilities.

« termination
e establishment
e session activity

11.2.7
Session ID entropy
Session IDs are used to uniquely identify a user's session. If the session ID is weak

or predictable, attackers may use brute force to guess it and hijack the session. This
is why it's important to measure the entropy, or randomness, of session identifiers.
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Strong, complex session IDs reduce the chances of attackers successfully predicting
them.

Cybersecurity teams must ensure that session IDs are generated with sufficient
randomness and complexity to thwart brute-force attacks, thereby improving the
security of the session layer.

B 11.2.8

Which practices strengthen session IDs?

e Using long and complex session IDs

e Randomizing session IDs

e Reusing session IDs across multiple users
e Using static session IDs

1 11.2.9
Detecting session hijacking attempts

Session hijacking can be detected by monitoring for unusual changes in session
behavior, such as duplicate session IDs or sudden shifts in IP addresses without re-
authentication. If a session is accessed from different locations in a short time
frame, this could signal an attack. Keeping track of these anomalies helps identify
and prevent hijacking attempts before they escalate.

Cybersecurity professionals can set up systems to automatically flag suspicious
session activity and respond promptly, such as by terminating the session or
requiring the user to reauthenticate.

Session Reauthentication

Reauthentication within a session adds another layer of protection by ensuring that
the user who initiated the session is still in control. Periodic reauthentication is a
security measure that can thwart attackers even if they manage to steal a session
ID. For example, if an attacker gains control of a session, they will be unable to
maintain access when reauthentication is required.

Measuring how often users are reauthenticated during their sessions helps maintain
security and prevents long-running hijacked sessions from going undetected.

B 11.2.10

Session hijacking attempts can be detected by monitoring session behavior
and _____ shifts in IP addresses without _____ .
e normal

e unexpected
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« reauthentication

3 11.2.11
Session layer anomalies

Anomalies in session behavior - such as repeated connection failures, unusually
large data transfers, or attempts to bypass session timeouts - can indicate a security
issue. Cybersecurity teams should measure these anomalies using behavioral
analysis to detect potential threats.

Al can assist by identifying patterns that deviate from normal session behavior. When
an anomaly is detected, automatic responses such as session termination or alerting
administrators can help mitigate the threat in real time.

B1 11.2.12

What could session anomalies indicate?

o Attempts to bypass session timeouts

e Unexpected data volume during a session
o Failed connection attempts

o Changes in firewall rules
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12.1 Presentation layer

[ 12.1.1

The session and presentation layer features are mostly coupled together. The
presentation layer establishes the way in which information is presented, typically for
display or printing. Data encryption and character set conversion (such as ASCII to
EBCDIC) are usually associated with this layer.

The prevailing security protocol in L5/L6 is Transport Layer Security (TLS) as a
successor of previous Secure Socket Layer (SSL).

TLS was developed to improve security shortcomings of its predecessor, SSL
(Secure Sockets Layer), and has become an inevitable part of securing internet
communication, primarily www (http), email (both IMAP and SMTP), and many
others.

Key aspects of TLS are as follows:

Encryption

TLS handshake
Authentication
Data integrity
TLS version

[ 12.1.2

Encryption

TLS encrypts the data transferred between a client (e.g., a web browser) and a server
(e.g., a web server). The encryption ensures that the data, even if intercepted by
unauthorized parties, are unreadable for them. For encryption, a combination of
asymmetric and symmetric encryption is used.

In the beginning of each communication session, key exchange happens (following
successful authentication) as a part of handshake. TLS can employ various methods
for securely exchanging encryption keys between the client and server. Key exchange
ensures that only authorized parties can decrypt and access the data. Common key
exchange methods include RSA certificate (most commonly used in HTTPS), Diffie-
Hellman, and Elliptic Curve Cryptography (ECC).

12.1.3
TLS Handshake protocol

The TLS handshake protocol is a critical process that establishes a secure
connection between a client (such as a web browser) and a server (like a web server).
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This handshake involves several essential steps: first, both parties agree on the
encryption algorithms to be used for the session. Then, they exchange cryptographic
keys that will enable secure communication. Finally, they verify each other's identities
to ensure that they are communicating with the intended party.

Once the handshake is successfully completed, the next step is to select a
ciphersuite that is compatible with both the client and the server. A ciphersuite is a
predefined combination of encryption and authentication algorithms that will govern
the secure session. During the handshake, clients and servers negotiate and agree
on a suitable ciphersuite based on their individual capabilities and security
requirements. Among the most commonly used ciphersuites are symmetric
algorithms like AES (Advanced Encryption Standard) and asymmetric algorithms like
RSA (Rivest—Shamir-Adleman).

B1 12.14

What is the purpose of the TLS handshake protocol?

e To establish a secure connection by agreeing on encryption algorithms,
exchanging keys, and verifying identities.

o To encrypt data using only symmetric encryption.

o To manage user authentication without secure communication.

o To negotiate internet speed between client and server.

3 12.1.5
Authentication

Authentication in TLS ensures that both the client and server can verify each other's
identities. This is typically accomplished through the use of digital certificates issued
by trusted Certificate Authorities (CAs). By presenting a certificate, a server can prove
its legitimacy, while clients can check the certificate's authenticity to ensure they are
connecting to the intended server.

This mutual authentication process is crucial for preventing man-in-the-middle
attacks and establishing trust in online communications. Understanding the
authentication mechanism in TLS is vital for ensuring the integrity and confidentiality
of data exchanged over the internet.

B 1216

What are the purposes of digital certificates in TLS?

e Authentication

e Public Key Distribution
e Session Management
o Data Integrity
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0 12.1.7
Data Integrity

Data integrity requires that data exchanged between client and server remain
unchanged during transmission. TLS uses cryptographic hashing algorithms to
create a unique hash value for the data being sent. This hash value acts like a digital
fingerprint and provides a means of verifying that data has not been altered or
tampered with in transit. After receiving the data, the receiver calculates the hash of
the received data and compares it with the hash value sent along with the data. If the
two hash values match, it confirms that the data has remained intact; if they differ, it
means that the data has been changed in some way. This mechanism not only
protects against unauthorized changes, but also helps maintain the overall integrity
and trustworthiness of the communication channel.

B1 12.1.8

What is the purpose of cryptographic hashing algorithms in TLS?

o To ensure that data exchanged between the client and server has not been
tampered with during transit.

o To create a unique hash value for the data, acting as a digital fingerprint for
verification.

o To encrypt the data being transmitted between the client and server.

o To authenticate the identity of the client and server during the handshake
process.

[ 12.1.9
TLS Versions

TLS is considered to be “a security standard” in many applications including HTTPS,
secured e-mail protocols (SMTP, IMAP as well as the legacy POP) etc. There are
numerous weaknesses of TLS, still. Among them, the most relevant include the
following:

o Risk of use of weak ciphers: One of the most common TLS security risks is
the use of weak ciphers. An attacker can easily crack such a weak cipher,
which can compromise the security of the communication. This can happen
when either side is forced to use a weak cipher by the other side by not
offering stronger options. However, this happens rarely because weak
ciphers are often excluded from the list of allowed ciphers by the TLS
clients/server software.

o Outdated TLS versions: This potential weakness is related to the previous. In
fact, the main risk of using an outdated TLS version is the same, namely
using a weak cipher. Using outdated TLS versions can be unsafe for any
organization. It can happen that as a result of using an outdated TLS version,
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a vulnerable cipher suite will be used instead of newer one, safer, that is
supported only in newer TSL versions.

e Vulnerabilities in TLS protocol: TLS protocol and its predecessor, SSL, have
vulnerabilities that can be exploited by attackers. These vulnerabilities can
lead to security breaches and compromise the confidentiality and integrity of
the transmitted data. Updating of software and using the newest available
TLS version can help to minimize this problem.

o Transmission speed degradation: Implementing TLS encryption can
introduce an overhead that is sometimes significant and can result in a slight
degradation in the speed of data transmission. However, the impact on
transmission speed is low in general.

e Plugin problems: Some plugins or extensions used with TLS may have
vulnerabilities or compatibility issues, which can pose security risks or cause
problems in the functioning of the protocol.

It's important to note that while TLS has weaknesses, it is still widely used and
considered a secure protocol for securing internet communications. The
weaknesses mentioned above highlight areas that need to be addressed and
mitigated to ensure the best possible security.

B 12.1.10

What are some common weaknesses associated with TLS?

o Therisk of using weak ciphers that can be easily cracked by attackers.

o The use of outdated TLS versions that may employ vulnerable cipher suites.
e TLS has no weaknesses and is always secure.

e TLS s only used for secure email protocols.

12.2 Measurement

[ 12.2.1

The presentation layer serves as a key intermediary between the application layer
and the underlying network. It communicates with the application layer to receive
user input and performs three basic functions to facilitate data transfer between
computers: translation, encryption/decryption, and compression.

Translation
The presentation layer translates the data received from the application layer, which
is usually represented as a series of characters and numbers. Different computers

may use different encoding schemes, so the data must be converted into a common
format to ensure that the receiving computer can interpret it accurately.
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Process:

« On the sender side, the presentation layer converts the user-dependent
format to a standard binary format.

« Upon arrival at the receiving end, the presentation layer translates the data
back into a format that is understandable by the receiving application.

This translation process ensures the correct presentation of the data on the
recipient's device, enabling seamless communication.

Encryption and decryption

Since computer systems often handle sensitive information, the presentation layer
plays a vital role in data security through encryption and decryption.

« Encryption: This process involves encoding data to make it unreadable by
unauthorized users. Before transferring data to the session layer, the
presentation layer encrypts it, protecting it from interception.

o Decryption: When the encrypted data reaches its destination, the
presentation layer decrypts it so that it can be displayed properly in the
application layer. This ensures that only authorized users have access to the
original data while maintaining confidentiality and security.

Compression

Compression is another important function performed by the presentation layer. It
reduces the size of data files, which is beneficial for speeding up transfer times.

Advantages: Smaller files take up less bandwidth and can be transferred faster over
networks. For example, when sending large files such as multimedia content, the
presentation layer compresses the data on the sender side. This compression helps
ensure that the data reaches its destination efficiently without significant loss of
quality.

B 12.2.2

Which of the following functions are performed by the presentation layer?

o Compression of data

o Encryption of data

e Translation of data formats
o Routing of packets
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B 1223

The presentation layer ensures that data is in a readable format by converting it from
a user-dependent format to a common _____ format. It also enhances security
through encryption and _____ of sensitive data.

o decryption
e binary

0 12.24

When considering presentation layer metrics in the context of cybersecurity, the
focus shifts to evaluating how well that layer manages data security, integrity, and
performance. When measuring, follow some common approaches and situations:

Encryption strength rating

In this case, the strength and type of encryption algorithms used by the presentation
layer can be evaluated. Strong encryption prevents unauthorized access to sensitive
data. Regular assessments help ensure that outdated or weak encryption methods
are not used.

Ensuring sufficient strength of encryption algorithms ensures that sensitive data is
adequately protected from interception and unauthorized access.

Imagine a scenario where a healthcare organization transmits sensitive patient data
between its systems using TLS encryption to secure the communication at the
presentation layer. During a regular security audit, the organization discovers that the
encryption algorithm used (e.g., an outdated version of RSA) is vulnerable to certain
types of attacks. An attacker exploiting this vulnerability could intercept the
communication and compromise the data integrity by modifying sensitive
information, such as a patient's prescription details, while it is being transmitted.

In this case, the attacker could:

1. Conduct a Man-in-the-Middle attack: By exploiting weaknesses in the TLS
implementation, the attacker places themselves between the client and
server. They can capture and alter the encrypted data stream without either
party realizing it. For instance, the attacker may change a medication dosage
in the data stream, putting the patient's health at risk.

2. Implement Decryption downgrade attacks: If the attacker can trick the client
or server into agreeing to use an older, less secure version of the TLS
protocol, they might be able to decrypt the data being transmitted. This
allows them to read sensitive patient information, leading to data breaches
and potential identity theft.

115



Presentation Layer Measures | FITPED Al

Bf 1225

What could happen if an outdated encryption algorithm is used at the presentation
layer during data transmission?

o An attacker could potentially intercept and modify the data.
o The data remains secure and unaltered.

e The transmission speed would significantly increase.

o Users would not be able to access the data.

1 12.2.6
Data integrity verification

Data integrity verification is a key aspect of cyber security, especially at the
presentation layer where data is prepared for transmission. This process ensures
that the information exchanged between the client and the server remains intact and
unchanged during the communication process. Monitoring data integrity before and
after transfer helps organizations detect any unauthorized changes or data
corruption.

Techniques such as checksums and cryptographic hashes are commonly used to
verify data integrity. A checksum is a simple algorithm that generates a small, fixed-
size value based on the data content. This value is sent with the data. Once received,
the recipient can calculate the checksum of the received data and compare it to the
sent checksum. If the two values match, the data is considered intact; if they differ,
it indicates possible manipulation or corruption.

Cryptographic hash values such as SHA-256 offer a more robust method of verifying
integrity. A cryptographic hash function generates a unique hash value that
represents the data. Like checksums, this hash is sent along with the data. Upon
receipt, the recipient recalculates the hash of the received data and compares it with
the original hash. If any part of the data has been altered, even by one bit, the hash
will change significantly, alerting the recipient to the problem.

Imagine a financial institution sending sensitive transaction details over a network.
Before the transfer, the bank calculates a cryptographic hash of the transaction data.
This hash value is sent to the recipient along with the actual transaction data.

After the data transfer, the recipient recalculates the hash from the received
transaction details. If the calculated hash matches the original hash sent by the bank,
the recipient can process the transaction with confidence, knowing that the data has
not been altered in transit.

However, if an attacker intercepts the transmission and modifies the transaction
amount, the hash generated from the forged data will not match the original hash.
This discrepancy will alert the recipient to a potential breach of integrity and prompt
further investigation.
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Bt 1227

What is the primary purpose of using checksums or cryptographic hashes in data
transmission?

« To verify that the data received is identical to what was sent.
e To enhance the speed of data transmission.

o To encrypt the data for secure transmission.

e To compress the data for easier handling.

0 12.2.8
Compression ratio

Compression ratio is a key metric in data transmission that measures the
effectiveness of a compression algorithm in reducing data size. Effective
compression can significantly reduce transfer time and bandwidth usage, resulting
in improved data transfer performance. This is especially important in environments
where network resources are limited or where speed is essential, such as online
transactions or real-time communication.

In the field of cybersecurity, effective compression not only improves performance,
but can also indirectly improve security. By reducing the size of the transmitted data,
the attack surface is minimized. Smaller data packets are usually transmitted faster,
reducing the opportunity for potential attackers to intercept sensitive information. In
addition, when data is compressed, it may require less processing power to process
it, further increasing system efficiency.

Consider a scenario in which a healthcare organization needs to transfer patient
records over the Internet. The organization uses a compression algorithm that
achieves a compression ratio of 4:1, which means that the original data size is
reduced to one quarter of its original size. By compressing these records, the
organization can transfer them faster, improving the user experience for clinicians
who need immediate access to this information.

Additionally, smaller data packet sizes mean there is less data that can potentially
be captured, which is critical given the sensitive nature of healthcare data. If an
attacker were to try to intercept the traffic, they would have a smaller window of
opportunity because compressed data is sent quickly over the network.

B 1229

How does efficient data compression improve security during data transmission?

o By reducing the time available for potential attackers to intercept sensitive
information.

e By increasing the size of data packets sent.

o By making the data easier to read for unauthorized users.
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e By eliminating the need for encryption.

0 12.2.10
Measurement of error rate and latency

Error rate and latency are critical metrics for evaluating the performance and
reliability of data transmission within the presentation layer. A high error rate may
indicate problems in either the presentation layer or the underlying network layers.
These errors can break data integration, resulting in applications processing
incorrect or incomplete information. In cybersecurity, a high error rate can also point
to potential vulnerabilities or interruptions in the transmission process that could
result from malicious activity. E

Latency, on the other hand, refers to data processing and data transmission. High
latency can seriously impact user experience and application performance, leading
to user frustration and potential change of business strategy. In addition, latency
monitoring is crucial from a cybersecurity perspective, which can serve as similar
points that attackers can exploit.

For example, if a system experiences high latency, it may be more susceptible to
DDoS (Distributed Denial of Service) attacks, in which an attacker overwhelms the
system with traffic as it further degrades performance.

Imagine a financial institution that processes thousands of transactions per minute.
If the transaction processing error rate is increasing, it could be due to several
problems in the presentation layer, such as data encoding errors or transmission
problems. This could lead to incorrect transaction records, which could lead to
financial irregularities or loss of customer confidence. Monitoring these error rates
allows you to quickly secure the root causes of data integrity.

Additionally, if the latency measurement depends on a significant delay in processing
transactions, these specific locations in the system may be involved. An attacker
could use these events to launch a DDoS attack, which would further complicate the
situation. By keeping latency to a minimum and continuously monitoring for errors, a
financial institution can provide robust performance and security and protect its
operations as well as customer data.

B 12.2.11

What are the implications of high error rates and latency in data transmission?

e They can indicate underlying vulnerabilities or interference in the
transmission process.

e They may lead to financial discrepancies and loss of customer trust.

o They improve user experience and application performance.

e They are irrelevant to cybersecurity concerns
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13.1 Software application types

3 13.1.1

Types of applications that need security

In today's digital age, updates are part of our lives and business. There is a wide
range of applications that serve different purposes and process different types of
information. Regardless of their specific focus, it is crucial to ensure their protection
against cyber threats. Resources emphasize security at the application web layer,
especially for mobile, and cloud applications.

B1 13.1.2

Which application types are considered essential to secure at the application layer
due to their widespread use and sensitivity of information processed?

¢ mobile

e cloud

e web

e local

o desktop
3 13.1.3

Mobile applications

Mobile applications have become an integral part of our smartphones and tablets.
They are used for communication, entertainment, work, and many other activities.
Some resources warn of the vulnerability of mobile devices and applications that
transmit information over the Internet, which exposes them to the risk of attacks.

Mobile apps often send and process sensitive data, such as personal information,
financial data, and login credentials. Therefore, it is necessary to implement robust
security measures to protect this data from unauthorized access and misuse.

Next resources recommend using VPN (Virtual Private Network) to increase the
security of mobile applications. A VPN encrypts the data transfer between the mobile
device and the device, making it difficult for attackers to intercept and sensitive
information.

Another important step is to verify the security of mobile applications before

installing them. The IT department should review the mobile app and ensure they
confirm the company's security policy.
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Bf 13.14

What is a recommended security measure to protect sensitive data when using
mobile applications?

e Using a VPN to encrypt data transfers
o Disabling all app permissions

e Do not using public Wi-Fi networks

« Avoiding any updates for the app

0 13.1.5
Web applications

Web applications are accessed through a web browser and are hosted on remote
servers. Some resources emphasize the security of web applications because they
are directly exposed to the Internet and are a target for cybercriminals.

Web applications often process sensitive data such as financial transactions,
personal information, and login credentials. Many resources warn against various
types of attacks on web applications, including DDoS attacks, HTTP sinks, SQL
injections, cross-site scripting (XSS), and parameter tampering.

To protect web applications, it is necessary to implement a multi-layered defense.
Typical security standard is using a Web Application Firewall (WAF) that monitors,
mainly, and blocks malicious traffic to and from the web application.

In addition to WAF, it is important to implement other security measures such as
authentication, authorization, encryption and security testing.

B 13.1.6

Which of the following attacks target web applications directly?
o Distributed Denial of Service (DDoS)
e SQL Injection

e Man-in-the-Middle (MitM) attacks
o Cross-Site Scripting (XSS)

[ 13.1.7
Cloud applications
Cloud applications are hosted and run in a cloud environment, which brings new

security challenges. They provide shared resources and sensitive data that they
transmit over the Internet.
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It is necessary to ensure that they only have access to the data that they are
authorized to, so that sensitive data is transmitted and stored securely. Transfer
requires data encryption both during transmission and when stored in the cloud
environment.

In the cloud environment, it is very good to achieve access rights, and due to sensitive
requirements, only authorized persons were given. Regular security audits and
monitoring of activities in the cloud environment are crucial for timely identification
and resolution of security incidents.

B4 13.1.8

Which of the following practices is essential for identifying and resolving security
incidents in a cloud environment?

Regular security audits and activity monitoring
Data compression

Increased storage capacity

User satisfaction surveys

[ 13.1.9

loT devices

loT devices such as smart home appliances, wearables and sensors are increasingly
connected and collect and exchange vast amounts of data. However, this
connectivity also brings new security risks, as loT devices are often vulnerable to
cyber attacks.

Why is loT application security important?

Similar to other types of applications, in the case of IoT applications, security at the
application layer is key to protecting sensitive data and ensuring system integrity.
Vulnerabilities at the application layer can lead to:

o Device abuse: Attackers can gain control of 10T devices and abuse them for
malicious purposes, such as spreading malware, DDoS attacks, or
surveillance.

o Data theft: IoT devices collect and store sensitive data such as personal
information, location data, and health data. Vulnerabilities in the application
layer can allow attackers to gain unauthorized access to this data.

o Threats to Security and Privacy: Misuse of 0T devices can have serious
implications for the security and privacy of individuals and organizations. For
example, an attacker could gain control of a smart lock and break into a
home, or misuse a medical device and endanger a patient's health.
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B 13.1.10

loT devices can collect and store sensitive data such as (which includes details
like names, addresses, and contact numbers that can identify individuals), _____
(which tracks the physical location of users, often collected through GPS, and can
reveal patterns of movement or habits), and _____ (which encompasses medical
history, biometric data, and real-time health metrics that are critical for monitoring
and managing health conditions).

o personal information
e health data
e location data

0 13.1.11
How to secure loT applications?

As loT devices increasingly connect and exchange data, implementing robust
security strategies becomes critical to safeguarding sensitive information and
maintaining system integrity.

Key Aspects of Securing loT Applications:

o Secure Development: Implement security measures during the development
phase of |oT applications. This includes:

o Secure coding practices to prevent vulnerabilities.

» Security testing to identify and fix potential weaknesses.

o Using security tools to enhance the development process.

o Authentication and Authorization: Ensure that every device and user is
properly authenticated and authorized to access the network and data. This
can include:

o Implementing strong password policies.

« Utilizing multi-factor authentication (MFA) for added security.

« Encryption: Protect sensitive data by encrypting it both during transmission
and when stored. This ensures that even if data is intercepted, it remains
unreadable to unauthorized parties.

« Software Updates: Regularly update software to patch vulnerabilities and
protect against new threats. This can involve:

o Automated updates for loT devices.

o Timely manual updates to maintain security.

o Threat Monitoring and Detection: Continuously monitor the network and
connected devices for any suspicious activity. This includes:

» Implementing intrusion detection systems (IDS).

o Setting up alerts for unusual behavior or potential breaches.
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B 13.1.12

Which of the following measures are essential for securing loT applications?

e Secure development practices

e Encryption of sensitive data

e Authentication and authorization processes

e Regularly changing device names to something obscure

= 13.1.13

___ includes practices such as secure coding techniques, conducting security
testing to identify vulnerabilities, and utilizing security tools that help developers
write code that is resistant to attacks.

___ verifies the identity of users and devices, ensuring that only authorized
personnel can access the IoT application. _____ then determines what resources and
actions authenticated users or devices are allowed to access. This layered approach
prevents unauthorized access and helps maintain the integrity of sensitive data by
ensuring that only the right users can perform specific actions.

_____ transforms sensitive data into an unreadable format, protecting it from
unauthorized access. This process should be applied both during data transmission
(data-in-transit) and when it is stored (data-at-rest).

e Encryption

o Authentication

o Secure development
o Authorization

13.2 Application layer security

[ 13.2.1

The application layer, the top layer of the OSI model, acts as the primary interface
between users and networked applications. This layer is crucial for user interaction
with online services, such as browsing web pages, sending emails, or accessing
cloud-based applications. Unlike lower OSI layers, which focus on technical data
transfer processes, the application layer prioritizes user-oriented functions and
services.

Since it connects directly with users, the application layer is also a common target
for cyber attacks. The information processed here often includes sensitive data, such
as credentials, personal information, and financial transactions, making it essential
to secure this layer. Cybersecurity at this level protects user data, ensures system
integrity, and supports reliable online service operations.
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Br 13.2.2

What is the primary purpose of the application layer in the OSI model?

Acting as a direct interface for users with networked applications.
Controlling data transfer across devices.

Managing encryption and decryption at all network levels.
Ensuring packet delivery accuracy.

[ 13.2.3

Cyber attackers often target the application layer because it handles sensitive user
data. Vulnerabilities at the application layer can lead to:

Degradation of application performance and stability: Attacks such as DDoS
(Distributed Denial of Service) and HTTP launch an application with an
enormous amount of attacks, draining its resources and making it inoperable
for legitimate attacks.

Data theft: Attacks such as SQL injection allow attackers to manipulate
databases and gain unauthorized access to sensitive data. Consequences
can be effective, including financial loss, reputational damage and legal
action.

Disruption of the entire network: In some cases, attacks on an application
function can also affect the functioning of the entire network. For example, if
an attacker manages to gain control of a critical server, it can paralyze the
entire network.

The main types of attacks include:

DDoS (Distributed Denial of Service): This attack overwhelms a server or
network with massive amounts of traffic, making it unusable for legitimate
users. DDoS attacks often rely on botnets—networks of infected devices that
generate high traffic to overwhelm the system.

SQL Injection: Attackers exploit vulnerabilities in an application’s code to
insert malicious SQL commands into a database. SQL injections can lead to
data theft, alteration, or even full control over a database.

Cross-site Scripting (XSS): In this attack, attackers inject malicious scripts
into websites. When users visit the infected site, their browsers execute the
scripts, potentially stealing cookies, login credentials, or redirecting users to
harmful sites.

B 13.2.4

Three common application layer attacks include:

—_—

—_—

which overwhelms servers with traffic;

which exploits database vulnerabilities;
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- _, Which injects harmful scripts into websites.

o SQL Injection
e DDoS
o Cross-site Scripting (XSS)

[ 13.2.5

The consequences of neglecting security at the application layer are also reflected
in the financial level. the cost of a data breach in 2023 will exceed 4 trillion millions
worldwide, with the US company experiencing losses of more than 9 trillion millions.
These numbers make it clear that investing in application layer security is a must.

Web applications are part of our lives today and often process sensitive information,
making them a target for cybercriminals. Therefore, it is necessary for organizations
to pay maximum attention to the security of their web applications and implement
robust security measures.

A Web Application Firewall (WAF) filters traffic between the web application and the
Internet, blocking malicious requests based on predefined attack patterns. WAFs
analyze HTTP requests and prevent common threats like SQL injections and XSS
attacks.

Secure Web Gateway Services add an extra layer of protection by filtering URLs,
blocking malicious content, and enforcing security policies. These services prevent
users from accessing malicious sites, helping to protect sensitive information from
being compromised during web browsing activities.

B 13.26

Which of the following measures are used to secure the application layer?

Web Application Firewall (WAF)
Secure Web Gateway Services

Data Packet Routing

o Network Address Translation (NAT)

[ 13.2.7

Secure Web Gateway (SWG) Services are security solutions that protect users from
accessing potentially dangerous or malicious websites. The main principle behind
SWG is filtering and monitoring web traffic based on security policies set by an
organization. By enforcing these policies, SWG ensures that employees or network
users only access safe and approved websites, minimizing exposure to threats like
malware, phishing attacks, and malicious content.

Here's how it generally works:
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1. Traffic Inspection and Filtering: When a user tries to access a website, SWG
inspects the HTTP/HTTPS request. The gateway checks the requested URL
against a database of known malicious sites and other policy criteria, such
as content filtering or category restrictions (e.g., blocking social media
during work hours).

2. Blocking and Allowing Content: If the site is safe and policy-compliant, SWG
allows access. If the site is flagged as malicious or doesn’t meet security
policies, the gateway blocks access, displaying a warning to the user. SWG
can also perform deep content inspection, analyzing data within the web
page to detect malware or other security threats.

3. SSL Decryption and Inspection: SWG can decrypt HTTPS traffic temporarily
to inspect the data. This ensures that even encrypted traffic is checked for
threats before reaching the user, then re-encrypts the traffic before it
continues to the destination.

4. Policy Enforcement and Logging: SWG enforces company policies on web
usage, such as blocking access to high-risk sites, filtering web content, or
requiring multi-factor authentication for specific resources. Additionally,
SWG logs each web access attempt, creating a record that can be reviewed
for suspicious behavior or compliance auditing.

By enforcing access control and providing visibility into web activity, Secure Web
Gateway Services help organizations mitigate risks associated with internet
browsing and ensure compliance with security policies.

B 1328

What is the primary role of Secure Web Gateway (SWG) Services?

« Filtering and monitoring web traffic to block unsafe content.
o Encrypting all user data on the network.

o Speeding up internet access.

e Managing the physical security of servers.

B 1329

Secure Web Gateway (SWG) Services work by inspecting web traffic to block
websites, enforcing security set by the organization, and ensuring safer internet
browsing.

e« malicious
e policies

B 13.2.10

Which of the following methods does a Secure Web Gateway typically use to identify
and block malicious web content?

o Content filtering and URL inspection
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« Data compression and caching
« Session encryption only
e Manual user monitoring

13.3 Secure practices

3 13.3.1
Secure procedures in the application layer

Application layer security relies heavily on secure coding practices. Developers must
use techniques such as input validation to prevent malicious data from entering the
application, proper error handling to prevent unintentional information leakage, and
secure libraries to avoid known vulnerabilities. By following these practices,
developers reduce the risk of introducing security flaws into applications that could
be exploited by attackers.

Authentication and authorization are also key as they control user access.
Authentication confirms a user's identity (using passwords, biometrics, etc.), while
authorization determines their level of access within the system. Together, these
practices create a strong foundation for application security.

Br 13.3.2

Which coding practice is essential for preventing unauthorized data from entering an
application?

e Input validation

o Datarouting

o Packet inspection
o Data compression

£ 13.3.3

Encryption is vital in protecting sensitive data within the application layer. By
converting readable data into an unreadable form, encryption protects data from
unauthorized access. Two forms of encryption are used here: encryption in transit,
which protects data while it's being sent across the network, and encryption at rest,
which secures stored data.

Encryption requires secure keys, which only authorized users can access. If attackers

intercept encrypted data, they can’t decipher it without the decryption key, ensuring
that sensitive information remains secure.
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Bf 1334

Encryption protects data in the application layer by converting it to an unreadable
form. Encryption in secures data in transmission, while encryption at _____
protects stored data.

e tranzit
e rest
[ 13.3.5

Monitoring and logging are essential for application layer security, as they help
identify and respond to suspicious activity in real-time. Continuous monitoring tracks
application activities, and logging keeps records of all actions within the application.
Together, they help organizations detect potential security incidents early and
respond promptly.

When unusual activity or unauthorized access is detected, security teams can
investigate and mitigate the risks. Logging also provides a valuable record for post-
incident analysis, helping improve future security strategies.

B 1336

Why is monitoring and logging important for application layer security?

o They help detect suspicious activity in real-time

o They support incident investigation and response
o They prevent all data breaches before they occur
o They ensure data packet routing accuracy

[ 13.3.7

Comprehensive Application Layer Security

Organizations need a robust, multi-faceted approach to secure the application layer
effectively. This includes using WAFs and secure web gateways, following secure
coding practices, implementing strong authentication, and encrypting sensitive data.
Additionally, continuous monitoring and logging are essential to catch and respond
to threats promptly.

By combining these measures, organizations protect sensitive user data, maintain
system integrity, and ensure reliable access to their applications and services.
Application-layer security is fundamental to defending against increasingly
sophisticated cyber threats in today's digital world.
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Er 13.3.8

Which of the following best describes the purpose of combining multiple security
measures in the application layer?

o It creates a comprehensive defense against diverse threats
o It prevents all cyber attacks completely

o It simplifies network structure and data flow

e It speeds up data transmission

13.4 Protection methods

1 13.4.1
Protection methods at the application layer

To protect against these threats, organizations use various security measures at the
application layer. One of the most important tools is the Web Application Firewall
(WAF). A WAF monitors, filters, and blocks malicious traffic to and from a web
application, providing a protective shield between the application and the Internet. It
specifically targets application layer attacks and uses a set of rules to analyze
incoming requests and block those identified as malicious.

In addition, secure web transit services are used to enforce compliance with
corporate and regulatory policies, ensuring that inappropriate or dangerous content
is not transmitted through web applications. These gateways can also provide
additional layers of security, such as URL filtering, advanced threat defense, and data
loss prevention.

Security measures at the application layer are a set of techniques and tools that
protect applications from cyber threats. These measures focus on ensuring various
aspects of security, including authentication, authorization, encryption, logging, and
application security testing.

B 134.2

Which of the following are security measures used at the application layer?

o Secure web transit services

o Web Application Firewall (WAF)
o Antivirus software

o Firewalls at the network layer
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[ 1343
Authentication

Authentication is the process of verifying a user's identity. The sources emphasize
the importance of authentication as the first step in securing applications.
Authentication ensures that only authorized users can access the application and its
data.

Username and password

The traditional method of authentication is to use a combination of username and
password. The user enters his unique username and secret password so that the
system can verify his identity. It is important that users use strong passwords that
contain a combination of upper and lower case letters, numbers and special
characters to minimize the risk of password guessing.

Multi-factor authentication

Multi-factor authentication (MFA) is a more advanced form of authentication that
requires multiple factors from the user to verify their identity. These factors can
include something the user knows (password), something the user has (mobile
device), or something the user is (fingerprint or facial recognition). MFA greatly
increases security because an attacker would have to gain control over multiple
factors to successfully authenticate.

Bf 1344
What is the primary purpose of authentication in application security?

o To verify a user's identity

o To store user data securely

o To encrypt sensitive information

o To manage application performance

B 1345

Which of the following are components of multi-factor authentication (MFA)?

o Fingerprint or facial recognition
e Password

e Username

o Application performance metrics
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Bf 134.6

In traditional authentication, a user must enter a and a corresponding to
verify their identity, while multi-factor authentication (MFA) requires multiple factors
such as something the user knows, has, or .

e be

o logfile

e« has

e username
e S

e password

BZ 1347

Why is it important for users to create strong passwords?

To improve application speed

To minimize the risk of password guessing
e To enhance user experience

To comply with user agreements

Bf 13.4.8

Which of the following best describe the benefits of multi-factor authentication
(MFA)?

« ltincreases security by requiring multiple verification factors
e lItreduces the likelihood of unauthorized access

o It simplifies the login process

o It allows users to share their accounts easily

BT 1349

Authentication is crucial because it ensures that only _____ users can access an
application and its _____, preventing unauthorized access and data breaches.

e unauthorised

« information about user movement in system
o authorised

o logs

o data
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1 13.4.10
Authorization

Authorization is the process that determines what actions and resources an
authenticated user can perform in an application. After verifying the user's identity,
the system verifies his authorizations and allows him to access only those functions
and data for which he has permission. Authorization ensures that users cannot
perform unauthorized actions or access sensitive data to which they are not
authorized.

Encryption

Encryption is the process of transforming data into an unreadable form, thus
protecting it from unauthorized access. Encryption is used to protect sensitive data
during transmission over the Internet (encryption of data in transit) and when stored
on servers (encryption of data at rest). Encryption ensures that even if an attacker
gains access to the data, they will not be able to read it without the decryption key.

B 13.4.11

What is the main purpose of authorization in an application?
o To determine what actions and resources an authenticated user can access
o To verify a user's identity

o To transform data into an unreadable form
o Torecord events and activities within the application

B 134.12
Which of the following statements correctly describe encryption?
« It protects sensitive data during transmission and storage
o It ensures that unauthorized users cannot read the data without a key

« It makes data readable to everyone
o Itis a method of verifying a user's identity

B 134.13
Authorization is critical for ensuring that users can only accessthe _____ and perform
____ for which they have permission, thereby preventing unauthorized actions and

data breaches.

« actions
e resources
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0 13.4.14
Logging in

Logging is the process of recording events and activities in an application. Event logs
provide information about who, when, and what actions were taken in the application.
Logging is important for security auditing, incident analysis, and forensic analysis. In
the event of a security incident, event logs can help identify the source of the attack,
determine the extent of the damage, and take remedial action.

Application security testing

Application security testing is the process of identifying and removing vulnerabilities
in an application. Security testing is performed throughout the software development
life cycle, from the design phase to the deployment phase. There are several types
of security testing, including penetration testing, vulnerability testing, and code
security testing. Security testing ensures that the application is resistant to known
attacks and vulnerabilities.

B 13.4.15
Why is logging important in applications?

» lItrecords events and activities for security auditing
« It simplifies user authentication

o Ittransforms actions into an readable format

o It directly prevents unauthorized access

BT 13.4.16
What is the primary goal of application security testing?

o To identify and remove vulnerabilities in an application

o To enhance the user interface of the application

o To speed up the development process

o To ensure that the application meets business requirements

13.5 Meassurement |.

Q 13.5.1

In cybersecurity, no single, universally accepted framework exists for implementing
security measures. However, several authoritative frameworks provide structured
approaches. One influential example is the Framework for Improving Critical
Infrastructure Cybersecurity, developed by the U.S. National Institute of Standards
and Technology (NIST). This framework introduces a process-based philosophy,
where the focus is on securing assets through five functions: Identify, Protect,
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Detect, Respond, and Recover. Each function represents a step in protecting critical
infrastructure and is part of a holistic approach to threat management.

Other classification systems for cybersecurity measures often rely on multicriteria
approaches. The ISO 27000 series, for example, provides a comprehensive
framework with 14 domains of cybersecurity and is commonly used across
industries to guide security implementations. Similarly, company-specific models
like DOIT Security’s "12 Basic Types of Network Security Measures" offer additional
classifications that organizations can use to structure their security policies.

Further, cybersecurity measures can be organized based on their target objects,
focusing on specific areas like critical infrastructure security, network security,
cloud security, application security, and loT security. These classifications allow
security professionals to focus on protecting specific assets or systems that are
particularly vulnerable to cyber threats. In this course, we'll explore these approaches
using a bottom-up perspective based on the OSI model, beginning with lower layers
(Layers 1 and 2) and advancing to the application layer (Layer 7).

B 13.5.2

What is the main focus of NIST’'s Framework for Improving Critical Infrastructure
Cybersecurity?

o Implementing a process-based approach with steps like Identify, Protect,
Detect, Respond, and Recover

o Applying a standardized encryption protocol

» Defining a mandatory checklist of network security protocols

o Enforcing security only at the network layer

Br 1353

ISO _____ 000 provides a classification system that divides cybersecurity measures
into _____ domains, offering a multicriterial approach.

e 14

o« 27
1 13.54

The measurement options for the application layer are divided into several pieces:

o Confidentiality metrics: Measure how effectively sensitive data is protected
and accessible only to authorized users. This includes testing encryption,
authentication and access control.

o Integrity of metrics: They verify that data remains unchanged and accurate
and protect it from unauthorized modifications. This includes testing
hashing functions, checkbooks and digital signatures.

135



Application Layer Measures | FITPED Al

Authentication metrics: Verify the identity of users accessing the system,
ensuring that only authorized individuals gain access. The metrics evaluate
the effectiveness of authentication mechanisms such as passwords,
biometric scanning, and multi-factor authentication.

Authorization metrics: Determine which resource and data user access is
authenticated. Common methods include role-based access control (RBAC)
and attribute-based access control (ABAC). Testing verifies that these
authorization policies are properly implemented and enforced.

Availability metrics: Ensure that systems and applications are accessible and
functional when needed. This includes testing for potential downtime,
assessing resistance to attacks such as DDoS, and securing redundant
systems.

Non-repudiation metrics: Ensure actions and transactions can be traced
back to their origin. Techniques such as digital signatures and audit logs
confirm this non-repudiation.

Resilience metrics: Refer to the system's ability to withstand and recover
from security incidents. This includes testing incident response plans,
backup systems and recovery processes.

B 13.5.5

What do confidentiality metrics measure in the context of application security?

The effectiveness of protecting sensitive data
The number of users accessing the system
The speed of data processing

The number of successful logins

Bf 13.5.6

What do authorization metrics determine in an application?

User access to resources and data
User engagement levels

The number of users logged in

The response time of the application

B 1357

Which methods are typically tested by integrity metrics to ensure data accuracy?

Hashing functions
Checksum techniques
User interface design
User activity tracking
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Ef 13.5.8

Which methods are evaluated by authorization metrics to control user access?

» Role-based access control (RBAC)

« Attribute-based access control (ABAC)
« User success login evaluation (USL)

o Performance testing

B 13.5.9

Which aspects do availability metrics assess to ensure system functionality?
« Digital signatures
o Auditlogs

o User satisfaction surveys
o Data visualization tools

B 13.5.10

Which elements are evaluated by resilience metrics to measure a system's ability to
recover?

o Incident response plans
o Backup systems

o User feedback collection
o System performance metrics

13.6 Measurement II.

3 13.6.1
Tools for security testing

In addition to these basic metrics, there are also specialized tools for security testing
at the application layer

e SAST (Static Application Security Testing): Analysis of source codes for
vulnerabilities without running the application.

e DAST (Dynamic Application Security Testing): Evaluates applications in their
running state, thereby imitating the actions of an attacker.

e |AST (Interactive Application Security Testing): Combines SAST and DAST
methodology to provide comprehensive security analysis.
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e SCA (Software Composition Analysis): Identifies vulnerabilities in site components
and third-party open source libraries integrated into applications.

e MAST (Mobile Application Security Testing): It focuses on identifying
vulnerabilities in mobile applications.

e RASP (Runtime Application Self-Protection): Monitors and protects the application
in real time by injecting security checks into the application at runtime.

B 13.6.2

Which of the following statements accurately describe the capabilities of Static
Application Security Testing (SAST)?

e SAST analyzes source code for vulnerabilities without executing the
application.

« ltidentifies coding errors and security flaws early in the development
process.

e SAST requires the application to be running to perform its analysis.

o SAST can only analyze specific programming languages.

B 13.6.3

What are the key characteristics of Dynamic Application Security Testing (DAST)?

DAST evaluates applications in their running state.

DAST simulates the actions of an attacker to identify security weaknesses.
It can only detect vulnerabilities in the application interface.

It is ineffective for identifying issues related to application source code.

BT 1364

Which of the following statements accurately describe Interactive Application
Security Testing (IAST)?

o |AST combines both static and dynamic testing methodologies.

o |AST provides real-time feedback on vulnerabilities during testing.

It is primarily used for static analyzing source code only.

It is limited to web applications and cannot be used for mobile apps.

Br 13.6.5

Which features are associated with Software Composition Analysis (SCA)?

o SCA identifies vulnerabilities in third-party libraries and components.
o SCA helps manage open source licenses and compliance issues.

o Itonly analyzes proprietary software components.

o It can evaluate the performance of software components in real-time.
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Ef 13.6.6

What are the main focuses of Mobile Application Security Testing (MAST)?

e MAST is designed to identify vulnerabilities specifically in mobile
applications.

o MAST evaluates the security of mobile applications on both iOS and Android
platforms.

« It only tests the user interface of mobile applications.

o It can be used for any type of software, including desktop applications.

B4 13.6.7

Which statements accurately describe the functions of Runtime Application Self-
Protection (RASP)?

e RASP injects security checks into the application at runtime.

« RASP monitors application behavior in real-time to detect and prevent
attacks.

o It solely relies on static analysis to protect applications.

o It can operate independently of the application development lifecycle.

[ 13.6.8

For effective security testing at the application layer, the following best practices are
suitable:

e Shifting security testing to the left: Integrating security practices into the early
stages of the software development cycle.

e Comprehensive testing throughout development: Use of different types of testing
at different stages of software development.

e Comprehensive risk assessment: Identification and prioritization of potential
threats and vulnerabilities.

e Security metrics monitoring and analysis: Track key metrics to understand the
effectiveness of security measures.

e Cooperation with security experts: For security experts in the software
development process.

e Regular update and maintenance of security measures: Ensuring that security
tools, libraries and protocols are up-to-date.

139



Application Layer Measures | FITPED Al

Br 13.6.9

Shifting security testing to the left means ____ security practices into the early
stages of the software development cycle.

Comprehensive testing throughout development requires the use of _____ types of
testing at different stages of software development.

and prioritization of potential

A comprehensive risk assessment involves the
threats and vulnerabilities.

o integrating

e identification
o different

B4 13.6.10

Monitoring and analysis of security metrics help organizations track key metrics to
understand the _____ of security measures.

Cooperation with is essential for incorporating security expertise into the
software development process.

Regular update and maintenance of security measures ensure that security tools,
libraries, and protocols are to address current threats.

e up-to-date
e security experts
« effectiveness
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14.1 Applications of cybersecurity classification

[ 14.1.1

Data classification in cybersecurity plays a key role in determining the nature of
various events related to data transmission and processing. The ability to effectively
classify data helps organizations implement appropriate security measures to
protect sensitive information and maintain system integrity.

Proper data classification can prevent unauthorized access and identify potential
threats before they escalate into more significant security incidents. The
classification framework can be used in a variety of scenarios, with the primary goal
being to distinguish between "malicious" and "safe" content.

Examples of data classification:
Classification of e-mail messages:

o Spam / Not Spam: Identifying unsolicited emails that can flood your inbox
and contain malicious content.

« Malicious Message Content / Safe Content: Differentiating between emails
containing malware or malicious links and legitimate messages.

« Phishing Message / Not Phishing: Recognizing emails designed to trick
users into providing sensitive information versus genuine communication.

o A combination of the above: Understanding that the email may be spam, may
contain malicious content, and may potentially be a phishing attempt.

Classification of attack attempts:

o Probing: Involves activities such as scanning live IP addresses or identifying
open ports that attackers often use to find vulnerabilities.

o Login attempts: Monitoring unauthorized login attempts that may indicate
brute force attacks or credential execution.

o File Attack: Identification of attempts to manipulate, damage or exfiltrate
files from the system.

« Denial of Service (DoS) Attacks: Identify denial of service attacks that aim to
make services unavailable to legitimate users.

+ Advanced Attacks: A combination of different tactics, such as those
mentioned above, which may indicate a more sophisticated threat vector.

B 14.1.2

Which of the following are examples of e-mail message classifications?
e Spam/ Not Spam

« Safe Content / Malicious Content
o Phishing Message / Not Phishing
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e Open Ports / Closed Ports

B 1413

When classifying attack attempts, identifying _____ involves scanning for
vulnerabilities by checking for live IP addresses and open ports.

In cybersecurity, a attack aims to disrupt the availability of services to
legitimate users, often by overwhelming the server with traffic.

e probing
« Denial of Service (DoS)

B1 1414

Which classifications are related to attack attempts?

e Probing

e Login Attempts

e Malicious Content
e Spam

14.2 Strategies for threat detection

£ 14.2.1
Reactive vs. proactive approach

In cybersecurity, threat detection can be categorized into two main approaches:
reactive and proactive. A reactive approach, such as signature-based detection,
identifies threats based on known patterns or "signatures" from past attacks. The
main issue with this approach is that it requires an attacker to succeed in at least
one instance before the threat can be recognized and countered. This is sometimes
referred to as the "sacrificial lamb" strategy, where an initial system or device might
fall victim to the attack before the threat is contained.

On the other hand, a proactive approach, like heuristic or anomaly-based detection,
identifies potential threats even if they don’'t match previously known patterns. This
method tries to predict threats based on unusual behavior, which allows for earlier
detection. However, this increased vigilance comes with a downside: a higher
number of false positives, where legitimate actions may be incorrectly flagged as
threats.

B 14.2.2

Which of the following are characteristics of proactive threat detection methods?
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o ltidentifies threats based on unusual behavior.
e It can detect new or unknown threats.

e It may result in more false positives.

o It relies on known attack signatures.

e It may result in more false positives.

= 14.2.3

Which of the following are true about signature-based detection methods?

o It can detect threats based on known patterns.

o ltrelies on pastincidents to detect future threats.

o ltrequires an attack to happen before it can identify the threat.
o It does not require any prior knowledge of attacks.

o Itis highly effective against new, unknown threats.

1 14.24

Signature-based detection is a common example of the reactive approach to
cybersecurity. In this method, a device or system compares incoming data or
behavior to known signatures of past attacks. If the data matches a known signature,
it is flagged as malicious. This method works well for identifying familiar threats but
struggles with new or rapidly evolving threats, as the system must first observe the
attack and create a signature before it can respond.

While signature-based detection is effective at blocking known threats, it has a major
limitation: the attack must happen first before it can be recognized. This reactive
nature means some systems may be vulnerable to novel threats that have not yet
been analyzed.

Br 14.25

What is the main limitation of signature-based detection?

o It only works on familiar, known threats.
o It cannot detect any threats.

« It creates false positives constantly.

e It requires manual input to function.

[ 14.2.6

In contrast to signature-based methods, anomaly-based detection (a proactive
approach) identifies potential threats based on unusual patterns of behavior. It
doesn’trely on a database of known signatures and instead flags actions or data that
deviate from the normal behavior of users or systems.
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While this method can catch new or unknown threats, it is prone to generating false
positives. A false positive occurs when legitimate activity is incorrectly classified as
malicious. This can cause disruptions to legitimate users or systems and result in
wasted time and resources as administrators respond to non-existent threats.
However, the advantage is that anomaly-based systems can potentially stop novel
attacks before they cause harm.

= 14.2.7
Which of the following are characteristics of anomaly-based detection?

e It can detect unknown or novel threats.

o Itis more likely to generate false positives.

o It relies on known attack signatures.

« lItrequires an attack to happen before detection is possible.
e It compares behavior to predefined rules.

1 14.2.8
Stepwise evaluation in multicriterial classification

When it comes to more advanced cybersecurity techniques, multicriterial
classification plays a crucial role. In many cases, a threat can only be identified if
multiple conditions are met at the same time. For example, detecting a malicious
packet might require that several criteria be true simultaneously, such as the
presence of certain keywords or suspicious behavior patterns.

Sometimes, however, the detection process becomes even more complex, requiring
a stepwise evaluation of criteria across multiple packets or actions. For example, the
first packet in a data stream might need to meet one set of criteria, while the second
or subsequent packets are evaluated against different conditions. This kind of
staged classification ensures a more thorough analysis of potential threats, but also
adds complexity to the detection system.

B 14.2.9

In a multicriterial classification, the detection system often needs to apply a
approach, where conditions are checked across multiple packets or actions.

e signature-based

« stepwise evaluation

e reactive

e simultaneous matching

145



Security Measures Characteristics | FITPED Al

14.3 Classification error

1 14.3.1
Unbalanced costs per category

In many dichotomous classifications, we need to ask whether the level of precision
required for classifying an object into one category should be the same for both
categories. Often, classifying something into one category may be more critical than
the other.

For example, in automated detection of dangerous substances in baggage before air
travel, even if there's doubt or a detection failure, it's better to manually inspect the
baggage. The cost of manual inspection is far lower than the risk of endangering the
aircraft.

This concept, known as unbalanced classification, is also common in cybersecurity.
Take the classification of emails as risky or safe. If a risky email is wrongly classified
as safe (a "false negative"), later security measures, like antivirus software or user
caution, can still catch the risk. However, if a safe email is wrongly classified as risky
(a"false positive"), it might be placed in a special folder or not delivered at all, causing
the recipient to lose time searching for it, which impacts productivity.

The cost of false positives (classifying a safe email as risky) is often much higher
than the cost of false negatives (classifying a risky email as safe). Therefore, it's
usually better to err on the side of delivering the email to a regular inbox when in
doubt.

This unbalanced cost aspect should be considered when designing classification
systems in cybersecurity.

B 14.3.2

Which of the following are examples of unbalanced classification in cybersecurity?

o Manually inspecting baggage when a detection system fails to identify
dangerous substances.

« Classifying a risky email as safe, relying on other security measures later on.

o Delivering a safe email to a risky mailbox, requiring the recipient to spend
time retrieving it.

« Designing a classification system where false positives are more expensive
than false negatives.

« Treating both false positives and false negatives as equally costly in all
circumstances.
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B 1433

Select types of vagueness that are commonly distinguished:

e inaccuracy of measurement of inputs
e vagueness in reasoning

e inaccuracy of human observation

e vagueness in interpretation of results

1 1434
False positives vs. false negatives

In cybersecurity, classifications often involve two types of errors: false positives and
false negatives. A false positive occurs when a legitimate (safe) object or action is
incorrectly classified as risky or harmful. For example, a legitimate email might be
marked as spam, causing inconvenience to the user who must manually sift through
a spam folder to retrieve it. On the other hand, a false negative happens when a
harmful object or action is mistakenly classified as safe. An example of this would
be a malicious email being marked as legitimate, which could allow a security breach
to occur.

The implications of these errors can vary widely depending on the context. False
positives can lead to wasted time, lower productivity, and frustration for users.
However, the consequences of false negatives are often much more severe, as they
can expose systems to vulnerabilities, leading to data breaches or malware
infections. As a result, cybersecurity systems must strike a balance between being
too cautious (producing many false positives) and being too lenient (allowing
dangerous threats through as false negatives).

To minimize the impact of both types of errors, cybersecurity strategies often involve
fine-tuning detection thresholds and employing multi-layered defenses. This means
that even if a risky email is mistakenly classified as safe, other security mechanisms
like antivirus software, firewall settings, or user awareness can act as secondary
lines of defense.

B 1435

Which of the following are true about false positives and false negatives?

« Afalse positive classifies a legitimate object as risky.

« A false negative means a risky object is wrongly classified as safe.

o False negatives are usually less harmful than false positives.

o Both false positives and false negatives are equally costly in every situation.
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1 14.3.6
Impact and strategies to minimize errors

The balance between false positives and false negatives is delicate, and
cybersecurity systems need to be finely tuned to minimize both errors. One common
strategy is to adjust the sensitivity thresholds for detection systems. By lowering the
threshold, the system can become more cautious, but this may result in more false
positives. Alternatively, raising the threshold might reduce false positives but could
lead to an increase in false negatives. Finding the optimal threshold depends on the
specific application and the potential risks involved.

Layered security is another effective strategy for mitigating the consequences of
false classifications. For example, even if an email filter incorrectly allows a
malicious email into the inbox (false negative), the organization may still have a
robust firewall or malware detection system that catches the threat before any harm
is done. Additionally, training users to recognize phishing attempts or suspicious
activity serves as another layer of protection, further reducing the likelihood that a
false negative will lead to a breach.

By using machine learning models that adapt over time, cybersecurity systems can
also improve their accuracy. These systems learn from past mistakes—correctly
reclassifying cases that led to false positives or false negatives—and refine their
detection rules accordingly.

Bf 14.3.7

Complete the sentence by choosing the correct word to fill in the blank:

In cybersecurity, false positives cause inconvenience, while false negatives

leadto_____ risks.
e NO
o heightened
o« fewer
« significant
e Mmajor
e minimal
Q 14.3.8

Examples of false positives and false negatives

False positives and false negatives are common challenges in various cybersecurity
applications, such as intrusion detection systems (IDS) and malware classification.
In an IDS, a false positive could occur when the system flags legitimate network
traffic as a potential attack, leading to unnecessary investigations and resource
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allocation. Conversely, a false negative happens when actual malicious traffic goes
undetected, allowing an attacker to compromise the network undetected.

In malware classification, similar errors can occur. A false positive might happen
when the system mistakenly identifies legitimate software as malicious, causing the
software to be quarantined or removed. This could disrupt normal operations,
especially if the affected software is critical to business processes. A false negative
in this context, where actual malware is classified as safe, poses a serious risk.
Undetected malware can lead to data theft, system corruption, or even the complete
compromise of an organization's IT infrastructure.

These errors illustrate the fine line cybersecurity applications must walk between
being too restrictive and too lenient. The goal is to reduce false positives to avoid
unnecessary disruptions while also minimizing false negatives to prevent security
breaches. Fine-tuning detection models, updating malware databases regularly, and
using behavior-based detection techniques are all ways to balance these risks.

B 1439

In which of the following situations would a false negative be more dangerous than
a false positive?

o A piece of actual malware is classified as safe by the malware detection
system.

o Anintrusion detection system incorrectly flags normal traffic as an attack.

o Legitimate software is mistakenly identified as malware.

o Auser is notified of potential malicious traffic that turns out to be harmless.

1 14.3.10
Minimizing errors

Different cybersecurity applications have developed various strategies to mitigate
the risks of false positives and false negatives. Intrusion detection systems often
use a combination of signature-based and anomaly-based detection. Signature-
based detection compares network traffic to known attack patterns, but it can lead
to false negatives if a new attack doesn’t match a known signature. Anomaly-based
detection, on the other hand, identifies deviations from normal behavior, but this can
result in false positives if unusual but legitimate activities are flagged as attacks.

In malware classification, modern systems are increasingly using machine learning
to distinguish between malicious and safe files. Machine learning algorithms can be
trained on large datasets to recognize patterns in malware behavior, reducing the
reliance on signature-based detection. This helps to minimize both false positives
(by better understanding legitimate software behavior) and false negatives (by
identifying previously unknown malware).
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Regular updates to malware definitions and detection rules are also critical in
reducing classification errors to ensure that intrusion detection and malware
detection systems remain up to date with the latest threats, improving their ability to
correctly identify malicious activity and software.

= 14.3.11
Choose the correct words to complete the sentence:

Signature-based detection systems may lead to more _____ , While anomaly-based
detection systems may result in more _____.
« false negatives

» false negatives

e missed

« legitimate classifications

« false positives

» false positives
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