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1.1 Introduction to the Internet

£ 1.1.1

The Internet is a global network that connects millions of computers around the
world, enabling them to communicate and share information. It is the largest and
most well-known network, utilizing a common set of protocols for data exchange
between devices. Its fundamental operating principles are based on packet-switched
data transmission, where information is divided into smaller packets and transmitted
over various routes to the destination device, where it is reassembled into its original
form. This structure makes the Internet highly resilient, as even if one route fails, the
packets can be redirected through other paths. Moreover, the flexibility of the Internet
has allowed it to support an ever-growing range of services, from web browsing to
real-time video streaming, further solidifying its position as a critical technology in
modern life.

B 1.1.2

What is the Internet?

o A global network for file sharing
o Alocal network within an office
o A global network connecting millions of computers

1.1.3

The Internet is often confused with the World Wide Web (WWW), which is only one of
the services provided over the Internet. The WWW is a collection of interconnected
documents and multimedia pages accessible over the Internet through web
browsers. While the Internet is the infrastructure that allows data transmission, the
WWW represents a way for users to view and interact with these data. Additionally,
other services like email, online gaming, and cloud storage are also supported by the
Internet, making it a versatile and integral part of digital communication and
commerce.

= 1.14

What is the World Wide Web (WWW)?

e The Internet itself

o A service on the Internet that provides access to linked documents and
pages

e Alocal computer network
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[ 1.1.5

The development of the Internet began in the 1960s with the ARPANET project,
originally developed as a military network to connect university and research centers.
ARPANET gradually expanded and evolved into what we now know as the Internet,
with public access and various services such as email, social networks, and
streaming services. This evolution was marked by key milestones like the
introduction of the TCP/IP protocol, which became the standard for data
transmission, and the rise of web browsers, which made the Internet more user-
friendly and accessible to the general public.

B4 1.1.6

Which project was a precursor to today's Internet?

o« ARPANET
« DARPA
« WWW

& 1.1.7

Today, the Internet plays a crucial role in everyday life, affecting everything from
communication and education to entertainment and business. It continuously
evolves and adapts to new technologies such as cloud computing, artificial
intelligence, and 5G networks, enhancing its speed, reliability, and availability. This
evolution is essential as the number of connected devices increases, particularly with
the growth of the Internet of Things (loT), where everyday devices like thermostats
and refrigerators are now part of the Internet ecosystem.

B 1.1.8

How does the Internet affect daily life?

+ It enables communication, education, entertainment, and business
o Itimproves only business and commerce
« It serves only for entertainment

M 1.1.9

The Internet now represents an essential tool for global connectivity, facilitating not
only the connection of individuals but also entire systems, such as smart cities or the
Internet of Things (IoT). In this context, it plays a key role not only in personal but
also in professional and societal life. From remote work and virtual learning to
healthcare innovations like telemedicine, the Internet has fundamentally transformed
how societies function and interact on both local and global scales.
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Bt 1.1.10

What does the Internet enable in the contemporary world?

o Connecting individuals and systems, such as smart cities
e Only sending emails
e Playing games

1.2 How the Internet Works

[ 1.2.1

The Internet operates on the principle of packet-switched data transmission, where
information is divided into smaller packets that are sent independently and can travel
over different routes across the network. Each packet contains information about the
destination IP address, serving as a unique identifier for each device connected to
the Internet. Once delivered to the destination, packets are reassembled into the
original file or message. This system not only optimizes data transfer but also
ensures robustness, as data can still reach its destination even if parts of the network
experience issues or congestion.

B 1.22

On what principle does data transmission over the Internet operate?

o Packet-switched transmission
o Serial transmission
e Real-time transmission

1.23

Internet infrastructure includes servers, data centers, and Internet Service Providers
(ISPs), which ensure connectivity between different parts of the network. Servers
store and provide access to websites, applications, and services, while data centers
handle the storage and processing of vast amounts of data. ISPs connect end-users
to this infrastructure, enabling them to access the Internet. This multi-layered
infrastructure is critical for the Internet’s scalability and its ability to serve billions of
users and devices simultaneously across the globe.

B 1.24

What are the core components of Internet infrastructure? (multiple correct
answers)

e Servers
o Data centers
» Internet Service Providers (ISPs)
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e Web browsers

[ 1.25

The Domain Name System (DNS) is a crucial part of how the Internet functions, as it
translates domain names used by people (e.g., www.example.com) into IP addresses
used by computers for communication. DNS acts as an Internet phone book, enabling
quick and efficient translation of names to numeric addresses, thus facilitating
access to various services and sites on the Internet. Without DNS, users would need
to memorize long strings of numbers for each website, making Internet navigation
far more difficult.

B1 1.26

What is the primary role of DNS?

e Translates domain names into IP addresses
o Ensures device connectivity to Wi-Fi
o Stores browsing history

[ 1.2.7

In addition to DNS, data routing on the Internet, managed by routers, plays a
significant role. These devices determine the most efficient path for sending packets
from source to destination, which is critical for ensuring fast and reliable data
transfer. Routers use algorithms to evaluate the best possible routes, considering
factors like traffic congestion, ensuring that data is delivered in a timely manner even
under heavy network load.

B 1.2.8

What do routers ensure in the operation of the Internet?

e Routing data on the most efficient path between source and destination
o Translating names into IP addresses
o Encrypting data transmissions

[ 1.2.9

Internet protocols are fundamental rules and standards that enable communication
between different devices on the Internet. HTTP (Hypertext Transfer Protocol) is the
most commonly used protocol for transferring web pages, while HTTPS is its secure
version, which encrypts transmitted data. FTP (File Transfer Protocol) is used for
transferring files between computers, and SMTP (Simple Mail Transfer Protocol) is
used for sending emails. These protocols form the foundation of Internet
communication, allowing diverse devices to interact seamlessly regardless of their
hardware or operating system.

10
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Bt 1.2.10

What does the reliability and efficiency of data transmission on the Internet depend
on?

o Cooperation of various technologies and protocols

o Cooperation of various technologies and protocols
e Encryption and firewalls

11
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2.1 Definition and Significance of Computer Networks

[ 2.1.1

A computer network is a system of interconnected computing devices that enable
the sharing of information among them. Computer networks can encompass
various devices, such as computers, servers, printers, and other devices capable of
communication through the network infrastructure. These networks can vary in size
and scope, from small local networks (LANs) in homes or offices to vast global
networks like the Internet. With the increasing digitization of society, computer
networks are becoming more critical, providing the foundation for various modern
services such as cloud computing, video conferencing, and loT devices.

B1 2.1.2

A computer network is a system of interconnected devices that enables the sharing
of information and resources.

e Yes
¢« NoO
21.3

The primary objective of computer networks is to facilitate efficient communication
between users and devices (client and server). This allows users to share
information and resources, such as files, applications, and internet access,
significantly enhancing productivity and work efficiency. Networks also allow for
real-time collaboration, making it easier for teams to work together regardless of
their physical location. Furthermore, the automation of various tasks, such as
software updates or backups, is made simpler through the use of networks.

B 2.14

The primary objective of computer networks is:

e Toimprove communication
e Toincrease energy consumption
e Torestrict access to information

Q215

Computer networks also allow for centralized management and maintenance of
systems. Network administrators can monitor and manage devices and services
within the network from a central point, which can reduce maintenance costs and
increase security. With centralized control, administrators can quickly identify and
resolve issues, apply security patches, or update software across multiple devices.

e
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This centralized approach also aids in ensuring that security policies are uniformly
applied throughout the network, reducing vulnerabilities.

1 2.1.6

Another significant advantage of computer networks is the possibility of remote
access. Users can access resources and information within the network from
various locations, enabling telecommuting, remote learning, and various forms of
remote collaboration. This flexibility has become particularly important in today's
world, where remote work and online learning are increasingly common. Remote
access also supports business continuity by allowing employees to maintain
productivity even during disruptions like natural disasters or pandemics.

B1 217

What are the main advantages of computer networks?

Reduced electricity consumption
Remote access

Efficient communication
Centralized management

218

Computer networks contribute to increased reliability and availability of systems.
Redundant networks and backup systems ensure that critical services and data
remain accessible even if some parts of the network fail. For example, in
businesses, network redundancy can prevent downtime and ensure that important
operations continue without interruption. This redundancy is also crucial in
mission-critical systems like healthcare, where continuous access to patient data
can be a matter of life and death.

B 2.1.9

Redundant networks and backup systems increase:
o Reliability

o Complexity
o Energy expenditure

14
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2.2 Types of Computer Networks (PAN, LAN, MAN,
WAN)

[ 22.1

There are four main types of computer networks, which differ in scope, size, and
purpose. These include Personal Area Networks (PAN), Local Area Networks (LAN),
Metropolitan Area Networks (MAN), and Wide Area Networks (WAN). Each of these
types serves specific use cases based on the distance they cover and the number
of devices they connect.

222

A Personal Area Network (PAN) is a network that covers a very small area, typically
a range of a few meters, and is centered around a single individual. PANs are used
to connect personal devices like smartphones, tablets, laptops, and wearable
devices (such as smartwatches or fitness trackers). Bluetooth and USB are
common technologies used in PANs. They are particularly useful for connecting
devices in a home environment or between an individual's devices for data transfer
and syncing.

-

PAN networks are designed to serve a single user or a small group of devices,
making them highly efficient for short-range communication. Examples include
connecting a smartphone to a Bluetooth speaker or sharing files between a laptop

s
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and a tablet. Though limited in scope, PANs are an essential part of everyday
technology usage.

= 2.23

A PAN (Personal Area Network) covers:

« Suitable for personal device connectivity
« Avery small geographic area, usually around an individual person
« Not suitable for larger areas like offices, cities, or regions

224

A Local Area Network (LAN) is a local network covering a small geographic area,
such as an office, school, or home. LAN networks allow the sharing of resources,
such as files, printers, and internet access, among devices within this small area.
They are typically faster and more reliable compared to larger networks, as they
operate within a limited distance.

S 4
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LANSs are highly efficient for businesses and educational institutions, where
multiple devices need to connect seamlessly. They provide high data transfer rates
and low latency, making them ideal for activities like file sharing, gaming, or
streaming media within a localized setting. LANs can be easily expanded or
segmented using switches and routers to meet growing demands.

16
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Bf 2.25

A LAN (Local Area Network) covers:
o An office or building

e Anentire city
« An entire continent

0226

A Metropolitan Area Network (MAN) covers a larger geographic area, such as an
entire city or metropolitan area. MAN networks connect multiple LAN networks and
enable communication and resource sharing among them. These networks are
often used to connect branches of large companies or universities within a single

city. MANSs typically use high-speed fiber-optic cables to achieve fast and efficient
data transmission over greater distances.
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MANSs are an essential solution for city-wide connectivity, enabling services like
public Wi-Fi, municipal data sharing, and large-scale corporate networks. For
instance, universities use MANs to connect multiple campus buildings, while
businesses may rely on MANs to link various office locations within a city. Although
MANSs offer greater coverage than LANSs, they also come with higher infrastructure
and maintenance costs.

B 227

A MAN (Metropolitan Area Network) is intended for:

17



Computer Networks I. | FITPED Al

e Acity
« A small geographic area
o Entire countries

2238

A Wide Area Network (WAN) covers large geographic areas, such as countries or
continents. WAN networks connect multiple MAN and LAN networks, enabling
communication and resource sharing over long distances. The Internet is the
largest and most well-known example of a WAN, connecting billions of devices
worldwide. WANSs rely on a range of communication technologies, including
satellites, undersea cables, and long-distance fiber optics.
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WANSs are crucial for organizations that require global communication, such as
multinational corporations, governments, and research institutions. They allow for
data sharing across vast distances, facilitating global commerce, remote
collaboration, and real-time communication. However, WANs are complex to set up
and maintain, requiring sophisticated infrastructure and significant investment.

B 2.2.9

A WAN (Wide Area Network) connects:
o Large geographic areas

o Computers in a single building
o Multiple LANs within a single city

18
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1 2.2.10

Each type of network has its advantages and disadvantages and is suitable for
different types of applications and environments. LAN networks are fast and
reliable but have limited range. MAN networks provide greater range but are more
costly to implement and maintain. WAN networks enable global communication but
are the most complex and expensive to manage.

While each network type is designed to serve specific geographical scopes and
user needs, modern technologies often require a combination of these networks.
For example, a large business may use LANs within each office, MANs to connect
offices in the same city, and a WAN to maintain connectivity across different cities
or countries. The proper design and integration of these networks are essential for
efficient data transmission and resource management across various locations.

2.3 Network Topologies (Star, Bus, Ring, Mesh, Tree,
Hybrid)

[ 2.3.1

Network topology refers to the arrangement of various devices within a network
and how they are interconnected, either physically or logically. Different topologies
have various characteristics, advantages, and disadvantages. The choice of
topology plays a crucial role in the performance, scalability, and reliability of a
network. Below are some of the most common network topologies:

232

In a Star Topology, all devices are connected to a central node or switch. The
central device manages communication between all other devices. The advantage
of the star topology is the simplicity of adding and removing devices and fault
isolation—if one device fails, the other devices remain functional. The disadvantage
is that the failure of the central node can cause the entire network to go down.

uy
frad
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Since all communication passes through the central node, this topology provides
excellent control over the flow of data. Additionally, troubleshooting is simpler
because a failure in one device doesn’t affect the entire network. However, the
dependence on a central node means that if this node fails, it can lead to a
complete network outage, making redundancy mechanisms important for critical
applications.

= 233

In a star topology, all devices are connected to:

o Acentral node
« Not to a single main line
« Notin a circular shape

234

In a Bus Topology, all devices are connected to a single main line or cable, known
as the bus. All devices share this single cable for communication. The advantage is
simplicity and low implementation cost. The disadvantage is that the failure of the
main bus can cause the entire network to fail, and increasing the number of devices

. &' 'hu' .hgi LH.
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Devices in a bus topology take turns sending data on the shared medium, which
helps keep costs low by minimizing cabling. However, as more devices join the
network, the likelihood of data collisions increases, leading to slower performance.
Bus topologies are also less reliable, as a failure in the central cable means that
communication across the entire network is disrupted.

B 235

In a bus topology, all devices are connected to a single main line or cable.

e Yes
¢« No

20
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[ 2.3.6

Devices in a Ring Topology are connected in a circular shape. Each device is
connected to two neighboring devices, forming a closed loop. Data in this topology
travels in one direction and passes through each device. The advantage is that all
devices have equal access to the network. The disadvantage is that the failure of
one device can disrupt the entire network.
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In ring topology, data moves in one direction (unidirectional) or two directions
(bidirectional), depending on the setup. If a device fails or a connection breaks, the
entire network can be affected unless there’s a backup mechanism in place, such
as a dual-ring configuration. Ring networks can be useful in smaller environments,
but their vulnerability to individual points of failure makes them less desirable in
larger systems.

Bt 237

Ring topology means that devices are connected:

e Inacircular shape
e Not to a central node
o Not with multiple other devices

Q238

A Mesh Topology is a complex network topology where each device is connected to
multiple other devices. This topology provides high reliability as it has multiple
paths for data transmission. If one connection fails, data can be rerouted through
other paths. The disadvantage of mesh topology is its complexity and
implementation cost, as it requires many cables and ports.

21



Computer Networks I. | FITPED Al

AL
/.

LN

=

A

B1 239

Mesh topology provides high reliability by:

o Having multiple paths for data transmission
e Not using a single bus
« Not having a central node

1 2.3.10

Mesh topology is often used in critical applications where network failure cannot be
tolerated, such as in military or healthcare networks. These systems require
constant uptime, and mesh provides redundancy by ensuring that even if one link
goes down, data can find an alternative path. However, the sheer number of
connections required increases the cost of installation and management, which
makes it impractical for most small or medium-sized networks.

BT 2.3.11

Mesh topology is often used in critical applications such as:

o Military networks
e Not commonly in home networks
o Sometimes in school networks for high reliability

[ 2.3.12

Tree Topology is a hierarchical topology where devices are organized in a tree
structure. It combines characteristics of star and bus topologies. The network is
formed by a series of star-configured networks connected to a linear bus backbone.
The advantage is that it supports scalability and easier management. The main
disadvantage is that if the backbone fails, the entire network can be affected.

22
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Tree topology is often used in large organizations or university campuses where
different departments or buildings have their own local star networks that are then
connected to a larger backbone. This makes tree topology highly scalable, allowing
for the expansion of sub-networks as the organization grows. However, if the
central backbone or trunk fails, it can lead to a partial or complete network outage.

B4 2.3.13

Tree topology organizes devices in a:

o Hierarchical structure, similar to a branching tree
e Not a single main line
o Not a circular shape

[ 2.3.14

Hybrid networks are often found in large enterprises or data centers where various
departments or services may require different topologies. For instance, a hybrid
network could have a star topology for connecting office computers, a ring
topology for connecting data centers, and a mesh topology for mission-critical
servers. While hybrid networks offer versatility, they are harder to manage and
troubleshoot because of the complexity of integrating multiple topologies.

S
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Each topology has specific advantages and disadvantages, and the choice of the
correct topology depends on the specific needs and requirements of the network.
Factors such as reliability, cost, ease of maintenance, and network scope play an
important role in deciding the topology.

B 2.3.15

Hybrid topology is characterized by:

o Combining multiple types of topologies
e Not sticking to a single configuration
o Offering flexibility in design

2.4 OSI, TCP/IP Models

[ 2.4.1

The 0SI (Open Systems Interconnection) Model is a conceptual framework used to
understand and implement network protocols in seven layers. Each layer has
specific functions and communicates with the layers directly above and below it.
The seven layers of the OSI model are crucial for ensuring that different types of
hardware and software from various manufacturers can communicate with each
other effectively. This layered approach also simplifies troubleshooting and allows
network specialists to isolate issues at specific layers. Understanding the OSI
model helps in designing, deploying, and managing robust and secure networks.

B 242

How many layers are in the OSI Model?

°
O o1

1243

1. Physical Layer: Handles the transmission of raw bitstreams over a physical
medium. This includes the hardware components, such as cables and
switches, that are necessary for data to move between devices.

2. Data Link Layer: Ensures error-free transmission of data frames between two
nodes. It is also responsible for controlling access to the physical medium
and addressing errors that occur at the physical layer.

3. Network Layer: Manages the routing of data packets between devices across
different networks. This layer makes sure that packets are sent to the correct
destination, even if the devices are on different networks.

4. Transport Layer: Provides reliable data transfer services to the upper layers,
including flow control, segmentation, and error correction. It ensures

24
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complete data transfer by reassembling packets in the correct order and
managing transmission errors.

5. Session Layer: Manages sessions and controls the dialogue between
computers. It establishes, manages, and terminates the connections
between the applications on two communicating devices.

6. Presentation Layer: Translates data between the application layer and the
network, ensuring data is in a readable format. It also handles encryption and
compression, making sure that data is secure and efficient to transfer.

7. Application Layer: Provides network services directly to the end-user
applications. It interfaces with software applications such as web browsers
and email clients, allowing users to access network services.

B 244

Which layer of the OSI model is responsible for routing data packets between
different networks?

o Network Layer
o Data Link Layer
e Application Layer

B 2.4.5

Which of the following are functions of the Presentation Layer?

o Data translation and format conversion
« Data encryption and decryption
o Routing data between different networks

1 24.6

The TCP/IP (Transmission Control Protocol/Internet Protocol) Model is a set of
protocols used for communication over the internet and similar networks. It
simplifies the OSI model into four layers. The TCP/IP model is widely used for
designing and maintaining networks, especially in environments where internet
communication is involved. It is less abstract than the OSI model and more closely
aligned with the protocols used on the Internet, making it the standard model for
network communications today.

B 247

How many layers does the TCP/IP Model have?

°
(S BN NN
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12438

1. Link Layer: Corresponds to the OSI's Physical and Data Link layers, handling
the physical transmission of data. It manages how data is placed onto and
retrieved from the physical network medium.

2. Internet Layer: Matches the OSl's Network layer, responsible for packet
forwarding, including routing through different networks. It ensures that data
can travel from one network to another by finding the most efficient route.

3. Transport Layer: Similar to the OSI Transport layer, it provides
communication between applications, handling data transfer and error
correction. Protocols like TCP (Transmission Control Protocol) ensure
reliable data transfer, while UDP (User Datagram Protocol) supports faster,
but less reliable, communication.

4. Application Layer: Encompasses the functions of OSl's Session,
Presentation, and Application layers, dealing with high-level protocols and
user-interface functionality. Protocols like HTTP, FTP, and DNS operate at
this layer, allowing users to interact with web applications, transfer files, and
resolve domain names.

B 249

Which layer in the TCP/IP model is responsible for routing packets across different
networks?

e Internet Layer
o Application Layer
e Transport Layer

Bt 2.4.10

The TCP/IP Model combines the OSI model's Physical and Data Link layers into a
single Link Layer.

e True
o False

2.5 Network devices (router, switch, hub, bridge,
firewall)

2.5.1

A Router is a device that forwards data packets between computer networks,
typically at Layer 3 (network layer) of the OSI model (more detailed in Chapter 4). It
determines the best path for data to travel from its source to its destination, often
connecting different networks, such as a home network and the internet. The
advantage of routers is their ability to manage traffic between multiple networks
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efficiently. However, they can be complex to configure, especially in larger
networks.

Bf 2.5.2

What layer of the OSI model does a router primarily operate at?

« Layer 3 (Network layer)
« Layer 1 (Physical layer)
» Layer 2 (Data link layer)

253

A Switch is a network device that connects devices within a local area network
(LAN) and uses MAC addresses to forward data to the correct destination.
Operating at Layer 2 (data link layer), switches create a direct connection between
the outport and inport, which enhances network performance and reduces
collisions. The advantage of switches is their ability to manage network traffic
efficiently within a LAN. However, they do not provide inter-network routing
capabilities.

B 254

Switches can manage traffic between different networks like routers do.

« False
e True
£ 2.5.5

A Hub is a simple network device that connects multiple Ethernet devices, making
them act as a single network segment. It operates at Layer 1 (physical layer) and
broadcasts data to all ports, regardless of the destination. The main advantage of
hubs is their simplicity and low cost, but they are less efficient than switches, as
they cannot filter traffic and may cause network collisions.

Br 2.5.6

What is a characteristic of hubs?
« Filtering traffic to avoid collisions

» Broadcasting data to all connected devices
o Operating at the physical layer
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257

A Bridge is a network device that connects and filters traffic between two or more
network segments, making them act as a single network. Operating at Layer 2 (data
link layer), bridges can reduce network traffic by dividing a network into separate
collision domains. The advantage of bridges is their ability to manage traffic within
the same network, though they have largely been replaced by switches in modern
networks.

B 258

Bridges have been largely replaced by switches in modern networks.

e True
o False
1 2.5.9

A Firewall is a network security device that monitors and controls incoming and
outgoing network traffic based on predetermined security rules. It can be either
hardware- or software-based and operates at various layers of the OSI model, often
between Layers 3 and 7. The main advantage of firewalls is their ability to protect
networks from unauthorized access and cyber threats. However, they require proper
configuration and management to be effective.

B 2.5.10

What is the primary function of a firewall?
Monitoring and controlling network traffic based on security rules
Connecting devices within a LAN

Forwarding data packets between networks
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3.1 History and Development of Computer Networks

3 3.1.1

As mentioned in previous chapter, computer networks have undergone extensive
development, beginning in the 1960s. The first computer networks emerged under
the ARPANET project, funded by the U.S. Department of Defense. ARPANET was
the first network that allowed data transmission between computers over long
distances and laid the foundation for the modern internet. The project aimed to
create a decentralized communication network that could continue functioning
even if some nodes were destroyed or went offline, a critical innovation during the
Cold War. ARPANET's success eventually led to the development of protocols that
would shape the modern internet, such as TCP/IP.

B4 3.1.2

What was the first computer network to enable long-distance data transmission
between computers?

e ARPANET
e FEthernet
o Wi-Fi

3 3.1.3

With the development of ARPANET, new networking technologies, such as Ethernet,
began to emerge. Ethernet, developed in the 1970s by Robert Metcalfe at Xerox
PARC, enabled the creation of local area networks (LANs) and became the standard
for wired connections in networks. This technology simplified the connection of
computers within buildings and offices, significantly improving access to shared
resources like files, printers, and the internet. Ethernet's structured cabling system
and standardized protocols allowed for reliable and efficient data communication
within confined spaces, and its use grew rapidly in corporate and educational
environments.

B 3.14

Ethernet was developed in:

e The 1970s

e The 1960s

e The 1980s
3.1.5

As computer networks continued to expand, wireless technologies like Wi-Fi were
also developed. Wi-Fi allows devices to connect without the need for cables,
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providing greater flexibility and mobility for users. This technology has been pivotal
in enabling seamless internet access in homes, businesses, and public spaces. Wi-
Fi became popular in the late 1990s and early 2000s, making it easier for users to
move between different rooms or even buildings while staying connected to the
internet. Today, Wi-Fi is a key component of most networks, and advancements like
Wi-Fi 6 have improved speed, coverage, and security.

Wi-Fi's convenience has transformed the way people interact with the internet,
fostering the growth of smart devices and enabling the development of the Internet
of Things (loT). From laptops to smartphones and smart home devices, Wi-Fi has
become integral to modern life, making networks more versatile and accessible.

[ 3.1.6

A significant milestone in the history of computer networks was the transition from
IPv4 to IPv6. IPv4 is an older version of the internet protocol that uses 32-bit
addresses, allowing for around 4.3 billion unique IP addresses. As the internet
expanded and more devices came online, the limited number of addresses available
under IPv4 became insufficient. The transition to IPv6, which uses 128-bit
addresses and allows for a much larger number of unique IP addresses
(approximately 340 undecillion addresses), became necessary to accommodate
the growing number of devices connected to the internet.

Besides offering more addresses, IPv6 includes features that improve network
efficiency and security, such as better routing and end-to-end encryption. While the
full transition from IPv4 to IPv6 has been slow, due in part to the vast infrastructure
built on IPv4, the adoption of IPvé6 is steadily increasing, ensuring the scalability of
the internet as billions of additional devices come online, especially with the
expansion of loT networks.

B 3.1.7

What is the difference between IPv4 and IPv6?

o |Pv6 offers less available IP addresses
e |Pv4 uses 32-bit addresses
e |Pv6 uses 128-bit addresses

J3.1.8

The history and development of computer networks are filled with innovations that
have enabled the expansion of the internet and networking technologies into
everyday life. From ARPANET to Ethernet, Wi-Fi, and IPv6, each step in the evolution
of networking has opened new possibilities for communication, commerce, and
entertainment. These technologies continue to evolve, allowing for faster and more
reliable communication, thereby opening up new possibilities in fields such as
cloud computing, virtual reality, and smart cities.
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As we look to the future, advancements in areas such as 5G, quantum networking,
and edge computing are set to further revolutionize the way we connect and
communicate. With each technological leap, computer networks become more
integral to our personal, professional, and social lives, demonstrating the ongoing
importance of innovation in this ever-evolving field.

B 3.1.9

The history of computer networks is:

o Filled with innovation and development
« Static and unchanging
o Focused only on local networks

3.2 Advantages and Applications of Computer
Networks

[ 3.2.1

Computer networks offer numerous advantages that contribute to increased work
efficiency and productivity. Networks allow employees to quickly share information
and collaborate on projects, simplifying workflows and enabling better results in
less time. Teams can work together on documents, access shared files, and
communicate instantly through messaging platforms, eliminating delays caused by
physical distance or manual file transfers. Collaboration tools, such as project
management software or cloud-based applications, are also easier to implement in
networked environments, helping streamline tasks across departments.

Additionally, shared resources such as printers, servers, and storage devices can be
efficiently utilized by multiple users, reducing hardware costs. Instead of
purchasing a separate printer or server for each employee or department,
businesses can centralize these resources, leading to substantial cost savings.
Furthermore, computer networks enable easy updates and maintenance, allowing IT
departments to manage systems remotely and ensure that all users have access to
the latest software and services without significant downtime.

BT 322

What are the main advantages of using computer networks at work?
o Increasing work efficiency and productivity

e Increasing employee isolation
e Reducing information sharing
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3.23

Computer networks also support decentralized and distributed systems, where
tasks and data can be spread across multiple devices or servers. This approach
improves the reliability and availability of services, as the failure of a single device
has less impact on the entire system. For example, in a distributed system, if one
server goes down, another can take over its tasks, ensuring continuous service with
minimal disruption. This level of fault tolerance is crucial for businesses that
depend on uninterrupted access to data and applications, such as e-commerce
platforms or financial services.

Furthermore, decentralized systems allow organizations to scale more easily by
adding new servers or devices to meet growing demand without needing to
overhaul the entire infrastructure. This flexibility makes networks adaptable to
various needs, from small businesses to large global enterprises, ensuring efficient
handling of workloads while maintaining high performance.

B 3.24

How do computer networks support decentralized and distributed systems?

e By distributing tasks and data across multiple devices
o By sharing all tasks on one device
o By increasing data centralization

[ 3.2.5

Data security is another significant advantage of computer networks. Network
solutions enable effective data backup and protection against unauthorized access,
ensuring that sensitive information is kept safe. Firewalls act as barriers between
internal networks and external threats, preventing malicious attacks from reaching
important systems. In addition, antivirus programs regularly scan for and neutralize
potential malware, while data encryption ensures that information transmitted
across the network cannot be easily intercepted or tampered with.

For businesses that handle sensitive data, such as healthcare records or financial
transactions, these security measures are critical to preventing breaches and
complying with legal regulations. Regular data backups also ensure that
information can be restored in case of accidental loss or hardware failure, providing
an additional layer of protection against data loss.

Br 3.26

Which of the following measures contribute to data security in computer networks?

o Using firewalls
o Data backup
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o Encrypting data transmission
o Sharing data without passwords

3.2.7

Lastly, computer networks provide easy access to online resources, such as
websites, online databases, or remote servers. This greatly improves work
efficiency and educational opportunities, as information is available anytime and
anywhere. Employees can access resources from different locations, enabling
remote work and flexibility, which is increasingly important in today’s dynamic work
environments. Cloud services and remote collaboration tools further enhance
productivity by allowing users to work on projects from various locations while
staying synchronized in real-time.

B4 3.2.8

Computer networks provide access to online resources, which improves:

« Work efficiency and educational opportunities
e Access to physical books
e Reducing team communication

3.3 Protocols: HTTP/HTTPS, FTP, SMTP, POP3, IMAP,
DNS, DHCP

1 3.3.1

HTTP (Hypertext Transfer Protocol) is the protocol used for transferring hypertext
requests and information on the web. It operates at Layer 7 (Application Layer) of
the OSI model. HTTP is stateless, meaning each request from a client to server is
independent and does not retain any information from previous requests.

B 3.3.2

At which OSI layer does HTTP operate?

o Layer 7 (Application Layer)
o Layer 1 (Physical Layer)
« Layer 3 (Network Layer)

333

HTTPS (Hypertext Transfer Protocol Secure) is the secure version of HTTP. It uses
SSL/TLS protocols to encrypt data between the client and server, ensuring
confidentiality and integrity. HTTPS operates at the same layer as HTTP but adds
an additional layer of security through encryption.
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Bf 334

HTTPS provides encryption and secure data transfer between client and server.

o False
e True
1 3.3.5

FTP (File Transfer Protocol) is used for transferring files between a client and
server over a network. It operates at Layer 7 (Application Layer) of the OSI model.
FTP supports two modes of operation: active mode and passive mode. It uses TCP
ports 20 and 21 by default.

B4 336

FTP operates on TCP ports 20 and 21 by default.

e True
o False
1 3.3.7

SMTP (Simple Mail Transfer Protocol) is used for sending and relaying email
messages between servers. It operates at Layer 7 (Application Layer) of the OSI
model. SMTP is designed for sending email and relies on TCP port 25 by default.

Bf 3.3.8

Which of the following protocols is primarily used for sending email?

« SMTP
« IMAP
. FTP

Q339

POP3 (Post Office Protocol version 3) is used for retrieving emails from a server to
a client. It operates at Layer 7 (Application Layer) of the OSI model. POP3
downloads emails from the server to the client’'s device, which can be removed
from the server after download.

B 3.3.10

POP3 allows emails to be stored on the server after retrieval.

o False
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e True

1 3.3.11

IMAP (Internet Message Access Protocol) is another protocol for retrieving emails
from a server. Unlike POP3, IMAP allows multiple devices to access and manage
the same email account, keeping emails on the server. It operates at Layer 7
(Application Layer) of the OSI model.

B 3.3.12

Which of the following protocols allows multiple devices to manage the same email
account and keeps emails on the server?

« IMAP
« SMTP
« POP3

(3 3.3.13

DNS (Domain Name System) is used to translate human-readable domain names
into IP addresses. It operates at Layer 7 (Application Layer) of the OSI model. DNS
helps users access websites using domain names instead of numeric IP addresses.

B 3.3.14

At which OSI layer does DNS operate?
o Layer 7 (Application Layer)

o Layer 2 (Data Link Layer)
o Layer 4 (Transport Layer)

1 3.3.15

DHCP (Dynamic Host Configuration Protocol) is used to automatically assign IP
addresses and other network configuration parameters to devices on a network. It
operates at Layer 7 (Application Layer) of the OSI model. DHCP helps simplify
network management by automating the assignment of IP addresses.

Br 3.3.16

DHCP assigns IP addresses and network configuration parameters manually.

o False
e True
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4.1 Basic Methods of Connecting Computers

[ 4.1.1

Computers can be connected in a network in various ways, with the most common
being wired and wireless connections. Wired connections utilize physical cables to
transmit data between devices, offering a stable and often faster connection than
wireless alternatives. These connections are especially useful in environments
where reliability and high data throughput are essential, such as in corporate
offices or data centers.

The most commonly used type of wired connection is Ethernet, which provides fast
and stable data transmission. Ethernet cables are capable of supporting high data
speeds and are widely adopted due to their efficiency in reducing interference and
ensuring secure transmission. Other types of wired connections, such as coaxial
cables, were once more common but are now mainly used in specific scenarios,
such as transmitting television signals or for certain broadband internet
connections.

B 4.1.2

Which type of wired connection is most commonly used for connecting computers
in a network?

o Ethernet cable
o Coaxial cable
e USB cable

d4.1.3

Wireless connections allow devices to connect without the use of cables,
enhancing flexibility and mobility. Wireless networks are essential in today’s work
environments, where users need to connect from different locations or with
multiple devices. The most widespread technology for wireless networks is Wi-Fi,
which enables multiple devices, such as laptops, smartphones, and tablets, to
connect to the internet or a local network without the need for physical cables. Wi-
Fi technology has evolved significantly, with newer versions like Wi-Fi 6 offering
faster speeds, lower latency, and the ability to support more devices
simultaneously.

Another common wireless technology is Bluetooth, primarily used for short
distances, such as connecting a computer to headphones, keyboards, or a mobile
phone. While it doesn't offer the same range or data speeds as Wi-Fi, Bluetooth is
highly useful for personal area networks (PANs) where simplicity and low power
consumption are more important than speed.
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B 414

Which technology is most commonly used for wirelessly connecting multiple
devices to the internet?

e Wi-Fi

e Bluetooth

e FEthernet
[ 4.1.5

When configuring a network, several basic steps need to be taken. First, it is
essential to establish the physical connection between devices, whether through
Ethernet cables in the case of a wired network or by ensuring the devices are within
the Wi-Fi range in the case of a wireless network. This step lays the foundation for
all further configurations.

Next, network settings such as assigning IP addresses and configuring the network
gateway must be set up. IP addresses allow devices to communicate with each
other on the network, while the network gateway enables access to the internet or
other external networks. Some devices might use DHCP (Dynamic Host
Configuration Protocol) to automatically assign IP addresses, while in more
controlled environments, static IP addressing may be preferred for servers or
network printers.

Finally, it is important to test the connection between devices to ensure the network
is functioning correctly. Testing tools like ping commands or network diagnostics
software help to identify any issues and confirm that devices are communicating as
intended.

BT 416

What is one of the first steps in configuring a computer network?

o Physically connecting the devices
« Installing antivirus software
o Setting up a backup server

[ 4.1.7

After configuring the network, it is crucial to secure it. This includes setting strong
passwords for Wi-Fi connections, using firewalls, and regularly updating network
software such as routers and switches. Strong passwords are necessary to prevent
unauthorized access to the network, which could lead to data theft, malware
infections, or other forms of cyberattacks.
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Without proper security measures, the network may be vulnerable to risks such as
unauthorized access or hacker attacks. Firewalls, whether hardware-based or
software-based, create a protective barrier between the internal network and
external threats, monitoring incoming and outgoing traffic for suspicious activity. In
addition, regularly updating the network firmware ensures that any security
vulnerabilities are patched, further safeguarding the network.

= 4.1.8

Why is it important to set a strong password for Wi-Fi connection?

o To protect the network from unauthorized access
o Toimprove connection speed
« To maintain network stability

419

In addition to physical connection and configuration, network monitoring is also
important to quickly identify and address issues that could affect its functionality.
Network monitoring involves using tools and software to keep an eye on the
network’s performance, ensuring that all devices are functioning correctly, and
alerting administrators to any disruptions.

Monitoring software can track bandwidth usage, network latency, and device health,
allowing administrators to proactively address problems before they escalate. By
keeping an eye on network activity, administrators can also ensure that users are
adhering to security policies and detect any unusual behavior that might indicate a
security breach.

Bt 4.1.10

What is the main purpose of network monitoring?

o To quickly identify and address issues in the network
e To ensure stable internet access
o Toincrease the speed of connection between devices

4.2 Network Virtualization

[ 4.2.1

A Virtual Private Network (VPN) is a technology that creates a secure, encrypted
connection over a less secure network, such as the internet. It allows users to send
and receive data across shared or public networks as if their computing devices
were directly connected to the private network. The main advantage of VPN is the
security it provides, making it ideal for remote access to a company's internal
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network. However, VPNs can sometimes introduce latency and require careful
configuration to ensure security.

Bt 422

VPNs are commonly used for:

e Secure remote access to private networks
o Protecting data while using public Wi-Fi
o Bypassing geo-restrictions and censorship

0423

A Virtual Local Area Network (VLAN) is a technology that allows the segmentation
of a physical network into multiple, isolated networks at the data link layer (Layer
2). VLANs improve network efficiency by reducing broadcast traffic and provide
enhanced security by isolating sensitive data within specific segments of the
network. The primary advantage of VLANSs is their flexibility in managing network
traffic without requiring physical changes to the network infrastructure. However,
improper configuration can lead to security risks.

B 4.24

VLANS are useful for:

o Segmenting networks by department or function
o Destroying security by isolating sensitive data
o Reducing broadcast traffic and improving network performance

4.3 Basic Tools and Software for Network Management

1 4.3.1

When managing networks, key tools enable configuration, diagnostics, and
monitoring of the network. For example, the ipconfig command provides important
information about a computer's network settings, such as the IP address, subnet
mask, and gateway. Ping is another basic tool used to verify connectivity to another
device on the network, and tracert shows the path data takes between computers in
the network.

Try to see what IP address your device has with the ipconfig command.
In the same way, find out the IP address of another device on the same network and

test the ping command by typing the IP address of the other device after the ping
command.
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Bt 432

Which tool is used to verify connectivity to another device on the network?

e ping

o tracert

e ipconfig
433

Wireshark is an advanced tool for analyzing and monitoring network traffic. It
allows for the capture and analysis of data packets passing through the network,
which is useful for diagnosing problems or identifying security vulnerabilities. This
tool is widely used by network administrators and security professionals for
detailed network traffic monitoring.

Download the Wireshark tool and scan your local network to see what packets are
being sent over the network.

B 434

What is the purpose of Wireshark?

o To capture and analyze network data packets
o To display graphical information about the network
o To transfer large files over the internet

Q435

NetFlow analyzers are another important tool that allows administrators to monitor
network traffic and identify patterns in data transmission. These tools provide
insight into which services or applications are consuming the most network
resources, which can help optimize network performance and identify potential
bottlenecks or security threats.

NetFlow allows you to detect abnormal network activity that could indicate a cyber-
attack, such as a DDoS attack or an attempted network intrusion.

If you notice an unusual number of connections from a single source for a short
period of time, this could indicate an attempted DDoS attack.
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Br 436

What is the main purpose of NetFlow analyzers?

o To monitor and analyze network traffic
e To improve audio quality during video conferences
o To edit graphics and images on the network

437

When configuring networks, it is often necessary to use various commands and
software tools for managing IP addresses, diagnosing issues, and securing the
network. These tools are fundamental for anyone working with networks, enabling
effective management and real-time troubleshooting.

B4 438

What types of commands and tools are commonly used for network configuration
and diagnostics?

e ipconfig

e ping

e NetFlow

e Paint
439

For managing and monitoring large networks, comprehensive software solutions
are also available that enable centralized management of multiple devices and
monitoring of the entire network from a single location. These solutions often
include features such as automatic issue alerts, report generation, and network
performance analysis, simplifying the work of network administrators.

Bt 4.3.10

What type of software is used for centralized management and monitoring of large
networks?

o Network management software

o Video editing software
o Text editor
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5.1 Introduction to Network Security

[ 5.1.1

Network security is a critical aspect of information technology, focused on
protecting data transmissions and infrastructure from unauthorized access and
attacks. In today’s digital landscape, networks face increasingly sophisticated
threats, raising the demands for robust protection. As digital communication grows
in importance, network security becomes an integral part of any organization
handling sensitive information. Every organization must be aware of the dangers
lurking in their networks. In this context, a network can be understood as a complex
system of interconnected devices and nodes through which data flows in the form
of packets (the concept of networks has been addressed in previous subchapters).
Properly securing these connections is fundamental to protecting data from
unauthorized access. Each device connected to a network represents a potential
attack point, making network security critically important. This fact underscores the
necessity of continuous monitoring and updating of security measures. Network
security is responsible for ensuring that data and network resources are protected
from breaches, ensuring the confidentiality, integrity, and availability of information.
Without these three core principles, it would be challenging to maintain the
trustworthiness and efficiency of networks.

Br 5.1.2

How can a network be defined in the context of security?

o A system of interconnected devices through which data flows
o A collection of software applications
o A set of computers without mutual connections

5.1.3

The role of network security is to ensure that this data is protected from
unauthorized access, manipulation, or destruction. Achieving this goal requires the
use of advanced techniques and tools that can quickly identify and eliminate
security threats. This protection involves the implementation of various
mechanisms and protocols that reduce the risk of security breaches. However,
beyond technical solutions, the collaboration of employees and their strict
adherence to security measures is also crucial. Therefore, network security is not
just a matter of technical means but also strategic planning and continuous
monitoring of potential threats. Planning also includes regular evaluation of
existing security measures and their adaptation to new challenges. Every
organization must develop a comprehensive strategy that considers technological
tools, processes, and the human factor to secure networks effectively. This ensures
effective protection against ever-evolving threats.
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Bf 514

What is the main goal of network security?

o To protect data from unauthorized access and attacks
e To ensure data is available on demand
o Toincrease data transfer speed

515

The importance of network security stems from the continuous rise of
sophisticated attacks that can lead to serious consequences, including data loss,
financial damage, and a breach of trust in the organization. Attacks that go
unnoticed or undetected can have catastrophic consequences for the organization
and its clients. Therefore, it is crucial for network administrators and IT specialists
to have deep knowledge of how to properly design and implement security
measures. Additionally, regular updates of these measures are essential because
threats are constantly evolving. Investment in network security proves to be critical
in the long term for maintaining business integrity and continuity. Organizations
that fail to invest in security risk not only financial losses but also the loss of
customer trust. Today, more than ever, protection against cyber threats must be a
priority for every organization. An unsecured network can easily become a target
for attackers.

Bf 5.1.6

Why is network security crucial for organizations?

o Itreduces the risk of security breaches and data loss
« It enables file sharing among employees
o Itimproves hardware performance

[ 5.1.7

To conclude the introduction, it is essential to emphasize that network security is
not a static state but a dynamic process that requires continuous updating of
knowledge and technical skills to keep networks protected against new types of
attacks and threats. Cyber threats are constantly evolving and adapting to new
technologies, increasing the demands on security measures. Therefore, IT
professionals are required to continuously educate themselves and stay updated
on the latest trends in cybersecurity. This education involves not only theoretical
knowledge but also practical experience in dealing with real threats. This dynamic
approach allows for responses to new challenges, ensuring that networks remain
protected in the future. Organizations that do not pay sufficient attention to
educating their employees risk a decline in their security levels.
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Br 5.1.8

Is network security a static process?

« No
¢ Yes

5.2 The Core Principles of Security (Confidentiality,
Integrity, Availability)

[ 5.2.1

Network security is based on three fundamental principles: confidentiality, integrity,
and availability. These principles, also known as the CIA triad, form the foundational
framework for designing security measures. Ensuring all three principles are
implemented is essential for the effective protection of information and the
operation of the network. Each of these principles plays a unique role in
safeguarding information and ensuring its proper use within the network. Ignoring
even one of these principles can have serious consequences for the overall security
of the system. For effective network security, it is necessary to ensure that all three
principles are implemented and integrated into the organization’s overall security
plan. This means that security measures should be comprehensive and cover all
aspects of information protection.

Bf 5.2.2

What does the principle of confidentiality in network security ensure?

o Access to sensitive information is granted only to authorized individuals
o Allusers have equal access rights
« Information is protected from physical damage

0523

Confidentiality ensures that access to sensitive information is restricted to
authorized individuals. This principle is implemented through techniques such as
data encryption, access control, and user rights management. These measures are
crucial for protecting sensitive information from unauthorized access.
Confidentiality is critical for protecting sensitive data from misuse or leakage,
which is particularly important in the context of personal data protection and
corporate secrets. Without sufficient confidentiality, an organization may be
exposed to the risk of unauthorized access to sensitive data, leading to severe
financial and legal consequences.
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Bf 5.24

What is the role of the integrity principle in network security?

o It ensures that data is protected from unauthorized access
e It ensures that data remains accurate and unaltered
o It ensures that the network is always available

[ 525

Integrity ensures that data remains accurate, consistent, and unaltered. This
principle is implemented through techniques such as checksums, digital signatures,
and version control. These measures ensure that data is not improperly modified,
whether intentionally or by accident, and that any changes are quickly detected.
Maintaining data integrity is crucial for trust in systems and for ensuring the proper
functioning of applications that rely on this data. In the event of a breach of
integrity, processes may fail, or incorrect decisions may be made based on
inaccurate data.

B 5.2.6

Why is availability crucial in the context of network security?

o Itallows access to data only during working hours

o It guarantees that authorized users have access to data and systems when
they need it

« It prevents access to data in the event of a network outage

Q527

Availability ensures that authorized users have access to data and systems
whenever they need them. This principle is implemented through backup systems,
redundancy, and capacity management, which guarantee that the network and
systems remain functional even in the event of a failure or attack. Availability is
critical for the continuous operation of business processes and minimizing
downtime. The unavailability of data or systems can lead to business interruptions,
financial losses, and a loss of customer trust. Therefore, it is crucial for
organizations to have mechanisms in place to protect the availability of their
networks and systems.

5.3 Threats and Vulnerabilities in Networks

5.3.1

In the field of network security, it is essential to understand the threats and
vulnerabilities that can affect network systems. Threats can be seen as potential
events or actions that could compromise the system's security, while vulnerabilities
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are weaknesses in the system that these threats can exploit. Both must be
analyzed and addressed through appropriate security measures that minimize
risks. Continuous monitoring and analysis of potential threats, as well as regular
updates to security measures, are crucial for effective network protection. Given
the dynamic nature of cyber threats, it is important for organizations to regularly
assess their security measures and adapt them to new challenges. This increases
the chances of successfully defending against attacks and exploiting
vulnerabilities.

B 5.3.2

What does a threat represent in the context of network security?

o A potential event or action that could compromise the system's security
e A potential weakness in the system
e Outdated software

1533

The most common threats include DDoS (Distributed Denial of Service) attacks,
malware, phishing, and social engineering attacks. Each of these threats represents
a different way to compromise network security, whether by overloading the
network, exploiting software vulnerabilities, or deceiving users into revealing
sensitive information. To effectively defend themselves, organizations must
implement multi-layered security measures that include prevention, detection, and
response to attacks. These measures should be designed to protect the network
from various types of threats while minimizing the potential impact of attacks on
the organization’s operations.

B 5.3.4

What type of attack attempts to overload the network to disrupt its functionality?

e DDoS
o Phishing
¢ Ransomware

Q535

Vulnerabilities are often the result of poor system design, outdated software, or a
lack of security measures. These weaknesses can be easily exploited by attackers
to gain access to sensitive data or disrupt the network's operation. The most
common vulnerabilities include improperly configured servers, poorly secured Wi-Fi
networks, and outdated software. Therefore, it is essential to regularly check and
update systems to minimize potential risks. Organizations should also implement
policies that ensure the proper use and maintenance of networks and systems,
thereby reducing the likelihood of vulnerabilities. Besides technical measures,
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educating employees is also important so they can recognize and respond to
potential threats and vulnerabilities.

Bf 5.3.6

What does the principle of confidentiality in network security mean?
e Access to sensitive information is granted only to authorized individuals

o Information is protected from physical damage
o Allusers have equal access rights

B4 537

What is a vulnerability in the context of network security?
o A potential event that could compromise the security of a system

« A security measure that prevents unauthorized access
o Atype of software designed to detect and respond to threats
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6.1 Cryptography and Data Security

[ 6.1.1

Cryptography is a field of study focused on techniques for transforming information
into a form that is unreadable to unauthorized individuals, while ensuring that it can
be reverted back to its original form by authorized users. The primary goal of
cryptography is to protect data from unauthorized access and to ensure the
confidentiality, integrity, and authenticity of information. Cryptography is a
fundamental tool in the realm of cybersecurity, enabling the secure transmission
and storage of data in the digital world. Additionally, it plays a critical role in
protecting sensitive information, such as financial transactions and personal data,
from cyber threats. As digital communication continues to evolve, the importance
of cryptography in safeguarding privacy and security becomes even more
pronounced.

B 6.1.2

What is the primary purpose of cryptography?

o To ensure faster data transmission
o To protect data from unauthorized access
o To enhance computer performance

[ 6.1.3

One of the main purposes of cryptography is to ensure that data remains protected
during transmission over insecure environments, such as the internet.
Cryptographic methods are used to encrypt data, ensuring that even if an attacker
intercepts the transmitted data, they will be unable to obtain its content without the
appropriate decryption key. Besides safeguarding the confidentiality of information,
cryptography also provides mechanisms to ensure data integrity, preventing
unauthorized alterations, and authenticity, allowing for the verification of the
identities of communicating parties.

Er 6.14

What does cryptography enable in data transmission?
« Data protection through encryption

o Faster file downloads
o Reduced energy consumption

6.1.5

Cryptographic techniques are crucial in many applications, from secure
communication over the internet to securing financial transactions and protecting
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personal data. In today's world, where cyber threats are increasingly sophisticated,
cryptography is an indispensable component of digital security systems. It is used
in protocols such as SSL/TLS, which ensure the security of websites, or for
encrypting emails and data stored in the cloud. Thus, cryptography plays a key role
in protecting privacy and securing communication in the digital age.

= 6.1.6

In which areas is cryptography commonly used?

o Website security
e Email encryption
e Increasing internet speed

[ 6.1.7

In conclusion, it is important to emphasize that cryptography is not a panacea but a
powerful tool in cybersecurity. Successful implementation of cryptographic
techniques requires not only proper technical solutions but also thorough planning,
user education, and regular risk assessments. Cryptography is continually evolving
in response to new threats and challenges, making it essential to stay updated on
current trends and adapt security strategies to new conditions. As emerging
technologies and novel attack vectors continue to appear, the field of cryptography
must advance to meet these new challenges effectively.

B1 6.1.8

Is cryptography sufficient for ensuring complete data security?

« No
e Yes

6.2 Basic Concepts and Techniques in Cryptography
(Encryption, Decryption, Symmetric and Asymmetric
Encryption)

2 6.2.1

Cryptography employs various techniques and concepts to achieve data security.
The most fundamental among these are encryption and decryption, which are the
core processes for protecting information. Encryption is the process of converting
original data (known as plaintext) into an encrypted form using an encryption
algorithm and a key. This encrypted text is unintelligible to anyone who does not
possess the corresponding decryption key. Decryption is the reverse process,
where the encrypted text is converted back to its original plaintext using the
decryption key.
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Bf 6.2.2

What is encryption?

o The process of converting data into a form readable by everyone
o The process of converting plaintext into unintelligible encrypted text
e The process of enhancing computer performance

1623

Cryptography uses two main types of encryption: symmetric and asymmetric
encryption. Symmetric encryption uses the same key for both encryption and
decryption of data. This approach is very fast and efficient but requires that the
encryption key be securely shared among all parties that need to decrypt the data.
The most well-known symmetric encryption algorithms are AES (Advanced
Encryption Standard) and DES (Data Encryption Standard). Symmetric encryption is
ideal for situations where encryption keys can be securely distributed, such as in
closed systems.

B 6.24

What is symmetric encryption?

o It uses different keys for encryption and decryption
o Ituses the same key for both encryption and decryption
o It does not use any keys

[ 6.2.5

On the other hand, asymmetric encryption uses a pair of keys: a public key and a
private key. The public key is used for encrypting data, while the private key is used
for decrypting it. This type of encryption is more secure because, even if the public
key is shared, the private key remains secret and securely stored. Asymmetric
encryption is the foundation for many security protocols on the internet, including
SSL/TLS, which secure encrypted communication between web browsers and
servers. The most well-known asymmetric encryption algorithm is RSA (Rivest-
Shamir—Adleman).

Er 6.2.6

How does asymmetric encryption work?
o Ituses the same key for both encryption and decryption

o Ituses a public key for encryption and a private key for decryption
« It does not require any key
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1 6.2.7

Both types of encryption have their advantages and disadvantages. Symmetric
encryption is faster and better suited for encrypting large amounts of data, while
asymmetric encryption offers better security for key exchange and authentication
but is computationally more demanding. In practice, both techniques are often used
together, where asymmetric encryption ensures the secure exchange of symmetric
keys, which are then used for the rapid encryption of the actual data.

B 6.2.8

Which encryption method is faster for encrypting large volumes of data?

e Asymmetric encryption
e Symmetric encryption
e There is no difference between them

d 6.2.9

The choice of the appropriate encryption technique depends on the specific needs
and security requirements of the application. By combining symmetric and
asymmetric methods, a high level of security and efficiency can be achieved in
protecting data.

6.3 Digital Signatures and Certificates

1 6.3.1

A digital signature is a cryptographic technique used to verify the authenticity and
integrity of electronic documents or messages. A digital signature works similarly
to a traditional physical signature but is much more secure because it uses
cryptographic algorithms to ensure that the signed document has not been altered
after signing. A digital signature is created using the signer's private key, while its
verification is performed using the corresponding public key.

Bt 6.3.2

What is the primary purpose of a digital signature?
o To speed up document transmission

o To verify the authenticity and integrity of the document
e To ensure communication privacy

6.3.3

A digital signature guarantees that a document originates from a specific person
and has not been modified during transmission. This process involves creating a
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hash value of the document, which is then encrypted with the private key to create
the digital signature. The recipient of the document can then use the public key to
verify whether the signature and the document match the original version, thereby
confirming their authenticity and integrity.

= 6.3.4

What is used to verify a digital signature?

e Private key
e Public key
e Symmetric key

[ 6.3.5

Digital certificates are electronic documents that verify the identity of a person,
organization, or device on the internet. Certificates are issued by trusted Certificate
Authorities (CAs) and contain the public key, information about the certificate
owner, and the CA's signature. A digital certificate enables users to verify that a
public key belongs to a specific person or organization, thus ensuring the
trustworthiness and security of communication.

B4 6.3.6

What is a digital certificate?

o A physical document for identity verification
o An electronic document containing a public key and owner information
o Software for file encryption

[ 6.3.7

Certificates are used in many applications, such as SSL/TLS certificates, which
secure encrypted communication between web browsers and servers, or in
securing emails using S/MIME. Certificate Authorities play a key role in the Public
Key Infrastructure (PKI), where they ensure that certificates are authentic and
trustworthy.

Er 6.3.8

Who issues digital certificates?
« Internet service providers

o Certificate Authorities
e Users themselves
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1 6.3.9

Digital signatures and certificates are an integral part of modern cryptography and
digital communication security. They ensure trustworthiness, integrity, and
authenticity in electronic transactions and communication, enabling the safe use of
digital services in today's world. Without them, many aspects of internet security,
including e-commerce and online banking, would not be possible.

B 6.3.10

Why are digital certificates important?
e Toincrease download speeds

e To store encryption keys
o To verify identity and ensure trustworthy communication
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7.1 Network Security Protocols and Technologies

[ 7.1.1

Network security protocols and technologies play a crucial role in ensuring the
safety of data transmitted across computer networks. These protocols establish
rules and procedures that protect against various types of cyber threats, such as
eavesdropping, unauthorized access, data manipulation, and other forms of
attacks. Without them, it would be practically impossible to guarantee secure and
trustworthy communication over the internet and other networks where data is
continuously exposed to risks.

One of the primary objectives of network security protocols is to ensure the
confidentiality, integrity, and availability of transmitted data (as discussed in the
previous chapter). Confidentiality means that only authorized parties can access
the transmitted information. Integrity ensures that the data has not been altered or
corrupted during transmission, and availability means that the data is accessible
whenever needed, even in the face of service disruption attempts (e.g., DoS
attacks).

B 7.1.2

What is the primary purpose of network security protocols?

o To protect data transmitted across networks from threats
e To ensure faster data transmission
o To improve the quality of service in the network

713

Among the most significant network security protocols are SSL/TLS, IPsec, and
VPN (Virtual Private Network). These protocols are the foundation for various
forms of secure communication in the digital world:

o SSL/TLS (Secure Sockets Layer/Transport Layer Security): This protocol is
essential for encrypting communication between web servers and clients
(such as web browsers). It is the foundation for HTTPS, a secure version of
HTTP that ensures data transmitted between a user and a website is
protected against eavesdropping and man-in-the-middle attacks.

» IPsec (Internet Protocol Security): This protocol is used for encrypting and
authenticating IP communications, ensuring security at the network layer. It
is especially important for securing VPN connections and other network
applications

o VPN (Virtual Private Network): This technology provides a secure and
encrypted channel for transmitting data over public networks, such as the
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internet. It enables secure access to corporate networks from remote
locations, protecting transmitted data from eavesdropping and other threats.

B 714

Which protocol is used to encrypt communication between web servers and
browsers?

e |Psec

« SSL/TLS

« VPN
715

Network security technologies encompass various methods and tools designed to
protect data and systems from cyber threats. Key technologies include:

o Encryption: Converts data into a format readable only by authorized parties.
Encryption is a fundamental technique for ensuring data confidentiality
during transmission.

« Authentication: Verifies the identity of users or devices, ensuring that only
authorized individuals can access data and systems.

o Access Control: Ensures that only authorized users have access to sensitive
data or system resources. Access control can be based on various criteria,
such as access level, user roles, or access time.

B 716

What does encryption ensure in network security?

o Faster data transmission
o Data readability only for authorized parties
e Increase in the number of available IP addresses

717

In today’s environment, cyber threats are becoming increasingly sophisticated and
frequent. Network security protocols and technologies are essential for protecting
communication over the internet and other networks from these threats. Security
incidents, such as man-in-the-middle attacks, eavesdropping, and data theft, can
have serious consequences for individuals and organizations. Therefore,
implementing up-to-date and effective security protocols is crucial for maintaining
the integrity and trustworthiness of digital communication.
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B 718

Why is the use of network security protocols essential?

e To improve internet speed
e To protect communication from cyber threats
e Toincrease network capacity

7.2 SSL/TLS

[ 7.2.1

SSL (Secure Sockets Layer) and its successor TLS (Transport Layer Security) are
cryptographic protocols that provide secure communication over a computer
network, most commonly the internet. These protocols protect sensitive
information, such as login credentials, credit card numbers, and other personal
data, from eavesdropping and man-in-the-middle attacks by encrypting the data
transmitted between the client and the server.

SSL was first developed by Netscape in the mid-1990s and gradually evolved into
TLS, which is now the standard for secure communication on the internet. TLS
operates at the application layer of the network model and is independent of lower
layers, allowing it to be used with various applications, including web browsers,
email clients, and other network services.

B 7.22

What is the purpose of the SSL/TLS protocol?

e Toreduce energy consumption
o To ensure encrypted communication over a network
e« To compress data

723
The process of secure communication using TLS involves several steps:

1. TLS handshake: This is the initial step in securing communication. During the
TLS handshake, the client and server exchange information about the
encryption algorithms they support and agree on common parameters. They
also exchange encryption keys needed for encrypting data during the
session.

2. Encrypted communication: After a successful handshake, encrypted data
exchange begins. All information transmitted between the client and server
is encrypted, ensuring that any intercepted data will be unreadable to an
attacker without the correct decryption key.
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Bt 724

Which protocol is the successor of SSL?

e |Psec
. TLS
« HTTP

B 7.25

What happens during the TLS handshake?

o The server and client agree on encryption algorithms and exchange keys
o Datais compressed for faster transmission
o The server and client authenticate using passwords

1 7.2.6

SSL/TLS protocols are an integral part of the modern internet. They are used to
secure websites (via HTTPS), email communications, and many other services.
Today, the use of SSL/TLS is practically standard for any online service that deals
with sensitive information, and it is crucial for maintaining user trust in internet
security.

B 7.27

Where are SSL/TLS protocols most commonly used?
o For downloading files

» For securing websites (HTTPS) and email communications
o For network monitoring

7.3 IPsec

[ 7.3.1

IPsec (Internet Protocol Security) is a comprehensive suite of protocols that
secures IP communications by encrypting and authenticating transmitted data.
IPsec operates at the network layer and is independent of application protocols,
meaning it can protect a wide range of network applications.

IPsec can be implemented in two main modes:
o Transport Mode: Encrypts only the data within the IP packet, leaving the IP

header unencrypted. This mode is often used to secure communication
between two endpoints, such as between two servers.
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e Tunnel Mode: Encrypts the entire IP packet, including the header. This mode
is primarily used for creating VPN connections, where it is necessary to
secure the entire transmission path between networks, such as when linking
company branches over the internet.

B 73.2

At what layer of the network model does IPsec operate?

o Application layer
e Network layer
e Physical layer

B4 733

Which IPsec mode encrypts the entire IP packet, including the header?

e Transport mode
e Tunnel mode
e Application mode

1734

IPsec uses various cryptographic techniques to secure data (discussed in detail in
the chapter on cryptography):

« Symmetric Encryption (e.g., AES): Uses the same key for both encryption and
decryption, providing fast and efficient data protection.

o Asymmetric Encryption (e.g., RSA): Uses two different keys—one for
encryption (public key) and another for decryption (private key)—allowing
secure key exchange over unsecured channels.

« Hash Functions (e.g., SHA): Ensure data integrity by creating a unique digital
fingerprint (hash) for each message, making it possible to detect any
unauthorized data changes.

IPsec also uses the IKE (Internet Key Exchange) protocol to securely exchange
encryption keys between communicating parties.

B 735

What is the IKE protocol used for in IPsec?
o For data compression

o For exchanging encryption keys
o Foruser authentication
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1 7.3.6

IPsec is widely used in many network applications, particularly for creating VPN
connections between company branches, securing communication in wireless
networks, and protecting data transmission over the internet. It is especially
important for organizations that need to protect sensitive information during
transmission between different network environments.

= 737

Where is IPsec commonly used?

o For creating VPN connections and securing communication in wireless
networks

o For streaming videos

o For data backup

1738

IPsec represents a robust solution for network security, ensuring that data
transmitted over a network is protected from unauthorized access and
modification. In combination with other security protocols and technologies, such
as SSL/TLS, it forms the backbone of the security infrastructure in modern IT
environments, safeguarding critical data from threats that could compromise trust
and business continuity.

Br 739

Why is IPsec important for network security?

o To improve voice transmission quality

o To protect data transmitted over the network from unauthorized access and
modification

o Toincrease internet connection speed
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8.1 Network Protection and Monitoring

3 8.1.1

Network protection and monitoring are key aspects of managing modern
information systems. They ensure the continuity of operations and the protection of
sensitive data. Network protection involves implementing technical measures to
prevent unauthorized access, detect intrusion attempts, and eliminate risks
associated with security threats. These measures can include various technologies
such as firewalls, data encryption, multi-factor authentication, and access controls.
It is also essential to use security policies that guide how users should behave and
what security measures should be in place. Monitoring logs and network traffic
helps identify unusual behavior and respond quickly to potential threats. However,
network protection is not just a technical issue; it also involves the human factor,
where educating employees about security risks plays a crucial role.

Br 8.1.2

What is the main goal of network protection?

« Increasing data transfer speed
o Ensuring the protection of sensitive information from threats
o Sharing files among employees

[ 8.1.3

Network monitoring means continuously watching the network to detect anomalies,
monitor traffic, and respond immediately to security incidents. This activity involves
using advanced tools that can analyze network traffic in real-time and identify
potential threats. Through monitoring, administrators can detect suspicious
activities such as unusual login attempts, abnormal data transfer volumes, or
access attempts from unknown IP addresses. Modern network monitoring tools
can be integrated with automated response systems, allowing for immediate action
and reducing the time needed to respond to incidents. It's also important to
regularly analyze historical data from network monitoring to identify trends and
predict potential future threats.

Er 8.14

Why is network monitoring important?
e Itincreases network speed

« It helps detect and respond to suspicious activities
o Itallows users access to all data
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[ 8.1.5

Alongside protective mechanisms like firewalls, encryption, and network
segmentation, monitoring contributes to creating a robust security environment
that can handle sophisticated attacks. Network segmentation divides the network
into smaller, isolated sections, reducing the risk of attack spread in case one
section is compromised. Encryption ensures that even if data is intercepted, it is
unreadable to attackers. Regular updates of these mechanisms and ongoing
employee education about the latest security threats are essential for effective
network protection. Without regular training and awareness of new types of attacks,
even the best technical protection can fail.

B4 8.1.6

What should be part of effective network protection?

e Only hardware solutions
e Regular updates and employee training
e Only traffic monitoring

8.2 Firewalls and Their Configuration

[ 8.2.1

Firewalls are a fundamental element of network security, serving as a barrier
between an organization’s internal network and external networks like the internet.
Their main job is to control and filter incoming and outgoing network traffic based
on defined security rules. These rules determine which types of traffic are allowed
and which should be blocked, reducing the risk of unauthorized users accessing the
internal network. Firewalls can operate at various levels, from packet filtering to
application-level filtering that analyzes the content of transmissions. Additionally,
modern firewalls often include features like VPNs for secure remote access or
IDS/IPS for detecting and preventing attacks.

Bt 8.2.2

What function does a firewall perform?
« Filtering and controlling network traffic

o Encrypting data
« Storing backups

823

Configuring a firewall involves setting rules that determine which types of traffic are
allowed and which are blocked, thus reducing the risk of unauthorized access.
Rules can be set based on IP addresses, ports, protocols, or other parameters that
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define permitted communication. Proper firewall configuration is crucial to avoid
incorrect or overly restrictive settings that might prevent legitimate users from
accessing necessary resources. Larger organizations often need to implement
multi-layered firewalls that protect different network segments based on their
sensitivity. Regular testing and auditing of firewall configuration are essential to
ensure that rules are up-to-date and reflect the latest security threats.

= 8.2.4

What is important when configuring a firewall?

o Setting security rules
e Increasing processor performance
e Monitoring hardware performance

[ 825

Proper firewall configuration is critical because incorrect settings can either overly
restrict legitimate traffic or leave openings for potential attackers. For instance, if a
firewall blocks access to necessary services, it can cause outages or decrease
productivity. Conversely, overly lenient firewall settings can allow malicious
software or unauthorized access. Therefore, administrators need to regularly
review and update firewall settings to reflect changing security needs and threats.
Testing new rules in a controlled environment before deploying them in production
can also help avoid issues.

B1 8.2.6

What can be the consequence of incorrect firewall configuration?

« Restriction of legitimate traffic or opening doors for attacks
o Increased network protection
e Reduced risk of attacks

8.3 Intrusion Detection Systems (IDS) and Intrusion
Prevention Systems (IPS)

1 8.3.1

Intrusion Detection Systems (IDS) and Intrusion Prevention Systems (IPS) are
advanced security technologies designed to detect and prevent network intrusions.
IDS are systems that monitor network traffic and identify potential attacks or
unusual activities based on predefined patterns and rules. These systems may use
signatures of known attacks, heuristic analysis, or anomaly detection to identify
threats. IPS systems go a step further by not only detecting threats but also actively
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intervening to eliminate them, such as blocking harmful traffic or closing open
ports.

Br 83.2

What is the difference between IDS and IPS?

« IDS only detects attacks, while IPS actively blocks them
o IDS protects hardware, IPS protects software
o IDS operates offline, IPS online

[ 833

Both IDS and IPS are integral to modern network security approaches as they can
quickly identify and stop attempts to breach the system. While IDS focuses on
monitoring and alerting administrators to suspicious activities, IPS systems are
designed to provide immediate protection by stopping attacks in real-time. For
effective IDS and IPS implementation, it's crucial that these systems are properly
configured and integrated into the broader security environment of the
organization. A common challenge with IDS/IPS is minimizing false positives,
which can cause unnecessary alarms and disrupt operations. Regular updates to
signatures and optimization of rules can help improve the accuracy of these
systems and ensure effective protection.

B 8.34

Why is proper configuration of IDS and IPS systems important?

o To minimize false positives and improve detection accuracy
o Toincrease network speed
o To protect against physical threats

Q 8.3.5

The benefits of using IDS/IPS include not only protection against known attacks but
also the ability to detect new, previously unknown threats through heuristic or
behavioral analyses. These systems can be implemented as software running on
standard servers or as specialized hardware devices optimized for high throughput
and low latency. An effective IDS/IPS solution must be scalable to meet the
growing needs of the organization and adapt to evolving threats. Implementing IDS
and IPS should always be part of a broader security strategy that includes other
techniques such as network segmentation, regular backups, and employee
education.

Br 8.3.6

What advantage does using IDS/IPS provide?
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e Protection against both known and unknown threats
e Increased processor performance
e Improved graphical interface

8.4 Antivirus and Antimalware Programs

[ 84.1

Antivirus and antimalware programs are fundamental tools for protecting computer
systems from malicious software such as viruses, trojans, spyware, and
ransomware. These programs work by scanning the system, detecting malicious
code, and removing it before it can cause harm. Antivirus programs use various
detection methods, including signature comparison, heuristic analysis, and real-
time behavior monitoring. Modern antivirus solutions often include features like
phishing protection, firewalls, and access control, providing comprehensive
protection. To be effective, these programs need to be regularly updated to ensure
they can identify and remove new types of threats.

B 84.2

What is the main function of antivirus programs?

e Increasing computer performance
o Protecting against malicious software
o Optimizing network traffic

J 84.3

In addition to using antivirus software, educating users to recognize potentially
risky behaviors, such as opening unknown attachments or visiting dubious
websites, is crucial. Users should be informed about the dangers that can lurk in
emails, downloaded files, and unverified websites. Even the best antivirus program
can fail if users themselves run malicious code, so combining technology with
education is key. Organizations should regularly conduct cybersecurity training and
ensure all employees understand the risks associated with careless behavior
online. Additionally, implementing policies for safe internet and email usage can
significantly reduce the risk of attacks.

B 844

Why is it important to regularly update antivirus programs?
o Toincrease computer performance

o Toinclude the latest virus definitions and detection technologies
o To speed up data transfer
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1 84.5

Regular system checks and complete scans of devices ensure that potential threats
are detected and removed in time before they can cause damage. Additionally,
some antivirus solutions offer features for system recovery after an attack, such as
tools for restoring encrypted files after a ransomware attack. Users should be
encouraged not to disable or bypass security measures, which is a common issue
when antivirus programs affect device performance. Implementing a policy that
ensures antivirus programs run continuously with current definitions is essential for
maintaining high-level protection. Finally, educating users on how to properly use
antivirus software and respond to security threats should be part of every
organization’s security program.

B4 8.4.6

What can users do to improve the effectiveness of antivirus programs?
e Turn off the program during low performance

o Regularly update and perform system scans
e Use multiple antivirus programs simultaneously
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9.1 Introduction to Operating Systems

[ 9.1.1

Operating systems are fundamental software components that enable users to
interact with computer devices and manage hardware resources. Without an
operating system, a computer would be merely a piece of hardware incapable of
performing any tasks. The operating system provides an environment in which
applications can run and coordinates their activities. Additionally, it ensures file
management, input and output processing, and system security and stability. This
software is essential for the smooth operation of a computer and for facilitating
interaction between the user and the hardware.

B1 9.1.2

Which of the following functions is the primary goal of an operating system?

o Providing an environment for running applications
e Increasing the number of hardware components
o Ensuring the computer can operate without software

[ 9.1.3

Operating systems perform a wide range of tasks, including memory, file, and
device management. They coordinate the activities of various hardware
components such as processors, memory, disks, and input/output devices. They
also ensure multitasking, allowing multiple applications to run simultaneously
without conflicts. Resource management and performance optimization are key
tasks that operating systems perform. It is crucial for an operating system to be
efficient and reliable, as it affects the overall performance and stability of the
computer.

B 9.14

Which of the following activities are tasks of an operating system?

o Memory, file, and device management
e Reducing data transfer speed
« Increasing the number of processors

9.1.5

Operating systems also provide a basic interface for user communication. They
allow interaction through a graphical user interface (GUI) or a command line. The
GUI provides a visual representation of the system that is intuitive and easy to use.
The command line offers flexibility and more powerful tools for advanced users and
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administrators. Both forms of interfaces are important for different types of tasks
and user preferences.

Br 9.16

How can a user communicate with the operating system?

o Through a graphical user interface (GUI)
e Using only the command line
« Disabling all graphical elements

[ 9.1.7

Operating systems also ensure system security and data protection. They
implement various mechanisms such as user authentication, access permissions,
and data encryption. Securing the operating system is essential to protect against
malicious software and unauthorized access. A well-designed operating system
provides robust tools to ensure the integrity and confidentiality of information.
Protection against viruses, malware, and other security threats is crucial for
maintaining a safe and reliable environment.

B 9.1.8

What security mechanisms are implemented in operating systems?

o Authentication, access permissions, and data encryption
e Increasing hardware capacity
o Disabling all security features

9.2 Definition and Functions of Operating Systems

[ 9.2.1

An operating system is a complex software package that manages the hardware
and software resources of a computer. It is responsible for providing basic
functions such as process, memory, file, and device management. The operating
system allows users and applications to interact with the hardware and utilize its
capabilities efficiently. Key functions include multitasking, which allows multiple
tasks to be performed simultaneously, and resource management, which ensures
optimal use of available resources. Without an operating system, it would not be
possible to effectively utilize the computer and its hardware components.

B 922

Which of the following functions does an operating system provide?

o Process, memory, and file management
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« Increasing the performance of the graphics card
o Restricting access to permanent memory

[19.23

Operating systems manage processes and threads, which are the basic units of
task execution. Processes represent individual applications or tasks running on the
computer, while threads are smaller units within a process that perform specific
tasks. The operating system allocates system resources to these processes and
threads, ensures their proper coordination, and ensures they execute efficiently
without conflicts. Process and thread management is essential for the smooth
operation of the system and performance optimization.

B1 9.24

What units are the basic components of task management in an operating system?

e Processes and threads
e« Memory modules
o Hard drives

1 9.25

The operating system also ensures memory management, which is essential for the
efficient functioning of applications. Memory management includes the allocation
and deallocation of memory blocks that applications need to perform tasks. The
operating system monitors which parts of memory are occupied and which are free,
and controls access to them. Additionally, it manages virtual memory, which allows
extending physical RAM using the disk, thereby increasing the available memory
space.

BT 9.2.6

What does memory management in an operating system include?

o Allocation and deallocation of memory blocks
e Increasing hard drive capacity
e Removing all applications

1927

File management is also a part of the operating system, enabling efficient storage
and organization of data. The operating system provides a file system that defines
how data is stored on the disk and how it is accessed. This system allows creating,
reading, writing, and deleting files and directories. File management also includes
securing access to this data based on user permissions and protecting files from
unauthorized access.
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B 9.28

What function is related to file management in an operating system?

o Storing and organizing data
e Increasing processor speed
e Dividing RAM

9.3 Types of Operating Systems (Windows, Linux,
macOS, Unix)

[ 9.3.1

Operating systems vary, and each has its specific features and advantages.
Windows is a widely used operating system developed by Microsoft. It is known for
its user-friendly graphical interface and support for a wide range of hardware
devices and applications. Windows is popular for personal computers and
workstations and offers extensive support for commercial and professional
applications. It is often preferred for its broad compatibility and software
availability.

BT 9.3.2

Which operating system is known for its user-friendly graphical interface and wide
application support?

e Windows

o Linux

¢ macOS
4 9.3.3

Linux is an operating system based on the Linux kernel and is known for its open
and flexible nature. It is popular in server environments and among technically
proficient users due to its customizability and modifiability. Linux is open-source,
meaning its code is publicly available and can be modified and distributed by the
community. This system offers various distributions, such as Ubuntu, Fedora, and
Debian, which have different features and goals.

B 9.34

What is the main advantage of Linux compared to other operating systems?
o High licensing costs

o Open and flexible nature
o Limited hardware support
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1 9.3.5

macOS is an operating system developed by Apple and is designed for Mac
computers. It is known for its elegant design, security, and integration with other
Apple products. macOS provides an intuitive graphical interface and strong support
for multimedia applications. It is optimized for Apple hardware and offers seamless
integration with iPhones, iPads, and other Apple devices, making it a popular choice
for creative professionals.

B 9.3.6

Which operating system is known for its integration with Apple products and
elegant design?

e macOS

e Windows

e Linux
1 9.3.7

Unix is an operating system developed in the 1970s and is the foundation for many
modern operating systems, including Linux and macOS. Unix is known for its
stability, security, and efficiency in managing multiple tasks. It is primarily used in
server and academic environments, and its philosophy of “everything is a file"
provides powerful tools for text and file processing. Unix systems are often
preferred for their robustness and flexibility.

B1 9.3.8

What is the fundamental philosophy of Unix that contributes to its robustness?
o Everything is a file

o Every file is a program
o Files are invisible

77



Basic Components of an
Operating System

Chapter 1 0



Basic Components of an Operating System | FITPED Al

10.1 Basic Components of an Operating System

3 10.1.1

An operating system is composed of several fundamental components that work
together to manage hardware and provide services to applications. These
components include the kernel, system libraries, and system tools and utilities. The
kernel is the most critical part of the operating system, responsible for managing
hardware and system resources. System libraries provide functions and APIs for
applications, while system tools and utilities are used for system management and
configuration.

B4 10.1.2

Which component of the operating system is responsible for managing hardware
and system resources?

o Kernel
o System tools and utilities
o System libraries

[ 10.1.3

The kernel of the operating system ensures basic functions such as memory
management, process control, and communication with input/output devices. It
acts as a bridge between applications and hardware, ensuring that applications can
use hardware efficiently and safely. The kernel manages the allocation of system
resources, such as CPU time and memory, and controls access to devices like disks
and keyboards. Without the proper functioning of the kernel, the operating system
could not operate effectively.

B 10.1.4

What is the role of the operating system kernel?

e Manage system resources and communicate with hardware
o Control applications without hardware communication
« Increase the system’s graphical performance

£ 10.1.5

System libraries are files that contain predefined functions and procedures that
applications can use. They provide programmers with functions such as text
processing, data manipulation, and device communication without having to write
code from scratch. These libraries simplify application development and ensure
that applications can utilize various operating system functions. System libraries
also contribute to interoperability between different applications.
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Er 10.1.6

What are system libraries in an operating system?

o Procedures used by applications
e Basic hardware components
o Graphical user interface

1 10.1.7

System tools and utilities are programs used for managing and configuring the
operating system. These include tools for file management, system monitoring, and
hardware configuration. These tools allow users and administrators to customize
the system to their needs and ensure its optimal functioning. They are often used
for diagnosing problems, maintaining the system, and ensuring its security.

B 10.1.8

What are system tools and utilities in an operating system?
o Programs for managing and configuring the operating system

o Basic hardware components
« Interface between the user and applications

1 10.1.9

The kernel of an operating system can be implemented in various ways, such as
monolithic kernels, microkernels, or hybrid kernels. Monolithic kernels include all
basic functions in a single block of code, which can simplify hardware access but
may be less flexible. Microkernels contain only essential functions, with other
services implemented in user mode, increasing flexibility and security. Hybrid
kernels combine features of both monolithic and microkernels.

B 10.1.10
What are the different types of operating system kernel implementations?

o Monolithic kernels, microkernels, and hybrid kernels
o Simple kernels, complex kernels, and basic kernels
o Main kernels, secondary kernels, and special kernels

10.2 Kernel and Its Functions

10.2.1

The kernel of an operating system is the central part that performs the most critical
tasks. It is responsible for managing hardware resources such as the CPU, memory,
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and input/output devices. The kernel acts as a bridge between hardware and
application software, ensuring that applications can safely and efficiently use
system resources. Additionally, it provides essential services for all applications
running on the computer.

B 10.2.2

What is the primary role of the operating system kernel?

e Manage hardware resources
o Develop new applications
e Increase RAM capacity

1 10.2.3

The operating system kernel manages processes and threads, which are the basic
units of task execution in a computer. Each process can contain multiple threads
that perform different tasks in parallel. The kernel allocates system resources to
these processes and threads, ensures their coordination, and manages their
transitions between different states (e.g., running, waiting, suspended). This
ensures efficient CPU utilization and reduces conflicts between different tasks.

B1 10.2.4
How does the operating system kernel manage processes and threads?

« By allocating system resources
e Byremoving all processes
o By reducing task execution speed

[ 10.2.5

The kernel also ensures memory management, which includes the allocation and
deallocation of memory blocks for applications. Memory management also
involves virtual memory, which allows extending physical RAM using the disk. The
kernel monitors memory usage, prevents conflicts between applications, and
ensures that no application can misuse the memory of other applications. This
aspect of memory management is crucial for maintaining system stability and
performance.

B 1026

What tasks are included in memory management by the operating system kernel?
o Allocation and deallocation of memory blocks

e Increasing hard disk capacity
e Removing all data from memory
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[ 10.2.7

The operating system kernel also manages input/output operations, such as
reading and writing to disks, accessing printers, and interacting with other devices.
It ensures that these operations are performed efficiently and without conflicts. The
kernel also manages devices connected to the computer and provides drivers for
various hardware components. This aspect of input/output management is
essential for the smooth operation of the system.

B 10.2.8

How does the operating system kernel manage input/output operations?

» Ensures efficient execution of operations
e Turns off all input/output devices
o Reduces disk performance

10.3 File Systems and Their Organization (FAT, NTFS,
ext4)

1 10.3.1

A file system is a method that determines how data is stored and managed on a
disk. One of the oldest file systems is FAT (File Allocation Table), developed by
Microsoft. FAT is simple and widely supported but has limitations in managing
large files and disks. It is popular in older operating systems and on smaller devices
where its features are sufficient.

BT 103.2

What are the main characteristics of the FAT file system?

o Simplicity and wide support
o Complexity and insufficient support
o High capacity and unlimited support for all file types

J10.3.3

NTFS (New Technology File System) is a more modern file system developed by
Microsoft as a successor to FAT. NTFS offers advanced features such as support
for large files and disks, file access security through permissions and encryption,
and efficient file management with metadata. NTFS is used in modern versions of
the Windows operating system and is the preferred file system for most disk tasks.
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Ef 1034

What advantages does NTFS have over FAT?

« Support for large files, access security, and encryption
o Higher costs and lower support
« Simplicity and lower implementation costs

[ 10.3.5

ext4 (Fourth Extended File System) is a modern file system used in many Linux
distributions. It is known for its robustness, support for large files and disks, and
efficient disk space management. ext4 provides better performance and reliability
compared to older versions of file systems ext3 and ext2. It also offers better
solutions for file system corruption issues and various options for performance
optimization.

B 103.6

What is the main advantage of ext4 over its predecessors?

o Better performance and reliability
o Lower support for large files
o Limited support for Linux

[ 10.3.7

File systems play a crucial role in organizing and managing data on disks. Choosing
the right file system can affect system performance, support for different file types,
and the ability to manage large amounts of data. When selecting a file system, it is
important to consider the specific use case needs and compatibility with the
operating system in use. Effective file management and proper file system
configuration can significantly impact overall system performance and stability.

B 1038

What affects the performance and data management capability on disks?
o Choosing the right file system

o Type of operating system
e Internet connection speed
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10.4 Processes and Threads

J 10.4.1

A process is the basic unit of execution in an operating system. Each process
represents an instance of an application or task running on the computer.
Processes can run in parallel, meaning multiple processes can be active at the
same time. The operating system manages the lifecycle of processes, including
their creation, scheduling, and termination. Effective process management is key to
ensuring smooth and efficient system operation.

B4 10.4.2

What does a process represent in an operating system?

o Aninstance of an application
o Adevice that controls memory
o Afile system

1 104.3

Threads are smaller units of execution within a process. Each process can contain
multiple threads that perform different tasks simultaneously. Threads share the
same system resources, such as memory and open files, but can perform different
tasks independently. This approach increases the efficiency and speed of task
execution, as threads can be processed simultaneously by multiple processors or
cores. Thread management is important for optimizing application and system
performance.

B 104.4
What are threads in the context of processes?

o Smaller units of execution within a process
o Alarge number of applications running simultaneously
o Physical hardware components

Q1045

The operating system manages the transition of processes and threads between
different states, such as running, waiting, and suspended. Process and thread
scheduling ensures efficient CPU utilization and minimizes delays in task
execution. The operating system kernel uses various scheduling algorithms to
optimize performance and ensure fair distribution of CPU time among all running
tasks. This ensures that the system can perform multiple tasks efficiently and
without unnecessary delays.
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Ef 104.6

How does the operating system manage the transition of processes and threads
between different states?

e Using scheduling algorithms
« By removing all processes
« By increasing disk capacity

[ 10.4.7

Threads enable efficient parallel processing of tasks, which is important for high-
performance applications such as games or scientific simulations. Parallel
processing can improve the speed and responsiveness of applications by allowing
multiple operations to be performed simultaneously. Thread management also
includes synchronization and communication between different threads within a
single process to ensure consistency and correct task execution. Effective thread
management is essential for modern applications and multi-core systems.

B 10.4.8
What advantages does the use of threads bring to applications?
» Efficient parallel task processing

e Increased hardware costs
o Reduced task execution speed

85



Memory and Storage
Management

Chapter 1 1



Memory and Storage Management | FITPED Al

11.1 Memory and Storage Management

L 11.1.1

Memory and storage management is fundamental to the efficient operation of
computer systems. It enables coordination between different types of memory,
such as RAM and secondary storage like disks and SSDs. A good memory
management system ensures that applications have access to necessary
resources while minimizing potential collisions or conflicts. This process is crucial
for optimizing performance and preventing issues such as slowdowns or
unexpected crashes. It also considers various strategies for allocating and
deallocating memory to ensure that all system components function smoothly.

BT 11.1.2

What is the main purpose of memory and storage management?

« Allow applications to access resources
e Increase hardware costs
o Reduce RAM capacity

£ 11.1.3

Memory management also involves managing different types of memory resources,
including physical RAM and virtual memory. It is important to properly allocate and
reallocate these resources according to the current needs of systems and
applications. Effective memory management reduces the likelihood of system
slowdowns or application failures. This process also includes monitoring and
optimizing memory usage to maximize system performance. Inefficient
management can lead to underutilization of available resources.

B 11.1.4

What is the purpose of monitoring and optimizing memory usage?

e Minimize system slowdown issues
o Ensure incomplete utilization of available resources
e Reduce virtual memory capacity

[ 11.1.5

Storage management, which deals with hard disk drives (HDDs) and solid-state
drives (SSDs), is also significant. Effective management of these devices ensures
that data is properly stored and accessible as needed. Different types of storage
devices have different characteristics and advantages, with HDDs known for their
large capacity at a low cost but slower access speed compared to SSDs. SSDs
provide faster data access and greater resistance to mechanical damage, albeit at
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a higher cost. Choosing between these types of storage depends on specific needs
and budget.

B 11.1.6

Which storage provides faster data access?

» Solid-state drives (SSD)
» Hard disk drives (HDD)
« Optical disks (CD/DVD)

K 11.1.7

Storage management also includes regular maintenance, such as defragmentation
for HDDs and monitoring the health of SSDs. Defragmentation improves HDD
performance by reorganizing fragmented files on the disk, reducing data access
time. For SSDs, it is important to monitor the number of write cycles to prevent
wear. Monitoring storage health ensures that hardware functions correctly and that
data is securely stored. Without regular maintenance, performance may degrade, or
data may be lost.

B 11.1.8

What is the role of defragmentation for HDDs?

o Reduces the number of write cycles for SSDs
« Increases performance by reorganizing files
e Ensures permanent data storage

11.2 RAM Management

[ 11.2.1

RAM (Random Access Memory) is a key component of a computer system, serving
as temporary storage for data currently being processed. Since RAM provides quick
access to this information, it is essential for the efficient operation of applications
and systems. The more RAM a computer has, the more applications can run
simultaneously without significant performance degradation. RAM is often
managed by the operating system, which handles memory allocation and
deallocation. Therefore, it is important for the system to manage this memory
efficiently.

B 11.2.2

What is the main purpose of RAM?

o Temporarily store data for quick access
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o Permanently store data on the disk
e Increase hard disk capacity

[ 11.2.3

RAM is volatile memory, meaning all data is lost when the computer is turned off.
Unlike non-volatile storage devices such as disks and SSDs, RAM cannot retain
information without a power source. Therefore, it is important to regularly save
important data to secondary storage. Although RAM provides high access speed,
its limited capacity can be restrictive if large amounts of memory are needed. In
such cases, it is advisable to consider expanding RAM or optimizing the use of
existing memory.

B7 11.24

What happens to data stored in RAM when the computer is turned off?

o Dataislost
o Data is permanently stored on the disk
o Data is moved to virtual memory

K 11.2.5

Proper RAM management also involves handling multitasking and virtualization.
Modern operating systems allow multiple applications to run simultaneously,
requiring efficient RAM allocation. Virtual memory can help when RAM is
overloaded, but excessive reliance on it can cause system slowdowns. Proper RAM
management includes monitoring memory consumption by individual applications
and optimizing performance. It is necessary to regularly check RAM usage and
adjust it to the system’s needs.

B 1126

What problem can arise from excessive reliance on virtual memory?

o System slowdown
e Increased system performance
e Reduced RAM capacity

[ 11.2.7

RAM management also involves preventing and resolving issues such as memory
leaks and memory fragmentation. Memory leaks can cause applications to
inefficiently use RAM, leading to its exhaustion. Memory fragmentation occurs
when memory is divided into small, unused segments, which can affect
performance. Addressing these issues is important for maintaining efficient and
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stable system performance. Optimization and regular maintenance can help
prevent these problems.

B 11.2.8

What problem can arise due to memory leaks?

o System performance degradation
» Increased application performance
e Improved data access speed

11.3 Virtual Memory

[ 11.3.1

Virtual memory is a technology that extends the available address space beyond
the physical RAM. It allows the system to use part of the hard disk as an extension
of RAM, thereby increasing the amount of memory available for applications. This
technology is useful for common tasks where physical RAM is insufficient, but it
has its limitations. Excessive use of virtual memory can slow down the system
because accessing data on the disk is slower than accessing data in RAM. Thus,
virtual memory provides a solution for the lack of physical memory but can affect
system performance.

BT 11.3.2

What limitation does virtual memory have compared to physical RAM?

e Access to data in virtual memory is slower
o Virtual memory provides faster data access
e Virtual memory has no limitations

1133

Virtual memory management also includes techniques such as paging and
segmentation. Paging divides memory into small blocks that can be flexibly moved
between RAM and the disk. Segmentation divides memory into different segments,
which can help with more efficient data access. These techniques allow for more
efficient use of memory resources and improve system performance. The choice of
the right technique depends on the needs and architecture of the system.

B 11.34

Which technique allows flexible movement of memory blocks between RAM and
the disk?

e Paging
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e Segmentation
o Defragmentation

3 11.35

Virtual memory can also help in isolating processes and applications into different
address spaces. This allows each application to operate in a separate virtual
address space, reducing the risk of collisions and conflicts. This isolation can
improve system security and stability. Proper virtual memory management thus not
only optimizes performance but also enhances system security and reliability. This
aspect is particularly important in multitasking environments.

B4 11.3.6

What advantage does isolating applications with virtual memory provide?

o Reduces the risk of collisions and conflicts
e Increases hardware costs
e Reduces virtual memory capacity

[ 11.3.7

Monitoring and optimizing the use of virtual memory are crucial for ensuring
smooth system operation. It is important to track how applications use virtual
memory and adjust configurations as needed. Regular checks and adjustments can
help prevent performance issues and ensure efficient use of available memory
resources. Optimization may include adjusting the size of the swap area and
tweaking paging settings.

B 11338

What is important for the effective use of virtual memory?

e Optimization and monitoring
e Increasing RAM capacity
o Reducing disk performance

11.4 Secondary Storage Management (Disks, SSDs)

[ 11.4.1

Secondary storage, such as hard disk drives (HDDs) and solid-state drives (SSDs),
plays a crucial role in storing data and applications. HDDs are traditionally used for
their high capacity and relatively low cost. However, they are slower in data access
due to mechanical moving parts, which can affect performance. SSDs offer
significantly faster data access because they have no moving parts and use flash
memory. This fast access is particularly advantageous when booting the operating
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system and running applications that require quick access to large amounts of
data.

B 114.2

Which storage is usually faster?

» Solid-state drives (SSD)
» Hard disk drives (HDD)
« Optical disks (CD/DVD)

[ 11.4.3

Secondary storage management also includes regular maintenance, such as
defragmentation for HDDs and monitoring the health of SSDs. For HDDs,
defragmentation is important to optimize data access speed by reducing file
fragmentation. For SSDs, health monitoring is crucial due to the limited number of
write cycles and the need to ensure the disk remains in good condition. These
maintenance tasks help ensure that storage operates optimally and prevent data
loss.

B 1144

What maintenance is needed for HDDs?

o Defragmentation
o Monitoring the number of write cycles
o Checking the health of SSDs

Q1145

Storage management also involves decisions about capacity and partitioning of
storage space. Large storage capacities are useful for storing large amounts of
data, while smaller storage capacities may be sufficient for common applications
and documents. Partitioning storage space into different partitions can help with
better data organization and simplify backup management. It is important to
choose the right storage capacity based on user needs and the type of applications
used.

B 1146

What is the advantage of partitioning storage space into different partitions?
« Better data organization and backup management

e Increasing storage costs
« Reducing storage capacity
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1147

Maintenance and regular checks of storage are essential for ensuring long-term
reliability. Monitor indicators such as transfer speeds, temperature, and error rates
to identify potential problems before they become serious. For both HDDs and
SSDs, it is important to regularly check the status and ensure that storage operates
without issues. Persistent problems can lead to data loss and reduced system
performance.

B 11438

What indicators should you monitor for storage maintenance?
e System temperatures and error rates

 RAM capacity
e Hardware costs
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12.1 Hardware Management and Drivers

[ 12.1.1

Hardware management is a key task of the operating system, ensuring that all
computer hardware components function correctly and efficiently. The operating
system manages access to various hardware devices such as processors, memory,
hard drives, and input/output devices. It facilitates communication between
applications and hardware, ensuring that each component receives the necessary
resources to perform its tasks. This ensures that the entire system operates
smoothly and without issues.

B7 12.1.2

What is the primary role of the operating system in hardware management?

« Efficiently manage hardware
o Develop new applications
e Increase internet speed

[ 12.1.3

Device drivers are special programs that allow the operating system to
communicate with various hardware components. These drivers provide the
operating system with the necessary information to manage and control the
hardware. Each device, such as a printer, graphics card, or keyboard, requires its
own driver, which translates operating system commands into a format the device
understands. Drivers are essential for hardware components to function correctly
and efficiently.

B 12.1.4

What do device drivers do?

o Enable communication with hardware
e Increase RAM capacity
o Modify the graphical interface appearance

[ 12.1.5

Hardware management also includes monitoring and optimizing the performance
of hardware devices. The operating system regularly checks the status of the
hardware and performs maintenance to ensure that all components operate at
optimal levels. This allows the operating system to identify and address issues
such as overheating or hardware failure, preventing potential malfunctions or
performance degradation. Hardware maintenance is essential for long-term system
stability and performance.
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Br 12.1.6

What does hardware management include in terms of performance?

e Monitoring and optimization
o Installing new operating systems
e Removing all files from the disk

[ 12.1.7

Modern operating systems often have integrated hardware diagnostic tools that
help identify and resolve issues. These tools can monitor temperature, fan speed,
and CPU and memory usage. Diagnostic tools provide users and administrators
with the ability to detect and fix problems before they become serious. This helps
prevent potential failures and improves overall system stability.

B 12.1.8

What role do diagnostic tools play in hardware management?

« Identify and resolve issues
e Increase internet speed
o Ensure all applications run simultaneously

[ 12.1.9

Ensuring compatibility between hardware and the operating system is also a key
aspect of hardware management. The operating system must be able to work with
various types of hardware devices, which requires regular updates of drivers and
software. Hardware manufacturers often provide driver updates that improve
device compatibility and performance. Keeping drivers up to date ensures that the
system will function optimally with new hardware and technologies.

B 12.1.10

What is important for ensuring compatibility between hardware and the operating
system?

o Updating drivers

o Turning off all devices
e Removing all files from memory
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12.2 Interaction Between OS and Hardware

[ 12.2.1

The interaction between the operating system and hardware is fundamental to the
functioning of a computer system. The operating system acts as an intermediary
between user applications and hardware components. It ensures that applications
can efficiently use hardware resources while ensuring that all operations are
performed without conflicts and with optimal performance. This way, the operating
system ensures that all hardware components are used as efficiently as possible.

B1 12.2.2

What role does the operating system play in interacting with hardware?

o Mediate between applications and hardware
o Increase hardware capacity
o Remove software

[ 12.2.3

The operating system manages access to hardware using drivers that provide the
necessary interfaces for communication with various devices. Drivers translate
operating system commands into a format that devices understand, ensuring that
all input/output operations run smoothly. Without properly functioning drivers, the
operating system could not effectively manage hardware devices, leading to
functionality and performance issues.

B 12.2.4

How does the operating system manage access to hardware?

e Using drivers
e Increasing RAM capacity
« Removing software applications

[ 12.25

Ensuring effective communication between the operating system and hardware
also involves planning and coordinating access to hardware resources. The
operating system must efficiently allocate resources such as CPU time, memory,
and input/output channels among various applications and processes. Planning
and coordination are important for optimizing system performance and preventing
conflicts that can arise when multiple applications access the same hardware
resources simultaneously.
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Br 12.2.6

What does ensuring effective communication between the OS and hardware
include?

e Planning and coordination
e Removing all hardware components
e Increasing internet speed

[ 12.2.7

The operating system also ensures that various hardware devices can operate
simultaneously without conflicts. This prevents situations where one component
can block or affect the performance of another device. For example, proper disk
access management ensures that multiple applications can read and write data
simultaneously without interference. This improves overall system performance
and efficiency.

B 12238

What does the operating system ensure so that hardware devices can be used
simultaneously?

o Operation without conflicts
o Removing all applications from memory
e Turning off all devices

1229

An important part of the interaction between the operating system and hardware is
ensuring proper functioning under different loads. The operating system must be
able to adapt to various tasks and loads, whether they are demanding applications
or routine tasks. This means it must efficiently manage and allocate resources
based on the system’s current requirements. Effective adaptation to different loads
ensures system stability and performance.

B 12.2.10
How does the operating system ensure proper functioning under different loads?
« Efficiently managing and allocating resources

« Increasing internet speed
e Removing all applications
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12.3 Device Drivers

3 12.3.1

Device drivers are critical software components that allow the operating system to
communicate with specific hardware devices. These programs translate
commands from the operating system into a format that the device understands.
Drivers can be specific to a particular device model and ensure that devices operate
correctly and efficiently. Without drivers, the operating system could not utilize
hardware functions, leading to device malfunction.

Bf 123.2

What do device drivers do?

e Translate commands
e Increase RAM capacity
e Ensure internet connectivity

[ 12.3.3

Device drivers can be provided by hardware manufacturers or included with the
operating system. Hardware manufacturers often provide driver updates that
improve performance, add new features, or resolve compatibility issues. Keeping
drivers up to date is important to ensure that hardware devices function correctly
and that the system utilizes all device features.

B 12.34

Where can device drivers be provided from?

o By hardware manufacturers
o Downloaded from the internet browser
o Created by users

Q1235

Some devices may require special drivers to function properly. For example, new or
less common hardware components may need special drivers that are not included
in the standard operating system installation. In such cases, it is necessary to
download and install drivers from the device manufacturer. This ensures that the
device will function correctly and that all its features will be available.
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Br 12.3.6

What might be needed for new or less common hardware components?

o Special drivers
e Increase RAM capacity
« Remove all applications

[ 12.3.7

Installing drivers may require proper access rights and procedures, which can vary
by operating system. For example, in Windows operating systems, it may be
necessary to run the driver installation file with administrative rights, while in Linux,
it may be necessary to manually adjust the configuration or use commands to
install the driver. Following the correct installation instructions is essential to
ensure that drivers function properly.

B 12338

What steps might be necessary when installing drivers?

o Following correct installation instructions
e Reducing internet speed
e Turning off all devices

[ 12.3.9

Regularly updating drivers is important for maintaining compatibility and
performance of hardware devices. Manufacturers often release new versions of
drivers that fix bugs, improve performance, or add new features. Updated drivers
can also address compatibility issues that may arise when using new versions of
the operating system or changing hardware. Regularly checking and updating
drivers ensures that devices will function optimally.

B 12.3.10
Why is it important to regularly update drivers?
o Compatibility and performance

e Removing applications
e Improving internet speed
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13.1 Introduction to OS Security

3 13.1.1

As mentioned in the previous sections, the operating system (0S) is the core of
every modern computer, providing a platform for running software and managing
hardware resources. Its security is crucial, as the OS handles most of the data the
user works with. The OS manages access to memory, processors, disk storage, and
other devices, ensuring the correct functioning of all applications. A breach in OS
security could lead to unauthorized access to sensitive data or loss of system
integrity. A secure OS must ensure proper allocation of permissions to individual
users and processes, and protect resources from abuse.

B1 13.1.2

What is the role of the operating system?

e Managing hardware resources
« Storing sensitive data in the cloud
e Managing the internet for the user

[ 13.1.3

OS security encompasses several aspects, including authentication, authorization,
and data encryption. Authentication verifies the user’s identity, while authorization
determines which resources the user can access. Without strong authentication, an
attacker could gain access to the system and perform unauthorized actions. Data
encryption ensures that even in the event of unauthorized access, the data remains
unreadable. Operating systems should use modern cryptographic techniques to
protect data, significantly reducing the chances of exploitation.

B 13.1.4

What does data encryption ensure?

o« Makes data readable to authorized users
« Verifies user identity
e Prevents unauthorized access to data

£ 13.1.5

Another important aspect of OS security is managing user rights and access
controls. The OS must ensure that each user has access only to the resources
allocated to them. For example, administrators often have higher privileges than
regular users. Improper assignment of rights can lead to leaks of sensitive
information or system damage. Access control mechanisms are therefore critical
to ensuring the overall integrity of the OS.
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Br 13.1.6

Why is access control important?

o To give users access to all data
o To prevent unauthorized access to sensitive resources
o To store all user data in the cloud

[ 13.1.7

OS security can also be compromised by outdated software components. Outdated
programs often contain security vulnerabilities that attackers can exploit to
penetrate the system. Therefore, regularly updating the OS and software is key to
maintaining security. Modern OSs have built-in update mechanisms that
automatically install security patches to minimize the risk of attacks.

& 13.1.8

What can outdated software cause?

o Vulnerabilities exploited by attackers
e Increased security
« Faster system performance

[ 13.1.9

A crucial part of OS security is monitoring system activities. Tracking logs that
record operations in the OS can help detect attack attempts or other abnormal
behavior. Administrators can use these records to take preventive measures or
identify weaknesses in system protection. Early detection of potential threats can
significantly reduce their impact on overall OS security.

B 13.1.10

What are logs used for in an operating system?
e Monitoring user activities

o Recording system performance metrics
o Automatically fixing system errors

13.2 OS Threats and Vulnerabilities

13.2.1

Operating systems are targets for many types of attacks, the most common being
malware attacks, DDoS attacks, and attacks aimed at gaining administrative rights.
Malware, such as viruses, worms, or trojans, can damage the system, steal data, or
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spread to other devices. DDoS attacks attempt to overwhelm the system, rendering
it non-functional. Gaining administrative rights allows attackers full access to the
system and its configuration.

B 13.2.2

Which type of attack aims to overload the system and cause it to malfunction?

e Malware
e DDoS attack
e Phishing

3 13.2.3

Another major threat to OS security is software vulnerabilities, which attackers can
exploit to penetrate the system. These vulnerabilities can arise from coding errors
or incorrect system configuration. Software flaws can be exploited to gain
unauthorized access, escalate privileges, or execute malicious code. Therefore, it is
critical for developers and administrators to pay close attention to code security
and correct system configuration.

B 13.2.4

What is the most common cause of vulnerabilities in operating systems?

« Incorrect configuration and coding errors
o Too many updates
o Lack of user privileges

[ 13.25

Phishing is another common method attackers use to infiltrate operating systems.
Phishing attacks aim to trick users into handing over their login credentials or other
sensitive information. These attacks can occur through emails, fake websites, or
other communication channels. Once an attacker gains login credentials, they can
access the system as an authorized user and perform malicious operations.
Phishing is a serious threat to OS security, especially if users are not adequately
educated in cybersecurity.

B 1326

What is the main attack method in phishing?
o Attackers try to obtain login credentials

o Attackers try to overload the system
« Attackers try to damage the system code
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[ 13.2.7

A rootkit is another type of threat that poses a serious vulnerability to operating
systems. Rootkits allow attackers to hide their presence in the system and gain
long-term access. This type of malware can mask processes, files, or network
connections, making it difficult to detect. Rootkits are often used in combination
with other malware tools, such as trojans or spyware, and pose a serious risk to
system security as they can enable attackers to manipulate key system functions.

B 13.2.8

What is the primary function of a rootkit?

o Gain access to the system
o Overload the system
o Ensure the security of files

[ 13.29

Lastly, zero-day attacks represent an especially dangerous threat to operating
systems. Zero-day attacks are executed against vulnerabilities that are not yet
known to software developers, meaning no security patches have been issued.
Attackers have the opportunity to exploit this vulnerability before the system is
patched. Such attacks are often highly effective and can cause significant damage.

BT 13.2.10
What characterizes zero-day attacks?

o Attack new and unknown vulnerabilities
o Attack known vulnerabilities
o Are caused by system misconfiguration

13.3 Security Models and Policies

£ 13.3.1

Security models and policies define how a system manages access to data and
resources, aiming to ensure the confidentiality, integrity, and availability of
information. These models are essential for effectively managing system security,
as they determine the rules and mechanisms by which the system responds to
various security incidents. Policies and models should be designed based on the
specific needs of the organization, its structure, and the risks it faces. Well-defined
security policies can prevent many threats and risks that could otherwise
jeopardize system and data security.
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B 133.2

Why are security models and policies important for organizations?

o They enable proper management of data access
e They reduce system management costs
e They dictate which software tools to use

[ 13.3.3

The Bell-LaPadula model focuses primarily on protecting data confidentiality,
meaning it is designed to prevent users with lower clearance levels from reading or
accessing data at higher clearance levels. This model operates on the principle of
"read down, write up" (no read up, no write down), ensuring that users with lower
privileges cannot read more sensitive data and those with higher privileges cannot
write into less sensitive parts of the system. This approach is often used in
environments with strict confidentiality hierarchies, such as government or military
systems.

B 1334

What does the principle of "read down, write up" mean in the Bell-LaPadula model?

o Users can read data at lower levels and write to higher levels
o Users can read data at higher levels and write to lower levels
o Users can read and write only at their own level

[ 13.3.5

The Biba model, on the other hand, focuses on protecting data integrity. This model
operates on the principle of "read up, write down" (no write up, no read down),
meaning users can only read data with higher integrity levels but can only write to
systems with lower integrity levels. The goal of this model is to prevent the
degradation of the quality or integrity of sensitive data. This model is important for
systems where it is crucial that data remains reliable and unchanged by
unauthorized users, such as financial or research systems.

B 1336

What principle does the Biba model define?
o Read up, write down

o Read down, write up
e Read and write to all levels
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[ 13.3.7

In addition to the Bell-LaPadula and Biba models, there is also the Clark-Wilson
model, which focuses on ensuring data integrity through consistent transactions
and control mechanisms. This model distinguishes between improper users and
legitimate users and focuses on ensuring that all transactions are conducted
correctly and according to defined rules. The Clark-Wilson model uses the concepts
of "good" and "bad" data, ensuring that all operations are validated before being
applied to sensitive data. This model is very effective in managing financial or
business applications, where it is important that transactions are conducted
correctly and without manipulation.

B4 13.3.8

What is the main goal of the Clark-Wilson model?

o Protecting data integrity through consistent transactions
« Protecting data confidentiality
e Reducing the number of users with access to the system

£ 13.3.9

An important part of security models is also the security policies that define
specific rules for using the system. Security policies can be designed based on the
principles of a given model and may include rules for authentication, authorization,
password management, data encryption, and other aspects. The goal is to ensure
that access to sensitive information is restricted to authorized users and that data
in the system is properly managed and protected from attacks or unauthorized
modifications.

@ 13.3.10
What is the main purpose of security policies in a system?
o To setrules for secure system management

e To ensure continuous access to all data
o To determine which applications can be installed
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14.1 Access Rights and Authentication

[ 14.1.1

Access rights define what individual users or groups can do within a system. They
are a critical aspect of information systems security, ensuring that only authorized
personnel have access to sensitive data or functions. Access rights can be defined
at various levels, including file access, databases, or applications. This granularity
helps prevent resource misuse or unauthorized access. The importance of access
rights increases, particularly in corporate environments, where it is necessary to
differentiate between various user levels, from regular employees to
administrators.

B1 14.1.2

What do access rights ensure in information systems?

o They define what users can do within the system
e They prevent access to all files
o They ensure user anonymity

1 14.1.3

Authentication is the process of verifying a user's identity when requesting access
to a system or service. The authentication process is essential to ensure that the
user is who they claim to be. Various authentication methods exist, including
entering passwords, usernames, or fingerprint recognition. In modern systems,
authentication is often combined with additional layers like two-factor
authentication (2FA) to enhance security. Failure in authentication can lead to
serious security incidents.

B 14.1.4

What is the role of authentication?

o To verify the identity of the user
o To allow the user to create a new password
o To prevent access to publicly available information

Q 14.1.5

Correctly defining access rights combined with robust authentication is key to
minimizing risks associated with cyber-attacks. Attackers may exploit weak
authentication mechanisms to gain unauthorized system access. Access rights
must be regularly reviewed and updated to meet the organization’s current needs.
For instance, if an employee changes departments, their access rights should be
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adjusted to match their new responsibilities. This helps prevent potential misuse of
sensitive information.

Br 14.1.6

Why is it important to regularly review access rights?

o So that they meet the organization's current needs
o So that employees have access to all data
o To simplify the work of administrators

1 14.1.7

Authentication mechanisms have significantly improved in recent years. Classic
passwords are now supplemented by other verification methods, such as
biometrics or authentication apps. Biometrics involve using fingerprints, facial
recognition, or voice recognition, which significantly complicates unauthorized
access to sensitive data. In addition, behavioral authentication, which monitors
users' behavior, such as how they type or hold their phone, is also used. These
technologies contribute to higher system security.

B 14.1.8

Which type of authentication includes facial or voice recognition?

o Biometric authentication
o Two-factor authentication
o Passwords

[ 14.1.9

For better security, multi-factor authentication is often used. In addition to the basic
password, another factor may be a physical (such as a security key) or digital
element (such as a one-time SMS code). This approach increases security, as even
if one password is compromised, the attacker needs an additional factor to
complete the login. Two-factor authentication (2FA) is currently one of the most
widespread methods for reducing the risk of unauthorized access, thereby
increasing system resistance to various types of attacks, including phishing.

B 14.1.10

What is two-factor authentication?
« Using two different authentication factors

o A combination of passwords and biometrics
o Using two passwords at once
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14.2 User Account Management

[ 14.2.1

User account management is a key process that involves creating, maintaining, and
removing user profiles in information systems. This process is essential for the
proper functioning of any security system. Properly managed user accounts ensure
that each user only has access to the resources necessary for their work. In many
organizations, these accounts are managed through centralized tools, which allow
for easy rights management and quick responses to security incidents.

B1 14.2.2

What is the main goal of user account management?

o To manage users' access to necessary resources
o To ensure that each user has access to all systems
o To simplify the work of IT department employees

1 14.2.3

In managing user accounts, it's crucial to ensure that user rights are regularly
updated. For example, when an employee leaves a company, their account must be
immediately deactivated to avoid potential security threats. Similarly, if an
employee changes roles or departments, their access rights should be updated
accordingly. Automating this process with software tools can significantly reduce
errors and speed up the time needed to change access rights.

B 14.2.4
What should happen when an employee leaves the company?

e Their account must be deactivated
o Their account must be updated for a new role
o No action is needed

[ 14.2.5

One important aspect of user account management is monitoring user activity.
Monitoring includes tracking logins, access attempts, and other activities that could
signal potential security incidents. In some systems, user activities are
automatically logged and analyzed to detect unusual or suspicious actions. If
unusual activity is detected, the system can automatically alert administrators or
temporarily restrict access to prevent potential attacks.
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Bf 14.2.6

Why is it important to monitor user activity?

o To detect unusual or suspicious actions
o To simplify access to data
e To speed up user tasks

[ 14.2.7

Managing user accounts also involves securely storing and managing passwords.
Passwords must be securely encrypted and never stored in plain text. Ideally, user
passwords should be regularly updated and follow strong password principles,
including a combination of uppercase and lowercase letters, numbers, and special
characters. Some organizations also implement policies that require password
changes after a certain period or after a potential data breach.

B 14.2.8

How should passwords be stored in systems?

o Securely encrypted
e Inplain text
e Indocuments on a local drive

[ 14.2.9

Secure user account management also involves managing the account lifecycle,
which means that each account has a defined creation, active usage, and
subsequent deactivation or deletion timeline. This process is critical when
employees leave the organization or change roles. If former employees' accounts
remain active, there is a risk of misuse. Likewise, "forgotten" accounts that are no
longer used but remain active in the system should not exist. Automated account
management systems can significantly ease this process and reduce the risk of
security vulnerabilities.

B 14.2.10
What should happen to a user account after an employee leaves the organization?
e The account should be deactivated or deleted

e The account should be temporarily suspended
e The account should remain active for future use
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[ 14.2.11

A vital part of user account management is correctly assigning roles and
permissions. Users should only have the rights necessary to perform their job
duties, which is called the "principle of least privilege." This principle minimizes the
chance of account abuse if compromised. Role and access rights implementation
should be dynamic, meaning rights should change according to the employee's
current needs. Additionally, organizations should implement a "separation of
duties" policy to prevent concentration of too many permissions in a single user,
thus reducing the risk of internal threats.

B1 14.2.12
What does the principle of "least privilege" mean in user account management?

o Users have only the rights they need for their work
o Users have access to all system resources
e Users can choose what access rights they want

14.3 Authentication Mechanisms

1 14.3.1

Authentication mechanisms are diverse, each offering different levels of security.
Passwords are the most common form of authentication but also one of the most
vulnerable if not properly managed. In addition to passwords, other methods, such
as biometric or two-factor authentication, are frequently used today. These
mechanisms enhance security by requiring additional elements to verify a user's
identity, making unauthorized access much more difficult.

B 14.3.2

Which authentication mechanism is most vulnerable if not properly managed?

o« Passwords
o« Two-factor authentication
o Biometric authentication

Q1433

Passwords can be easily compromised through phishing or brute-force attacks if
they are not strong enough or if users frequently reuse them across different
platforms. Therefore, it's important for users to create passwords that are hard to
predict and to change them regularly. An ideal solution is using password
managers, which allow users to generate and securely store complex passwords. A
key part of password policies is also educating users about the risks associated
with careless password handling.
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Bt 1434
What helps users generate and store complex passwords?

o Password manager
e Antivirus software
o Web browser

[ 14.3.5

Biometric authentication offers a high level of security because it relies on a user's
unique biological traits, such as fingerprints, facial recognition, or iris scanning.
This type of authentication is very difficult to forge, making it extremely reliable.
However, a downside can be the need for specialized hardware, which may be
expensive, and concerns about privacy, as biometric data is sensitive and its breach
can have serious consequences. Therefore, systems should securely encrypt and
protect this data.

B 14.3.6

What is biometric authentication based on?

o Unique biological traits of the user
o« Passwords and PIN codes
e Public information about the user

[ 143.7

Two-factor authentication (2FA) is an effective way to strengthen authentication
security. In the case of password compromise, it adds a second factor, which
increases the difficulty for attackers. This factor can be based on owning a physical
device, such as a mobile phone, or a biometric attribute. Although 2FA increases
security, its use can be challenging for users, so it's important to find a balance
between security and user convenience. Some forms of 2FA may also be
vulnerable; for instance, verification SMS messages can be intercepted.

B 143.8

What is the primary goal of two-factor authentication?
o To ensure double verification of the user's identity

o To simplify authentication
o To eliminate the need for passwords
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[ 14.3.9

With the growing threat of cyber-attacks, there is increasing attention on developing
advanced authentication mechanisms that are resistant to various attacks, such as
phishing or man-in-the-middle attacks. New technologies, such as hardware
authentication keys or token-based authentication, offer additional layers of
security. These solutions can completely replace passwords or significantly
enhance existing systems, especially in environments requiring the highest level of
security, such as financial institutions or government organizations.

B4 14.3.10
What are hardware authentication keys used for?
o To strengthen the security of authentication mechanisms

o To simplify user access to the system
e To store user passwords
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15.1 File and Disk Encryption

3 15.1.1

File and disk encryption is a common practice in securing data on storage devices.
Tools like BitLocker (for Windows) and LUKS (for Linux) provide the ability to
encrypt entire disks to protect them from unauthorized access. BitLocker is built
directly into the Windows system and uses TPM (Trusted Platform Module) to
securely store encryption keys. If a disk is encrypted, it cannot be read without the
correct decryption key, ensuring data protection even in the case of physical theft
of the device.

B4 15.1.2

Which encryption tool is built into the Windows system?

o BitLocker
e LUKS
e TrueCrypt

[ 15.1.3

LUKS (Linux Unified Key Setup) is a standard for disk encryption on Linux. This tool
allows for the encryption of entire disks or partitions, using strong cryptographic
algorithms. LUKS is often considered more secure because it allows multiple keys
for one encrypted disk, meaning there can be several ways to access the data. This
system is flexible and widely used in server environments where the protection of
sensitive data is critical.

B 15.1.4

Which system is used for disk encryption on Linux?

e LUKS
o BitLocker
e HSM

£ 15.1.5

When encrypting disks or files, it is essential to remember that if the user loses the
encryption key or password, the data cannot be recovered. This is especially critical
if encryption covers the entire system disk. Therefore, users should securely store
their keys or passwords in a safe vault, or use backup key features if supported by
the encryption software. Some tools even offer data recovery options through
security questions or backup keys.
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Bf 15.1.6

What happens if the user loses the encryption key for an encrypted disk?

o Datais irretrievably lost
o Data can be recovered by technical support
o Dataremains accessible

[ 15.1.7

The performance of systems encrypted with tools like BitLocker or LUKS may
slightly decrease since encryption and decryption are computationally intensive
tasks. However, modern systems can efficiently work with encrypted disks without
a significant impact on performance. In some cases, performance may only be
affected during large file operations, where a substantial amount of data needs to
be decrypted at once. However, for most common tasks, the performance
difference is negligible.

B 15.1.8

How does encryption affect system performance?

o Performance is slightly reduced for large operations
o Performance is significantly reduced for all operations
o Performance is not reduced

£ 15.1.9

One of the advantages of disk encryption tools is their integration into operating
systems, allowing for easy management and configuration. BitLocker offers
encryption options through a graphical interface but also via the command line,
which is useful for advanced users. LUKS, on the other hand, provides flexibility
directly in the Linux environment, where users can choose from various
cryptographic algorithms and settings. The integration of encryption directly into
operating systems increases the usability and availability of these tools to the
general public.

B 15.1.10

What advantage do integrated encryption tools in the system offer?
o Easy management and configuration

o The need for additional programs
o Complexity of configuration
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15.2 Security Backup and Data Recovery

[ 15.2.1

Security backup is the process of ensuring that copies of data are stored in a
separate location to minimize the risk of data loss. These backups can be stored on
external drives, in the cloud, or on other physical media. Backups are important not
only for protecting against hardware failure but also for defending against
cyberattacks, such as ransomware, which can encrypt or destroy original data.
Thanks to backups, it is possible to restore data to its previous state.

Bf 15.2.2

What is the main reason for creating data backups?

o Protection against data loss
e Increase system performance
o Data encryption

[ 15.2.3

There are several different backup strategies, including full backup, incremental
backup, and differential backup. A full backup means that all data is copied in one
cycle, ensuring the highest level of security, but it is also time-consuming.
Incremental backup saves only the data that has changed since the last backup,
saving time and space, but to restore data, multiple backup versions are required.
Differential backup is a compromise between these two approaches.

B 15.2.4

Which type of backup saves only changes since the last backup?

e Incremental backup
o Full backup
« Differential backup

[ 15.2.5

Data recovery is the process performed when original data has been lost or
damaged. This process may involve restoring data from physical backup media or
from the cloud. Data recovery should be as fast and straightforward as possible to
minimize system downtime. Therefore, it is important that backups are regularly
updated and well managed, or else restored data may not be current, and its value
will be limited.
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Bf 15.2.6

What is the main function of data recovery?

e Restore lost data
e Increase disk capacity
o Improve computer performance

[ 15.2.7

When backing up and recovering data, it is important to consider security. Backups
should be encrypted to prevent unauthorized access to sensitive information.
Additionally, backup data should be stored in multiple locations (for example, one
set of backups onsite and another in the cloud) to minimize the risk of losing all
data at once. Users should also have a plan for regularly testing their backups to
ensure they are fully functional and ready for use.

B 15.2.8

Why should backups be encrypted?

o To prevent unauthorized access
o To increase data transfer speed
o Toreduce the size of backups

[ 15.2.9

Creating an effective backup and recovery system is an essential part of any
security strategy. Backup protects organizations from data loss due to technical
issues, cyberattacks, or natural disasters. Data recovery provides a solution in the
event of unexpected loss and helps minimize downtime and damage. Therefore, it
is important that the backup and recovery system is regularly updated and tailored
to the organization's needs.

@ 15.2.10
What is the main goal of a backup system?
o Ensure data protection against loss

o Reduce energy consumption
« Increase performance of the backed-up device
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16.1 Updates and Patching

[ 16.1.1

Software updates are a key element of security for any digital system, especially in
the field of 10T devices. Any technology connected to the internet is vulnerable to
cyberattacks. Without regular updates, a system may be exposed to vulnerabilities
that hackers can exploit. Updates and patches ensure that the software remains
protected against the latest security threats. Regular updates can also fix bugs that
reduce system performance or cause incompatibility with devices and other
software components.

B1 16.1.2

Which factor contributes most to the need for software updates?

o Vulnerabilities to cyber threats
o Lack of new features
e Increased connection speed

[ 16.1.3

There are various types of patching, including security patches that focus on fixing
specific threats, and functional updates that add new features or improve
performance. When developing loT devices, it is crucial to use the latest security
patches because older software versions may contain bugs that are publicly known
and exploited by attackers. These patches can come in different formats, such as
firmware updates, software updates, or individual application updates. Regular
implementation of these can significantly reduce the risk of a successful system
attack.

B 16.1.4

What is the main goal of security patches?

e Protect software from new threats
o Fix performance issues
e Improve user experience

[ 16.1.5

Software developers often use a process known as the "patching cycle," which
involves identifying vulnerabilities, developing a fix, and subsequently distributing
that fix to users. The cycle length varies depending on the software's complexity
and the type of vulnerability. Some patches can be released very quickly, especially
in the case of a serious security threat, while others may take longer to go through
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testing and implementation phases. In some cases, patches need to be coordinated
with other system components to avoid incompatibility.

Ef 16.1.6

What is the main purpose of the patching cycle?

e Identify and fix vulnerabilities
e Increase system speed
o Improve user interface

1 16.1.7

Software developers often use a process known as the "patching cycle," which
involves identifying vulnerabilities, developing a fix, and subsequently distributing
that fix to users. The cycle length varies depending on the software's complexity
and the type of vulnerability. Some patches can be released very quickly, especially
in the case of a serious security threat, while others may take longer to go through
testing and implementation phases. In some cases, patches need to be coordinated
with other system components to avoid incompatibility.

B 16.1.8

What is the main purpose of the patching cycle?

o Identify and fix vulnerabilities
» Increase system speed
« Improve user interface

[ 16.1.9

In the case of IoT devices, the update and patching process can be more complex
than with traditional computers. Many loT devices run on specific firmware, which
must be regularly updated to remain secure. Moreover, many loT devices operate in
environments with low bandwidth or limited resources, which can complicate the
implementation of patches. Additionally, some devices do not have an automatic
update process, meaning users must manually install new software versions.

B 16.1.10

What complicates the patching process for loT devices?
o Limited resources and firmware restrictions

o High bandwidth requirements
o Lack of need for updates
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[ 16.1.11

As the number of IoT devices connected to the internet grows, so does the potential
for cyberattacks. Regular patching thus becomes an essential step in maintaining
security. Devices that are not patched may be vulnerable to attacks that could
cause data loss or even damage to the device itself. Companies developing loT
devices should ensure that their products have a simple and secure update process
that minimizes the burden on users.

B 16.1.12
Why is regular patching of IoT devices important?

o Reduces the risk of cyberattacks
e Improves the device's aesthetics
o Increases the number of device features

16.2 The Importance of Operating System Updates

1 16.2.1

Operating system (OS) updates are just as important as application or firmware
updates. The OS acts as a foundational layer that manages hardware and software
in a computer or loT device. Regular OS updates ensure that the system runs
smoothly and securely. New versions of operating systems often bring new
features, performance improvements, and bug fixes that could be exploited in
cyberattacks. Without regular updates, older OS versions may contain
vulnerabilities that hackers can easily target.

B 16.2.2

What is the main function of an operating system?

e Manages hardware and software
e Ensures internet connectivity
o Stores user data

[ 16.2.3

Operating systems are designed to manage all aspects of a computer or device,
including its security. Therefore, when developers discover a bug or vulnerability,
they release an update to protect the system from potential threats. OS updates are
especially important for systems that are constantly connected to the internet, as
these systems are much more exposed to attacks. Modern OS often also include
advanced security features such as encryption and authentication, which enhance
data protection.
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Ef 16.2.4

Why are operating system updates important?

o Protect against potential threats
e Increase hardware performance
o Change the system's appearance

[ 16.2.5

Without regular OS updates, devices and applications may encounter compatibility
issues. New software or application updates may require the latest OS versions to
function properly. This means that if the operating system is not updated,
applications may not work efficiently or may be completely inoperable. For this
reason, it is important for users to monitor updates and always have the latest OS
version.

B 16.26

What problems can an outdated operating system cause?

e Unsecured data and application incompatibility
o Loss of internet connection
o« Hardware slowdown

[ 16.2.7

OS updates also often include improvements that increase system performance.
For example, they may improve memory management efficiency, allowing faster
application startup or better use of available resources. These improvements can
reduce energy consumption and increase battery life in mobile devices or loT
systems. Although these improvements are not the primary goal of updates, they
contribute to an overall better user experience.

B 16.2.8

What do OS update improvements focus on?
o Better memory management

o Aesthetic changes
« Increasing hardware capacity

16.2.9

It is also important to consider automatic operating system updates. Automatic
updates ensure that the system is always up-to-date and protected, even when the
user is not actively involved or unaware of a new update. Automatic updates reduce
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the risk of vulnerabilities by eliminating the time gap between the release of an
update and its installation. They ensure that the device is protected even if the user
is not actively concerned with security issues.

B 16.2.10
What do automatic operating system updates ensure?

e Continuous protection
« Faster internet connection
o« New hardware features

16.3 Automatic and Manual Patching

[ 16.3.1

There are two main methods for updating software and applications: automatic and
manual patching. Automatic patching allows the system to download and install
updates without user intervention. This process is beneficial because it ensures
that updates are installed as soon as they are released, minimizing the time during
which a device is vulnerable. Automatic patching can be configured at various
levels, from fully automated installations to systems that notify the user of
available updates but require their consent for installation.

Bf 16.3.2

What is the advantage of automatic patching?

o Improves image quality
e Requires less data storage
o Reduces the time a device is vulnerable

J 16.3.3

Manual patching is the process by which the user manually searches for,
downloads, and installs updates. This approach can be useful for technically
proficient users who want more control over the updates and decide which ones to
install. However, manual patching is more time-consuming and requires user
attention. If a user misses or ignores available patches, the device may remain
vulnerable to threats.

Br 1634

What is a disadvantage of manual patching?

e Istime-consuming
e Requires a lot of data
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o Reduces device performance

1 16.3.5

In some cases, users may prefer manual patching if they want to wait for feedback
from other users or experts before installing updates. This approach may be
suitable for users who are concerned about potential bugs or problems that an
update could cause. However, this delay can increase vulnerability, especially if it
concerns a critical security patch.

B4 16.3.6

Why do some users prefer manual patching?

» For greater control
» Reduces power consumption
o Improves software quality

1 16.3.7

Automatic patching is preferred in most cases because it significantly reduces the
risk of human error, such as forgetting or ignoring an update. Modern operating
systems and applications often offer the option for automatic download and
installation of updates, greatly enhancing overall security. When manually patching,
it is recommended to regularly check for available updates and always prioritize
security patches.

B 16.3.8

What is the advantage of automatic patching over manual patching?

e Less userintervention
e Reduces memory usage
o Improves graphic performance

J 16.3.9

Depending on the user’s needs, one method or the other may be chosen. If the user
is frequently offline or has limited internet connectivity, manual patching may be
more practical. On the other hand, for most users, especially in the 0T space where
security is critical, automatic patching is the best option to ensure continuous
protection.
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